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Abstract of the contribution:

This contribution proposes a solution for the trusted non-3GPP access in the NG system.
1. Introduction
This contribution proposes a solution for the key issue on trusted non-3GPP access introduced in the companion contribution S3-161343.
2. Proposed pCR to TR 33.899 v041
All text in this pCR is new, apart from the deleted Editor's note in 5.3.4.z.1,hence no revision marks were used. 

************************START OF PCR**************************
5.3.4.z
Solution #3.z: Trusted non-3GPP access
5.3.4.z.1
Introduction  

This solution addresses key issue #3.y on "Trusted non-3GPP access". It also relates to key issue #2.1 "Authentication framework".

The key issue states: " It is recognized that detailed specifications for trusted access networks in 4G are currently only available for Trusted WLAN (TWAN)... The key issue should therefore explore the security aspects of the NG equivalent of TWAN as well as the need for similar specifications for other access network types. "

The present version of the solution focuses on the NG equivalent of TWAN, i.e. it focuses on trusted WLAN access to the NG core.

Editor’s note: The need for specifications similar to the NG equivalent of TWAN for other access network types is ffs. 
. 
5.3.4.z.2
Solution details  
Architectural aspects: 
· We name the NG equivalent of TWAN "NG-Trusted WLAN Access Network" (NG-TWAN). The NG-TWAN forwards IP packets between the UE and the NG core. 
The NG-TWAN has the following interfaces: 
· The NG-TWAN forwards signalling messages between the UE and one or more control plane functions in the NG core. For simplicity, for the purposes of the present solution we subsume these control plane functions under the name Core Control Function (CCF). The CCF, in general, includes Mobility Management Function (MMF), Session Management Function (SMF), Security Anchor Function (SEAF), and Security Context Management Function (SCMF). 

Editor's Note: This solution does not take a stance on whether reference points should be defined between the various functions subsumed under CCF. This is for SA2 to decide.

Editor's Note: It is for SA2 and CT1 to decide how the signalling messages are carried over the TWAN.

· The NG-TWAN forwards user data over IP between the UE and the user plane function NG-UPF in the NG core.

Editor's Note: It is up to SA2 to choose a different name for the user plane function NG-UPF.

Protocol aspects: 

· UE authentication is achieved using EAP methods. 

· In particular, authentication-related signalling messages in the form of EAP messages need to be forwarded between UE and NG core before IP connectivity over the TWAN is established. 

· It is expected that NAS message are sent between UE and CCF after the establishment of an WLAN security association, in particular session management messages (in analogy to WLCP in 4G).

Editor's Note: In 4G, WLCP terminates in the TWAG, which is part of the TWAN. However, in the interest of an access-agnostic session management framework, it is assumed for the present solution that the NG equivalent of WLCP terminates in the CCF (SMF). This needs to be decided by SA2, though. 
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Procedural aspects: 

· The UE determines that the access network is trusted.

NOTE: Rules for such a determination can be found in TSs 33.402 and 23.402. 

· The UE initiates communication with the NG-TWAN.

· The NG-TWAN triggers the UE to send an EAP Identity Response message to the NG-TWAN, which the NG-TWAN forwards to the CCF. 

Editor's Note: The above bullet expresses the security needs. In the interest of an access-agnostic mobility management framework, this initial message sent from the NG-TWAN to the CCF could take the form of a generic Attach request. This is, however, for SA2 to decide. In this context, it must be taken into account that a WLAN complying with IEEE 802.1X will let only EAP messages pass until authentication has been completed, so that the information that can be sent before completing authentication is very limited. 
· The CCF forwards the EAP Identity Response message to the SEAF. 
· The SEAF performs the functions of a 3GPP AAA proxy, as defined in TS 23.402, as far as proxying EAP messages between NG-TWAN and AUSF (which takes the role of EAP server) is concerned. 

· At the end of the EAP authentication process, the SEAF sends (possibly via another function in the CCF) the EAP Success message and a key to the NG-TWAN. 

· The NG-TWAN uses this key to establish WLAN security according to IEEE 802.11i with the UE. 

· IP packets protected between the UE and the NG-TWAN can now be exchanged between the UE and the NG core. These include user plane packets as well as NAS messages sent over IP.
Security context management aspects: 

· The SEAF, by its definition, receives the MSK key from the AUSF. This MSK is the anchor key, from which further keys are derived. 
· The SEAF takes an active role in key delivery: when the SEAF receives the MSK from the AUSF, the SEAF requests the SCMF to derive a key MSK' from MSK and return it to the SEAF. MSK' is bound to the identity of the NG-TWAN. The key delivered to the NG-TWAN, together with the EAP Success message, is MSK', and not MSK. 

NOTE: For the purposes of WLAN security between UE and NG-TWAN, MSK' takes the role that MSK takes in TS 33.402, clause 6.2. 
Editor's Note: Re-use of MSK over multiple instances of trusted access is ffs. One solution to consider is EAP-Re-authentication (ERP). 
· The UE performs a corresponding key derivation of MSK' from MSK. 

· Protection of NAS message that are sent between UE and CCF after the establishment of an WLAN security association, in particular session management messages (in analogy to WLCP in 4G): 
· Use of NAS layer security: The SCMF derives NAS keys from the anchor key MSK and delivers the NAS keys to the MMF and SMF, as appropriate. This would be in line with an access-agnostic handling of NAS security.
Editor's Note: The possiblity of protecting NAS messages by some form of IP address binding is ffs. 

Editor's Note: In case SA2 decides to have an NG equivalent of WLCP terminating in the NG-TWAN further key derivations and a security protocol for the NG equivalent of WLCP need to be studied. 

5.3.4.z.3
Evaluation 


************************END OF PCR**************************
3. Proposal

The state of SA3 agreement shall be communicated in an LS to SA2. 
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