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Abstract of the contribution:

This contribution proposed to add a new key issue on security of NAS signallings before security activation. 
1 Introduction
This contribution proposed to add a new key issue on security of NAS signallings before security activation. 
The added key issue can be inserted in the new security area proposed in S3-161333. It can also be inserted in other existing security areas.

2 Proposal

It is proposed to approve the attached pCR. 
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5.X.3.Y
Key Issue #X.Y: Security of NAS signallings before security activation

5.X.3.Y.1
Key issue details

In EPS, some NAS signallings have to be exchanged between the UE and the MME before NAS security activation. For example, the very first attach request is sent before NAS security activation. Some downlink reject NAS messages have also be sent before NAS security activation because e.g., MME cannot get AVs from the HSS and consequently cannot activate NAS security.

For uplink NAS signallings sent before security activation (e.g., attach request), attackers can modify the capability information carried in this message, which may prohibit use of some functions. This is a “bidding-down” attack or “DoS” attack to the UE. 

For downlink NAS signallings before security activation (e.g., attach reject or TAU reject), attackers can forge reject NAS signallings with special error code which can lead UE into a “no-service” state. This is a DoS attack to the UE.

Countermeasures in LTE for above threats can be found in TS 24.301[ZZ] and TS 33.401[31].

It is desirable that above attacks can be countered in next generation system. Current countermeasures in LTE need to be reviewed. And new countermeasures may be needed in next generation system.
5.X.3.Y.2
Security threats

NAS signallings exchanged before security activation can cause e.g., DoS attacks to the UE.

5.X.3.Y.3
Potential security requirements

The Next Generation System shall support mechanisms to mitigate the risk caused by NAS signallings exchanged before NAS security activation.
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