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Abstract of the contribution: This contribution introduces a Next Generation Mutual Authentication and Security Agreement (NG-MASA) solution which is more efficient and secure than 4G 3GPP-AKA. It addresses all known 4G 3GPP-AKA security vulnerabilities including IMSI leakage and Attach Response with error code False Basestation attack. It ensures that the network is always able to send protected AS and NAS related signalling messages with at least integrity protection.
1. Introduction
The current 3GPP EPS-AKA authentication and key agreement has been criticized of having well documented security vulnerabilities that violates the subscriber privacy, e.g., IMSI leakage, and possibly cause denial of service to the UE in the case of the documented False Basestation attack using Attach Response with error code.
First: since 3GPP EPS-AKA authentication rely on (e)UICC technology with symmetric keying, it is always the case that when the network is not able to identify the user/UE for any possible reason, the network has to request the user to identify itself; i.e., send it subscriber and/or device permenant identifier on the clear. This is a fundamental aspect which causes the UE to release its subscriber identifier, e.g., IMSI, to attacker and IMSI catchers.

Second: for the same reason of relying on symmetric keying technologies, whenvere the UE and the networks gets out of sync and possibly the network is not able to authenticate or verify the authenticity of the UE, ME, or the requested service, the network always sends an Attach Response with the respective error code to the UE by sending the Attach Response on the clear.

Finally: LTE 3GPP EPS-AKA is quite extensive protocol which requires many messages (at least 7) to be completed before the procedure is complete and the UE and the network mutually authenticate each other and derive the needed keys to protect all traffics between the UE and the network. This is what many refers to it as not efficient and require the next generation mechanism be more efficient and optimized.

It is quite well known that the first and second issues with 3GPP EPS-AKA can be simply addressed by adopting asymmetric keying technology that can be used by the UE to protect its initial communication with the network and thus protect the IMSI leakage and similarly protect network messages and avoid these vulnerabilities.

However, adopting public keying technologies comes with its shortcoming and the heavy burden and overlaod of manging endusers keys and certificates which quite become an obstacle to adopt such an approach. In addition, 3GPP vendors and operators have long and strong experience with handling symmetric keying based on (e)UICC technology and it is quite important to have a next generation mechanism that make a use of this proven technology and build on its strength.

Thus the Next Generation – Mutual Authentication and Security Agreement (NG-MASA) is meant to build on the strength of symmetric keying based on (e)UICC and at the same time leveraging the infrastructure (Home and serving networks) asymmetric keying technology to provide a mechanism that address the above three shortcoimings of LTE 3GPP EPS-AKA.

This solution addresses the following TR 33.899 security areas:

1. Security Area No. 2, Authentication. Provides a mutual authentication mechanism.

2. Security Area No. 3, It leverage the EPS-AKA mechanism for deriving security and keying materials for protecting all signaling and userplane traffic between the NG-UE and the network. It also derives keys for protecting the Initial Authentication signaling.
3. Seciurity Area No. 4, It provides a secure mechanism which allows the network to integrity protect any message at the level of NAS and AS even in the scenarios when the UE and the network goes out of synchronization or the network is not able to validate the authenticity of the NG-UE or any of its signaling messages.
4. Security Area No. 7: It protects the user/device privacy by protecting the subscriber and device identifiers at all times and in all scenarios.
2. Discussion

From mutual authentication and security prospective between the UE and the serving network, the UE state and performance with respect to the network can be described in general 4 main ones:
1. Initial Attach: This state means that the NG-UE has never attached to the network yet and in the process of attaching to the network for the first time or at any time the UE is trying to attach to the network and the network fails to identify the UE and request the UE to provide its subscriber permenant identity, e.g., IMSI. In this state, the UE is assumed to have (e)UICC with all the security credentials that comes with it as per LTE 3GPP EPS-AKAand the following additional information:

a. The susbscriber home network ID, HNID.
b. The subscriber home network public key, HNPK
c. Any additional security material that is required for the usage of the home network public key, e.g., algorithm, etc.

d. The Home Network shall have the same information stores at the Home Subscriber Subsystem for example.
NOTE: In this state, the UE uses the Home Network public key to protect the Initial Authentication Request message which includes the subscriber permanent identifier and other materials as explained in the following sections.
2. In Synch: This state means that the NG-UE and the network are in sync with respect to subscriber and UE authentication and all security agreements as derived during the Initial attach or a previous sync state.
NOTE: In this state, the NG-UE follows the same authentication and security agreement as per what has been derived in the initial state. If (Re)-authentication is required, the existing 3GPP EPS-AKA can be followed.

3. Out-of Sync: This state means that for a reason or another UE is out of sync with the network with respect to the mutual authentication and the security agreement between them. This case may cause the network to reject the UE request, e.g., attach request, using Attach Response with error code. Since the network can not validate the authenticatity of the UE or ME, the network sends the rejection to the UE on the clear.

NOTE: In this case, the solution allows the serving network to sign the Attach Response with error code message using the SN private key in order for the UE to be able at all time to validate the authenticity of the message that it is from a valid serving network. The serving network, e.g., SeAN (MME) communicates the SNID and the SN public key material to the NG-UE in the Initial Authentication Response (IAS) in a secure manner as explained in the following sections. 

4. General Performance: In this aspect, the proposed solution saves 33% signaling in comparison to current LTE 3GPP EPS-AKA mechanism in Initial and out-of Sync states.
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Figure 2.1. High Level description for NG-MASA

3. Solution High Level Callflow
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Figure 3.1. NG-MASA Call Flow

4. Conclusion

SA3 is kindly requested to review and adopt the detailed NG-MASA solution as presented in companion contribution.
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