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Abstract of the contribution: This contribution presents Automatic anti-Dos for user plane
1. Introduction
In the section 5.4.3.6 of TR 33.899 v0.4.0, it mentioned DoS attack of user plane when NextGen systems provide services to massive amount of IoT devices and require a mechanism to deter or filter the bogus user plane packets which sent by attacks.
This document poposed to present a solution that provides automatic anti-DoS for user plane in gNB.
2. Proposed Changes

It is proposed to make the following change to TR33.899 v0.4.1.
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** Change start**
5.4.4.x
Solution#4.Z: Automatic anti-Dos for user plane 
5.4.4.x.1 Introduction
This solution addresses key issue #4.6. This solution provides a mechanism to protect the network against DoS attack by automatic learning of user plane traffic that can be considered malicious.

In gNB, all the user plane packets would be deciphered and integrity verified, if the packet is a bogus or illegal one, it will fail verification and droped.

The solution proposes a mechanism to count a specific channel user plane packets which failed verification., If the count of failed verification packets reaches a certain number, gNB will block or release the associate channel to preserve gNB resources and reduce the impact of such activity.

5.4.4.x.2 Solution details
IoT Device sends user plane packets with integrity protection based on symmetric keys which derived during AKA. gNB verifies the integrity of the user plane packets. If any packet verification fails, gNB drops the packet and increase the count of the number of failed packets. When the number of failed packets reaches a certain configurable number per channel, gNB trigger AU to block/release the associated channel.

1. Automaticly count the bogus packets and get the associated channel: in PDCP sublayer, when a packet failed integrity verification, the number of failed packet for the associated channel will be increased, 

2. Block and/or release the associated channel to reduce impact: If the number of failed packets for a specific channel reaches a certain value, the channel will be blocked or released.

Details of the procedure:

1. Device and network authenticate and derive respective AS keys based on LTE 3GPP-AKA.
2. Device sends user plane packets with integrity protection.

3. gNB verifies the integrity of the user plane packet. If verification failed, gNB drops the packet and increases the channel failed packets count. If the number of the failed packets reaches a certain configurable number, gNB request AU to block and/or release the associated channel.

4. gNB send the block/release channel request.

5. AU notify device to block/release the associated channel.

6. AU notify gNB to block/release the associated channel.
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Figure 5.4.4.x.2-1: gNB procedure for handling User Plane anti-DoS Attack
** Change end**
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