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Abstract of the contribution:
This contribution proposes a solution for the Key Issue #8.3 Security on UEs’ access to slices of TR 33.899.
1. Introduction
This contribution proposes a solution for the Key Issue #8.3: Security on UEs’ access to slices. It is focused on supporting the Group-B type of network slicing as described in Annex-D of TR 23.799. This solution assumes that the NextGen supports the Scenario#5 described in clause 5.8.3.3.1, i.e. UE is authenticated and authorized by the MNO. The 3rd party provider performs secondary authentication and provides secondary authorization.
2. Proposal
It is proposed to introduce the following changes to the section “5.8 Security area #8: Network slicing security” of TR 33.899.

* * * Start of changes * * * *

5.8.4.x
Solution #8.y: Security architecture for network slice
5.8.4.x.1
Introduction

This solution addresses Key Issue #8.3: Security on UEs’ access to slices. It assumes that UE is authenticated and authorized by the MNO and the 3rd party provider may perform secondary authentication and/or authorization in a network slice instance.
5.8.4.x.2
Solution details

The relationship between the network functions and the UE functions for the security architecture for network slicing is described in figure 5.8.4.x.2-1.


[image: image1.emf]CP-AN signaling 

protection

NS User plane 

protection

NS User plane 

protection

Trusted storage or 

computing

UE AN CN DN

Supplicant

CN signaling 

protection

CP-AN signaling 

protection

NS User plane 

protection

NS User plane 

protection

Control 

Plane

User 

Plane

Slice #n

AAA

CP-AU

CP-CN

NSSF

NS-AA NS-Supplicant

Data 

Network

NS-SCM

AU-UE

AA-UE

AU-AA

SCM-AN SCM-UP

AU-AN

AAA-AA

AA-SCM


Figure 5.8.4.x.2-1: Security architecture for network slicing
Besides the functions defined in clause 6.12.1.1.1 of TR 23.799, the new defined functions are described as follows:


NS Supplicant function (NS-Supplicant): The function inside the UE that performs the authentication and authorization process with the peer on network side in a network slice instance.
NOTE: 
Whether NS-Supplicant is an independent logical functionality is implementation dependent.

Network Slice User Plane Protection function (NS User Plane Protection): This function provides the protection (e.g. encryption, integrity protection, etc.) of the user plane information exchanged between the UE and the Access Network and/or between the UE and the Core Network (e.g. in case of untrusted non-3GPP accesses) in a network slice instance. The Protection function may be located in the Core Network e.g. when not present in AN.


Network Slice Authentication and Authorization function (NS-AA): A function in the core network that performs UE authentication and authorization process and interacts with AAA functionality for carrying out the authentication and authorization in a network slice instance.

Network Slice Security Context Management (NS-SCM): A function storing the security context of each successful authenticated and authorized UE in a network slice instance. From the contexts the keys used for user plane protection in the network slice instance can be derived.
Besides the functional interfaces defined in clause 6.12.1.1.1 of TR 23.799, the following functional interfaces defined for supporting network slicing need to be considered:

-
AU-AA: Supports interaction between the CP-AU function and the NS-AA function for the exchange of the authentication and authorization security context. The authentication and authorization security context may include keys generated by the CP-AU for the UP protection and/or slice security policy (generated based on UE’s service requirements and security capabilities) for the UE in the network slice instance.
-
AAA-AA: Supports interaction between the NS-AA function and AAA for authentication and authorization of the UE in a network slice instance.

-
AA-UE: Supports authentication and authorization mechanisms between the UE and the entity performing the UE authentication in a network slice instance. AA-UE represents the end-to-end set of messages and parameters exchanged between the UE and the NS-AA function. The authentication and authorization mechanisms supported by this functional interface may be defined by the MNO or a 3rd party service provider. The keys used for the UP protection in a network slice instance may also be negotiated directly through this interface.
-
AA-SCM: Supports interaction between the NS-AA function and the NS-SCM function for the exchange of the authentication and authorization security context.
-
SCM-AN: Supports interaction between the NS-SCM function and the AN for provision of security context (e.g. depending on the security requirements in terms of ciphering, integrity protection, etc.) for the UP protection in the RAN in a network slice instance.
-
SCM-UP: Supports interaction between the NS-SCM function and a User Plane Protection Function in the core network for distribution of security context from NS-SCM to user plane protection function in a network slice instance. 
A generic security procedure of network slicing is described as follows:

1. UE and CP-AU perform mutual authentication. After a successful mutual authentication, the UE attaches to the network.
2. UE and CP-AU derive keys used for CP-AN signalling protection.
3. The NSSF selects an appropriate slice instance based on the network slice selection related information received from the UE and subscription information in the AAA.
4. After a network slice instance is assigned to the UE, the NS-AA may perform secondary authentication and/or authorization process with the UE inside the network slice instance.
5. The NS-AA may ask the CP-AU to generate UP keys using the UE ID, NS ID, tenant ID or some other network slice related information. It also possible for the NS-AA to negotiate with the UE directly for the UP keys. The UP keys are stored in the NS-SCM.
6. The NS-SCM provides the UP keys to User Plane Protection Functions for the protection between the UE and the Access Network and/or between the UE and the Core Network in the network slice instance.
5.8.4.x.3
Evaluation 

* * * End of Changes * * * 
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