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Abstract: A solution is proposed for 33.899,  KI 2.2 regarding the compromise of long term key

------------------------------------------------------------------------------------------------------------------
Introduction:  In 3GPP architectures , all keys are derived by the same static root keys that is kept within HSS and UICC.  A compromise of this key would have disastrous consequence. Such a scenario is described in 33.899.
To mitigate the increased security risk, such as eavesdropping , caused by the loss of long term key, solutions are proposed in 33.899, making use of either additional credentials and additional protocols on line.   They face two common issues:

1. They  require increased  resource consumption, in particular, of expensive radio resource.  
2. They did not address the very reasons of the  long term key loss as given in KI2.2, which  lies out of the scope of the communication infrastructure. 
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As is typical for security,   the best defense is always better placed where the cause lies, rather than where the consequence occurs. Here is an approach to the same problem without burdening the network resource:

1. The knowledge of the long term key K be split into multiple pieces, e.g.  P1,P2,P3
2. A mathematical function F is defined that allows derivation of K from (P1,P2,P3), i.e. K=F(P1,P2,P3).  An example is  the concatenation  K=P1||P2||P3.
3. The provision of P1 be made by the manufacturer into UICC in the factory
4. The provision of P2 be fed into UICC by the operator during the contract signing with the subscriber via an independent secure means and  signed by  operator representatives
The provision of P3 be made into UICC by the subscriber through key pad and can be changed via a password or other secure mechanism (e.g. biometric) on the device later over an appropriate protocol in HSS. 
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Important is that  different parts of the keys are initiated at the different time points and possibly also different locations, to assure increased difficulty for any attacker to get possession of the entire key through illegal means as given in KI2.2 All key parts can be provisioned  by GBA procedure off-line, e.g. step by step, to let P1 initiate P2 and P1+P2 initiate P3.  The following are two example for serial and parallel combinations.
Example 1: P1  with full length of K is generated at first. Using P1 to bootstrap another key and truncate it to size P2 and fill into the part in K reserved for P2. Finally, using the updated key P1|P2 to bootstrap another key P3 and truncate it to the size of P3 and fill into the part in K reserved for P3.  
Example 2: P1 with full length of K is generated at first. Using P1 to bootstrap another key P2 of the full length of K and combine  P1 and P2 by a function P2’=f_1(P1,P2) to generate a new key. Using this new key to bootstrap a third key P3 of the full length of K and combine P3 and P2’  through a second function  to obtain the final K=f_2(P2’,P3).
To summarize the principle: The method and time of the provision of the three pieces are crucial for the quality of the resulting key. The spatial division of the provisioning can be assured  by separate and independent channels and procedures, while the temporal division can be implemented by means of a token that is passed from one step to another until being destroyed by the last steps.
Assembling the key K from parts can be achieved  through  a merge be either serially or parallel. There are certainly many possible ways to make it  adequate for the purpose.
Requirement:
· Secure methods  for  key parts  provision 
· Assurance of independent provision channels 
· Standardized procedure
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