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Abstract:
Security association and its definition is part of identity management and security provisioning.  The present contribution addresses the issue by identifying the relations between network slice, device and subscriber from security perspective.
------------------------------------------------------------------------------------------------------------------
Introduction: NextGen (23.861,23.864) expects to enable deployment of diverse and numerous IoT devices in addition to new upcoming personal devices that are designed to capitalize the power and flexibility of NextGen. The security provisioning in LTE/EPC is still very focused on subscriber. Appropriate data structure addressing the relation between subscriber associated with multiple devices and multiple network slices is due. The following is a pre-study from the perspective of  security association
************************************Start of changes: Add*******************************************************
5.3.3.y.  KI#3.3.y: Data Structure of Security Association

Background:  In NextGen, the relation between network slice (S) and device (D) as well as relation between device and subscriber  (U) is no more unique. The security architecture has to clarify this relation to assure confidentiality, integrity and availability of the communication services. The challenge is caused by following probable requirements:

· A subscriber (user) may belong to different slices 
· A subscriber can have multiple devices
· A device can have multiple subscribers
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: Example of relations between network, device and subscriber
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Threat:  On the one hand the complex relation between slices, devices  and subscribers will invite attacks if the security association and inter-relation is not clearly defined and managed by the network. On the other hand, a bad design may end up in a data structure that rather impair the performance than help, resulting insufficient quality of services. A clear overview in the early stage of design will be needed as a guidance.
Initial Approach: As shown in Figure 5,  the mapping from slices (S) to devices  as well as the mapping from devices to subscribers are not one-to-one.  In order to define security procedure, security associations is an important assets and need be clarified. The following is such an attempt:
· Device can be further divided into device network (DS), i.e. the interface facing the network, so that each DS corresponds to a single slice (S). 
· Device can also be further divided into device users (DU), i.e. the interface facing the subscriber, so that each DU corresponds to a single subscriber (U). 
· Each triplet (S, D, U)  defines a unique association, serving as the foundation for authentications.   The set of triplets is thus a configuration parameter for a device and HSS. 
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: Example of security associations
: A user group can be defined by (U1
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There is an internal network in each device, with  DS and DU  as nodes,  providing relation or isolation, depending on policy and subscription information. Hence,  there is a  cooperation between security association on device and  the identity management on the network,  as part of the security function in HSS.  Both sides maintain two lists, e.g.

Table 1: Example of list for security association: SA (DS)
	SA
	S1
	S2
	S3
	S4

	D1
	Sa1.1
	Sa1.2
	
	

	D2
	Sa2.1
	
	Sa2.3
	



Table 2:  Example of list for  security association: SA( DU)
	SA
	U1
	U2
	U3
	U4

	D1
	Sa1.1
	Sa1.2
	
	

	D2
	Sa2.1
	Sa2.2
	
	



Analysis: The foundation of the data structure of security association is three dimensional cells, consisting of user(1D), device(2D), slice(3D).  Each cell contains the security materials, policies and settings. As those data will be placed in the IPC(identity provision centre), it is important
1. To define the rules such that the search is efficient. This is because the number of data can be up to Nu*Nd*Ns within a single trust domain, where Nu, Nd, Ns are the number of users, devices and slices, respectively.
2. Each search results in unique outcome: In terms of graph theory, the relation slice: device: user are to concatenated bi-partitie  graphs with weighted edges. Sine the mapping from slice to device and device to users are not injective, reduction of the structure is needed.
To address 2: One of the possible approach is to introduce the term  “Group” to  users, so that all users that have association with a single device are identified by an additional group identifier, so that this identity is used in the primary search.  After the primary search, the secondary search can resolve the ambiguity when needed. Using the group identifier,  the security association  path (sap) from the user group to the slice can be expressed by an expression like  sap=g_i. d_j. s_k, where  i, j, k are indexes. It  identifies the user group g_i, the device d_j and the slice s_k. Hence there are two security channels to be established, i.e. one between g_i and d_j, and  one between  d_j and s_k. Then, any search from a slice will end at a unique user group, even when sometimes through different devices. Another advantage is the possibility of hiding the privacy of the user from attacker in some applications (e.g. by selection of authentication credentials)
To address 1: The search begins with device, as device lies at the end of two connected security associations. This would facilitate the operation, if the data cell in the data base is designed,  such that it is convenient to find slice and user group information from the plane defined by device. This may lead to possible optimization of data placement among related functional entities,  because the data structure and search order may have impact on selecting the optimal approach to the security methods.

Work Requirements: The configuration set  (S, D, U) is unique for a given device. For each triplet there are two security associations, one facing  network  and the other facing subscriber.  What lies between these two interfaces is the task of policy and service control.  The security related issues to be worked out are 

· Security requirements for interfaces S-DS, DS-DU, DU-U.
· Procedures for  lifecycle management of the security associations
· Guidance on security policy for each  (S,DS, U) in dependence of the provided  services
· Protocols and methods for security provision on each security association.
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