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Abstract 

Using multiple credentials improves the overall security, but also challenges the management and the dynamic provisioning. In order to assure inter-operability, the design may needs to consider a minimum set of credentials that can serve as primary reference.  To KI#2.3: Authentication Identifier and Credentials

Introduction: 
As NextGen will be dealing with multiple devices and services, more credentials will be integrated in the security framework of NextGen design.  In order to assure mobility and inter-operability, a minimum set of default credentials is necessary. The following is a proposal, taking into the different roles active in the communication of the network, to initiate further discussions.
************************************Start of changes: Add*******************************************************
5.2.3.3.5.  To KI#2.3:  Minimum Root Credential Set 

Beside the identity of subscribers, the devices will become more important because of the new applications introduced, not only for the telecom service users, but also for vertical users.  In addition, the network is further split into slices so that each slice can operate independently like full blown traditional network , capable of providing different novel  services.  In order to be prepared for this new environment of  operation,  a network (infrastructure) needs to maintain and use diverse identities in an orchestrated manner to facilitate the operation and the associated  mutual authentication and authorization between

1.  Subscriber and (network) slices
2.  Subscriber and device 
3.  Device and device
4.  Slice and infrastructure
5.  Slice and slice
6. Slice and peripherals (underlying infrastructure)

A slice consists of at least one (virtual) network function. Hence, just like all virtual network function, a slice enters the operation as  a dynamic software instance. ETSI-NFV has clear specification regarding the attestation procedures regarding VMs and  VNFs, but network slice is not part of NFV ‘s responsibility, because it is viewed as an application built on top of  VNFs. Therefore, the management of the network slices should become part of the security architecture of NextGen.
For this purpose, a set of  root credentials  should be defined and maintained, from which  keys can be derived from credentials of all  major players  in the network operation, i.e.
 manufacturer,  operator,  subscriber  devices

A basic set of static root keys can be considered as a
Basic Triplet:   (K, Mp, Op)
· Device:  Asymmetrical key pair, Mp-Pair=(Mpr, Mpu), provided by manufacturer,  where the private key Mpr is located at device and public key Mpu at  HSS.

During any communication there is at least one device involved, hence at least one device credential is present.  Since a basic triplet holds only one device credential,  a representative device can be selected to provide credential in the basic triplet, other devices are associated with this credential. Alternatively, group of devices can be defined and a group key is used, so that the individual device is credential is deployed only when needed.

· Network(Slice):  Asymmetrical key pair, Op-Pair=(Opr,Opu), provided by operator,  where the public key Opu is  located at the device (or specific module) and the private key Mpr at  HSS.

Certificate CA_M for Mp-Pair and CA_O for Op-Pair may be needed to facilitate the provisioning.
The manufacturer certificate CA_M  is to vouch for the authenticity of the device.  The operator certificate CA_O  is to vouch for the authenticity of the  network(or slice) .  This key pair will be used for mutual authentication between slices and between slices and infrastructure, as initiation shared secrecy to derive session keys based on some AKA to be developed yet.

· Subscriber: The long term symmetrical key for the subscriber remains the most crucial part of the entire security framework and, as such, never leaves HSS.

The three root keys in the basic triplet can be used to derive secondary keys, either independently or cooperatively, through appropriate key derivation functions.  As result, there are 6 categories of secondary derived keys , as shown in Table 2.

[bookmark: _Ref459893921]Table 2: Categories of derived keys
	Category
	Origin of Derived Keys
	Comments

	1
	K
	Subscriber root credential

	2
	Mp
	Device root credential

	3
	Op
	Network (slice) root credential

	4
	K,Mp
	Subscriber and device 

	5
	K,Op
	Subscriber and network(slice)

	6
	Mp,Op
	Device and network(slice)

	7
	K,Mp,Op
	All



The benefit of having more credentials available for a single subscriber includes:
1. Assure consistent operation of  NextGen, including network slices and devices
2. Flexible security procedure capable of supporting different security aspects of NextGen.  
3. Compromised long term symmetrical key does not have to mean eavesdropping.
4. Secure deployment of massive devices, using partial credentials
Requirement:
1. Integration of the minimum set into AKA protocols, so that a selection of subset is possible.
2. Key derivation and  update procedures, so that change of subset is possible
3. Provision method that takes into account possible diverse locations of the credentials in the set.
************************************End of changes*******************************************************
