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Abstract 

This contribution proposes key derivation  principle using additional credentials. It should have the advantage of improving security,  while reusing the established AKA with minimum impact on overall performance. To KI# 2.3

Introduction: 

Making use of third party credentials for service provisioning is already established by the effective GBA procedure in the LTE/EPC and before. It is based on using a single root credential to enable additional credentials under the protection of security certificates.  NextGen is expected to face even harder security challenge and expected to deal with even more credentials.  One of the popular approach proposed in this respect is to switch to a fully certificate based key generation scheme, based on Diffie-Hellman(DH). Knowing that DH would consume much more resource than the current symmetrical key generation scheme and the issue of managing PKI within an already quite complex trust environment of NextGen, it does not seem prudent to deploy DH for every key needed for the network operation. In order to preserve the good experience and solutions developed in 3GPP, it seems reasonable to design the new mechanism of key generation/derivation in such a way, that DH is only used, when it is really needed, while the old key derivation method being reused as much as possible.  The following proposes such a solution.
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Due to the extension of service diversity and flexible network functionality envisioned by NextGen,  need for alternative credentials, in addition to the shared long term keys,  becomes apparent.   The alternative credential is considered a supplement, rather than a replacement, of  the well established AKA  procedure in 3GPP.  Besides known methods of provisioning alternative credentials using the root key, the root key can also benefit from additional credentials, if  the following questions can be answered:
1. Shall the additional credential cooperate with the exiting symmetrical key derivation method ?

a. A cooperation would harden the protection of  root credentials and would add more flexibility in provisioning of security services. Nevertheless, it  requires some change to the current key derivation scheme.

2. Assuming the last question is answered with yes, on which level shall the interworking take place ?

a. From the efficiency point of view, the higher in protocol layer, the better.  Since if ephemeral root key( cf. KASME ) is derived based on the long term key together with the alternative credential,  then  the majority of the legacy procedures could be reused or minimally impacted. One of such design is illustrated in Figure 3. From resource usage point of view, the lower in the network layer, the more resource could be needed for provisioning.
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Example for acquiring the Ephemeral Root Key: 
Let K be the static key and K_S be the key derived from some secondary credentials.    Integration of asymmetrical secondary credential into the ephemeral root key can be proceeded as following: 
i. Run a public-key based  AKA  to determine a session key K_s (alternative session root key)
ii.  K_s  and K are used to  derive the ephemeral root key
iii. Ephemeral root key is then used to derive all other subordinate keys , e.g. slice keys, NAS keys,  AS keys, etc.

This may have minimal impact on  AKA  being used.  Despite the possibility of incorporating additional credentials, the static root key  K_s can still be used stand-alone, to allow for  more flexibility for key generation.  This is illustrated by Figure 2 (
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Rational:   With increasing criminal capability of attackers, any improvement to the current key derivation to raise the level of protection for  the subscribers and service would be precious. It benefits localization of damage caused by key leakage, as explained  in [RFC 5448]
Requirement:  
· Method of provisioning additional credentials (adapted and modified GBA, OpenID or 33.924 etc.)
· [bookmark: _Toc442563414][bookmark: _Toc442884023][bookmark: _Toc445244977][bookmark: _Toc445245104][bookmark: _Toc445247580][bookmark: _Toc448754535]Method of integration of additional credential into the key derivation, while maximizing the reuse of the existing structure and mechanism.
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