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This PCR provides changes for Key issue #5.1: Secure storage and processing of credentials and identities. Authors incorporated changes in terminology and comments from one of the SA3 NextGen calls received for the original contribution in S3-160940.
1. Introduction
The goal of this PCR is to expand security threats, and bring to the surface new set of potential requirements associated with Key issue #5.1, Secure storage and processing of credentials and identities.
2. PCR
****************** Begin Change *******************

5.5.3.1
Key issue #5.1: Secure storage and processing of credentials and identities

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of credentials and identities (human and machine) in the User Equipment. 

Subscriber (human and machine) credentials and identities allow the network operator to authenticate its subscribers. Subscriber authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfill contractual, legal and regulatory obligations. 

5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscriber credentials and identities would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscriber credentials and identities with his/her Mobile Equipment to impersonate the subscriber. For example, the subscriber would be billed for communications he/it is not the originator of. 

The extraction of subscriber credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscriber credentials and identities with Mobile Equipment and impersonate the subscriber and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscriber credentials and identities with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscriber credentials and identities to other users such that an unlimited data plan could be shared between several users across many User Equipments.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfill contractual, legal and regulatory obligations. 

-    It is desirable that NextGen systems are capable of authenticating the reported equipment identifier. If unauthorised modification or spoofing of the equipment identifier (e.g., IMEI) is possible, the NextGen System will not be able to separate spoofed equipment from genuine one. Storage and/or processing of equipment identifier and  credentials outside of a secure and tamper resistant entity on the NG-UE can lead to unauthorised access, modification, and cloning of the equipment identifier and credentials, making the equipment identifier authentication untrustworthy.
5.5.3.1.3
Potential security requirements

Editor’s Note: the following requirements are ffs.

Within 3GPP Next Generation System: 

-
The subscriber (human and machine) credentials and identities shall be stored within the User Equipment in a secured and tamper resistant hardware entity. 

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the entity storing and processing the subscriber credentials and identities.

Editor's Note: The security assurance scheme to be used for evaluation is ffs.

-
It shall be possible to store and process equipment identifier and credentials in a secure and tamper resistant  environment on the NG-UE.
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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