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This PCR provides changes for Key Issue #11.4: On demand security framework. Authors incorporated comments from one of the SA3 NextGen calls received for the original contribution in S3-160944.
1. Introduction
The goal of this PCR is to add details to the use case for Key Issue #11.4: On demand security framework, expand associated security threats, and bring to the surface new set of potential requirements. In addition, selected existing text was modified for clarity.
2. PCR
****************** Begin Change *******************

5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [7]:

-
Different services require different security protection levels

-
Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required

-
The service and end user characteristics require a flexible security framework

-
The power consumption of the network and the end user device should be considered in next generation mobile network

-
The capability restriction of the end user device requires next generation mobile network a flexible security mechanism

5.11.3.4.2
Security threats 

Traditional fixed mechanisms and fixed policies for security are not applicable in next generation mobile network, since next generation mobile network will be open to provide a diverse set of services and applications. 
Compared to a fixed level of security in current 3GPP networks, in the next generation mobile network, there will be some services that require very high security protection level (e.g., the public safety system). A low level of protection for such a service could cause attackers to issue fake messages, potentially leading to public panic. On the other hand, low cost, low security devices may be denied access to next generation mobile network services if an appropriate/different security protection level is not supported. 
Furthermore, a match between the security capabilities of NG-device, security level requested by the application, and security protection level offered by the serving network provides optimal security for a given network service. An inability to assure such a match may lead to a sub-optimal security level, with  higher than optimal security leading to possible exhaustion of security resources/lowered ability to react to threats, and lower than optimal security leading to an increased vulnerability level.
5.11.3.4.3
Potential security requirements

The requirements for the next generation mobile network are:

-
Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.

-
Security service is configurable and negotiable, when commissioned or upon application deployment, or when user/NG-UE requests a specific service.

-
The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.
-    The application and the serving network should be able to support a variable security to match NG-UE security capabilities based on negotiation of security capabilities.
******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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