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Abstract of the contribution
This contribution adds text to address the Editor notes in 5.8.3.7   
1. Pseudo Change Request

***********START OF CHANGES******************
5.8.3.7
Key Issue #8.7: Security of inter slice communications

5.8.3.7.1
Key issue details

There are different network slices, default network slice or dedicated network slices for particular tenants and application specific network slices hosting whole network functions or network slices hosting only dedicated functions. When network slices implement dedicated network functions, inter slice communications are inevitable.  Between default network slice and other network slices, there is signalling involved. Between RAN network slices and core network slices there is signalling and traffic plane involved. In all inter network slice communications it is necessary to protect the interface against any attacks . 
Editor’s Note: Further explanations are required about inter slice communication.
5.8.3.7.2
Security threats

The interface between network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. Attacks on the control plane at the inter slice interface can hijack the communication of one or more UEs. It may be possible to make the whole network slice dysfunctional or manipulate it to behave in a different way than it is intended. Thus, it may have serious consequences to the service if the interfaces are not protected. Attacks on the user plane can destroy the user traffic or divert the user traffic served by the network slice affecting one or more or group of UEs. 
5.8.3.7.3
Security requirements

-
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 

-
Interfaces between the network slices need to be protected similar to the current Network Domain Security. 
- 
Inter network slice interfaces and communication should be protected based on the sensitivity level of the network slice functions and the requirement of the network tenant. 
Editor’s Note: sensitivity level of network slice functions need to be defined.

***********END OF CHANGES******************

