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Abstract of the contribution: This contribution proposes some additional clarification and addresses the editor’s notes under clause 5.8.3.3
1 Introduction 
This contribution proposes some clarifications in Key issue #8.3 in the description part (clause 5.8.3.3.1). In addition, it proposes the necessary changes in order to resolve the editor’s notes in the same key issue.
2 Justification
The first paragraph of clause 5.8.3.3.1 addresses the network slice selection procedure studied in TR 23.799 and for which different solutions are being proposed under clause 6.1. The paragraph describes in details one of the potential solutions (clause 6.1.2). This may lead to confusion, because it may give the impression that this solution is the only one. Nevertheless, the security threats related to such a procedure are still valid regardless of the details.
At this stage, the only certainty is that there will be a network selection slice procedure. Looking at the different solutions in TR 23.799, it could be potentially based on information provided by the UE or on subscription information or a combination of both, etc. It is therefore proposed to reformulate few paragraphs under clauses 5.8.3.3.1 and 5.8.3.3.2 in a more generic manner to take into account the security issues related to the network slice selection procedure, leaving out any details that are specific to one of the solutions.

Since the first editor’s note was added in the first place to address the fact that the description is too specific, it can now be removed.

The remaining part of clause 5.8.3.3.1 describes issues related to the support of different types of access networks, 3GPP, non-3GPP, trusted and less trusted. In this part there is no reference to the supporting figure which is supposed to illustrate the vulnerable links over the different access types. In order to address this, some clarification and a new figure are proposed.

Another change attempts to resolve the editor’s note under clause 5.8.3.3.3 by reformulating the requirement in question.

In the last change, a security requirement is added addressing the threat related to the exposure of access links since this threat is not matched by any of the existing requirements.

3 Proposal
It is proposed to approve the changes below for inclusion in TR 33.899.
4 pCR 
***
BEGIN CHANGES
***
5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

The fact that several network slices might be available in Next Generation systems requires a selection procedure in order to direct UEs to corresponding slices. To ensure that slices can be selected and accessed correctly for UEs, how to protect the security of such procedure should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security , it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place (see Figure 5.8.3.3-1).
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Figure 5.8.3.3-1: Access links in Next Generation systems
Solutions for this key issue should aim to be generic to the extent possible in order for the authorization mechanism to support such variety in access/device type and also to be future proof.

5.8.3.3.2
Security threats 

Data used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information used in the network slice selection procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
There shall be means to guarantee that the appropriate network 
slices are assigned to the appropriate subscribers.

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.
-
There shall be means to secure the communication over the access link, that is, between the access network and the network slice over 3GPP and trusted non-3GPP accesses or between the UE and the network slice over untrusted 
non-3GPP accesses.
***
END OF CHANGES
***
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