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Abstract of the contribution: This contribution proposes an EAP encapsulation protocol for the NextGen systems and also the location of the authenticator.
1
Introduction
“Key Issue # 2.1 Authentication Framework” in the TR 33.899, details the need for a flexible authentication framework for network and service access. It is captured in the key issue that, for EAP based authentication framework, the EAP transport is currently not defined for 3GPP-access network and it is needed. 

In this contribution, mechanisms to encapsulate EAP messages and also location of the authenticator are detailed. 
2
Proposed Solution
***************Start of Changes****************
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5.2.4.z
Solution #2.z: EAP Authenticator Location and EAP encapsulation protocol

5.2.4.z.1
Introduction  

This solution addresses key issue # 2.1. 

When considering EAP for NextGen System (based on unified authentication framework under consideration in the TR 23.799 [2]), it is essential to consider the location of the authenticator and the encapsulation protocol for EAP transportation. 
Editor’s note: The document may have to be revised depending on the final mapping of the roles of EAP authenticator, EAP server, and repository for permanent credentials and subscriber profiles to the functions CP-CN/SCKM, CP-AU, AAA and – possibly – HSS/3rd party AuC. The EAP authenticator acts as a pass-through, except that it optionally initiates the method-independent Identity request and consumes the MSK sent from the EAP server. This contribution assumes the following mapping:  EAP authenticator to CP-AU, EAP server to AAA.
5.2.4.z.2
Solution details  

5.2.4.z.2.1
Authenticator Location  

Based on the potential security requirement in clause 5.1.3.2.3 of this TR, the EAP authenticator functionality specified in the RFC 3748 [xx], needs to be in the core network (physically secure location) and not at the edge of the network (exposed locations). The authenticator functionalities are performed by the CP-AU. The EAP server is the AAA server (backend authentication server). The CP-AU operates as a "pass-through authenticator" and forwards the EAP messages from the NextGen UE to the AAA server and vice versa. The New Radio (NR) access technology relays the EAP messages from the NextGen UE to the CP-AU and vice versa. The CP-AU decides to allow access to the NextGen UE. 
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Figure 5.2.4.z.2.1-1: EAP based Authentication Framework for Next Generation System
Editor’s note: The EAP based Authentication Framework for roaming scenario to be addressed.

Figure 5.2.4.z.2.1-1 depicts the authentication framework for the NextGen System. The mutual authentication is performed between the NextGen UE and the AAA server via the CP-AU. The CP-AU interfaces with the AAA server for carrying out the authentication. The AAA server interfaces with the HSS to retrieve the authentication information and subscription details. The authentication signalling may pass through AAA proxies. 
Unlike the existing mechanisms in 3GPP system, the NextGen System authentication procedure is separated from mobility management and session management procedures. Performing authentication procedure independently allows decoupling and independent evolution of CN/AN and also supports decoupling of authentication server functionality from MM and SM functionality in the network. 
After the successful mutual authentication, the CP-AU obtains the keying material from the AAA server and provides the security context to the NR entity(s) and other core network entities for communication protection. The NextGen UE performs the mobility management and session management procedures, after successful authentication and security association establishment procedure.

5.2.4.z.2.2
EAP encapsulation protocol  

FIG. 5.2.4.z.2.2-2 shows the authentication encapsulation protocol for NextGen system. RRC and NG2 signalling protocol encapsulates the EAP payloads between the UE and the CP-AU. The NR access network performs relay functionality for the EAP payloads. The NR takes care of filtering of packets from the non-authenticated NextGen UEs. The NR allows only the EAP messages to pass through until it receives the security context from the core network. 
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Figure 5.2.4.z.2.2-2: EAP based Authentication Framework for Next Generation System
Editor’s note: The protocol stack needs to be revisited based on the progress in other working groups.

5.2.4.z.3
Evaluation 

***************End of Changes****************
3
Conclusion

SA3 is kindly requested to agree the pCR (section 2) for the TR 33.899.
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