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Abstract of the contribution
The present contribution includes a general information flow for the proposed solution A. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
Editor's Note: The document may have to be revised depending on the final mapping of the roles of EAP authenticator, EAP server, and repository for permanent credentials and subscriber profiles to the functions CP-CN/SCKM, CP-AU, AAA and – possibly – HSS/3rd party AuC. The EAP authenticator acts as a pass-through, except that it optionally initiates the method-independent Identity request and consumes the MSK sent from the EAP server. This contribution assumes the following mapping:  EAP authenticator to CP-AU, EAP server to AAA, repository to HSS/3rd party AuC.
5.2.4.A.2
Solution details  


5.2.4.A.2.4
General information flow
The following figure depicts the general information flow for the present solution. The flow applies to all candidate authentication methods described in 5.2.4.A.2.1, i.e. to any EAP method used over 3GPP- or non-3GPP access networks as well as EPS AKA over 3GPP-access networks. 

The information flow for the authentication procedure is described as follows: 

· The flow starts with an Attach request from UE to MM

· MM extracts the identity and forwards it to AU

· AU transforms identity into NAI (if needed, cf. clause 5.2.4.A.2.3).

· AU and AAA exchange one round of authentication request / response message.

· Depending on the authentication method, AAA requests authentication vectors or other authentication material from an HSS or a 3rd-party authentication centre, before sending the response to AU
· Editor's Note: it is ffs whether 3rd-party authentication centres will be available in 5G, based on service requirements.

· AU and UE exchange one round of authentication request / response message.

· If the authentication method is EPS AKA, the authentication procedure stops here. (In the figure below, n=1 for EPS AKA.)

· If the authentication method is an EAP method, AU and AAA exchange further rounds of authentication request / response messages as required by the EAP method. Each such round is followed by either a Success message from AU to UE or a further round of authentication request / response messages between AU and UE. (In the figure below, n>1 for EAP methods; n=2 for EAP-AKA'.) The authentication procedure stops when the UE receives an EAP Success message. 

After the completion of the authentication procedure AU has an intermediate key available. This intermediate key is called MSK in the case of EAP methods and KASME in the case of EPS AKA (but the name does not matter, it is just a key). It will be used for deriving further keys. 

Editor's Note: It is assumed for the sake of simplicity here that AU performs these key derivations (but this is ffs). 

The further steps in the figure are not part of the authentication procedure any more. They show for informational purposes what happens after the end of the authentication procedure (based on the corresponding steps in EPS; these steps are not known for 5G yet). 

· AU derives keys for protection of NAS signalling and forwards them to MM

· MM runs Security Mode procedure with UE.

· MM sends Attach Accept protected with NAS keys. 

Note that neither the AU nor the MME need to obtain any knowledge about the type of the access network. The choice of the authentication method is implied in the subscriber identity. So, this information flow realizes an access network-agnostic framework. More on this can be found in the next subclause 5.2.4.A.2.5. 


[image: image1.emf]AU UE

Attach Request  [Identity]

AAA

HSS/

3rd party AuC

Auth1_Req [NAI]

Auth1_Resp

AuthUE1_Req

MM

AuthUE1_Resp

. . . 

. . . 

Authn_Req 

Authn_Resp = Success [KEY]

[Identity]

AuthUE(n-1)_Req

AuthUE(n-1)_Resp

AuthUE_Success

End of 

Authentication

[NAS_KEY]

NAS SMC Req

NAS SMC Complete

Attach Accept

AuC_Req

AuC_Resp

Auth2_Req 

Auth2_Resp


5.2.4.A.3
Evaluation 

***********END OF CHANGES******************
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