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Abstract of the contribution: A new function entity called Temporary ID Management Function is introduced to meet the requirement of V2X data source accountability. The procedures of authorization and credential provisioning for V2X communication are optimized.
Introduction
Section 5.8.3 of TR 33.885 V0.3.0 mentions the requirement “the MNO should be able to identify the sender of a message in case an illegitimate message is transferred”. Hence, it is necessary to introduce an independent function entity to correlate UEs’ identities (e.g., IMSIs) with their temporary identities, and provide V2X data source accountability. Based on general security consideration, UEs should interact with a Temporary ID Management Function, instead of V2X CA or KMS directly. We propose an entity called Temporary ID Management Function to implement this function requirement.

Section 6.1 of TR 33.885 V0.3.0 specifies a general security mechanism to protect broadcast messages, which is similar to that of ProSe. In that security mechanism, some message elements (e.g., PMK and PMK ID) and procedures (e.g., in Figure 6.1.1.1.1, a UE requests keys two times, in Step 2a.i and 2a.iv respectively) are redundant for V2X. With the help of Temporary ID Management Function, we optimize the general security mechanism specified in Section 6.1 of TR 33.885 V0.3.0, by eliminating the redundant message elements and procedures which originate in the security mechanism of ProSe.
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*** Change start
6.1
Security for one to many V2X Direct Communication

6.1.1
Overview of one to many V2X Direct Communication

The One-to-many V2X direct communication consists of the following procedures based on TR 23.785[3]: 
1. One-to-many V2X Direct communication transmission over PC5 interface for broadcast messages 

2. One-to-many V2X Direct communication reception over PC5 interface for broadcast messages

Security for one-to-many V2X direct communication consists of bearer level security mechanism which is similar to that of ProSe (specified in TS 33.303, subclause 6.2.3).
6.1.1.1
Security flows

6.1.1.1.1
Overview

The protection of one-to-many V2X communication proceeds as shown in the figure below. 
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Figure 6.1.1.1.1 – Overview of Authorisation for V2X communication
0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the  Temporary ID Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the Temporary ID Management Function. 

NOTE `: The Temporary ID Management Function and V2X KMS or Certification Authority (CA) are shown as separate logical entities to allow the network operator to provision the radio level parameters and a 3rd party, e.g. V2X service Provider, to have control over provisioning the keys. If such a separation is not needed then the Temporary ID Management Function and V2X KMS or Certification Authority may be deployed as parts of the V2X Control Function
NOTE 2: The Temporary ID Management Function handles application IDs and has no impact on 3GPP network layer identities.
1a or 1b: The UE fetches the one-to-many communication parameters from the V2X Control Function. As part of this procedure the UE gets a list of services offered by the operators and affiliated service provider and is informed whether bearer layer security is needed for this service.  In either case, in addition the UE may be provided with the address of the  Temporary ID Management Function  and that of V2X CAs or KMSes that it uses for obtaining keys for a specified service.  

2a.i or 2b.i: The UE sends the Key Request message to the Temporary ID Management Function including UE ID, a Service ID (for broadcast services) for which it wants to fetch security credentials and UE V2X security capabilities (including the set of V2X security methods the UE supports). In case of UE security credentials provisioning with certificate, the Key Request message also indludes a self-signed cert issued by the UE (Deails are in Section 6.x.1.1.1.2).
2a.ii or 2b.ii: The Temporary ID Management Function  checks whether the security methods is supported by the UE according to the UE V2X security capabilities, i.e. whether one the required security methods is included in the set of V2X security methods the UE supports.

2a.iii or 2b.iii: If the check of step 2a.ii or 2b.ii is successful for a Service ID, then with the help of V2X Control Function and CA or KMS, the Temporary ID Management Function completes the processes of Service ID authorization confirmation and security credential generation. Section 6.x.1.1.1.1 and 6.x.1.1.1.2 describe the detailed protocol message exchanges for comfirming Service ID authorization and provisioning UEs with security policy and credentials for identity and certification based authentication & encryption respectively. If the check of step 2a.ii or 2b.ii is failed, then go to step 2a.iv or 2b.iv directly.

2a.iv or 2b.iv: The Temporary ID Management Function returns the Key Response message to the UE. If the check of step 2a.ii or 2b.ii is successful for a Service ID, this message contains Service ID, the selected V2X security method identifier, and the provisioning security credential / policy. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm.
3a or 3b: The UE uses the provisioned security credential / policy to send / receive protected messages to / from another UE. 

6.1.1.1.1.1
UE Security Credential Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.
The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp - identity credential expiration time).

Editor’s Note:  Assignment of a temporary identity to the UE is FFS.

UE may be configured with multiple sets of identity based credentials (with different expiration times) for purpose of key refreshment when UE is out of coverage.  Lifetime of identity based credentials will be governed by security policy.
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Figure 6.1.1.1.1.1
- UE Security Credential Provisioning with Identity based Cryptography

0.i, 0.ii and 0.iii are the same as 1a, 2a.i and 2a.ii in Section 6.1.1.1.1.

1. The Temporary ID Management Function exchanges messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service. If UE is to act as only Verifier, then the Temporary ID Management Function requires KMS-Pub from V2X KMS, and this procedure goes to Step 6b directly.

2. The Temporary ID Management Function sends the SIGN-key Request message to V2X KMS, without UE ID or Service ID.
3. V2X KMS generates the SIGN-key (i.e., SSK, PVT).

4. V2X KMS returns (SSK, PVT) to the Temporary ID Management Function.
5. The Temporary ID Management Function correlates (UE ID, Service ID) with (KMS-Pub, SSK, PVT), and stores them in its database. 
Note: The database of the Temporary ID Management Function is set for accountability. In other words, it can be used to identify the sender of a message, by correlating the KMS-Pub and PVT from the message with UE ID, in case an illegitimate message is transferred. How long the database should keep these data dependes on the operator’s pollicy.
Editor’s Note: it is FFS how the control function verifies that the V2X UE and V2X KMS do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X KMS.

6a. If UE is to act as a Signer and Verifier, the Temporary ID Management Function sends a response, including identity based key materials as follows:


SSK :  Signing Secret Key



PVT : Public Verification Token



KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

6b. If UE is to act as only Verifier, the Temporary ID Management Function sends a response, including identity based key materials as follows:


KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

7.  The Temporary ID Management Function sends a confirmation to the V2X Control function indicating that UE1 was successfully provisioned with the credentials for the requested service ID.
6.1.1.1.1.1.1               V2X Data Source Accountability based on Identity based Cryptography
Upon receiving an illegitimate message, the receiver reports this message to the network. The network is able to identify the sender’s ID as follows:

(1) Extract the sender’s PVT from the message.

(2) Look up the PVT in the database maintained by the Temporary ID Management Function, and identify the UE’s permanent ID correlating with it.
(3) Revoke the UE’s credentials or take other actions.
6.1.1.1.1.2
UE Security Credential Provisioning with Certificate

The UEs may be provisioned with the required certificate in advance. V2X certificate represents the certificate holder UE’s authority to participate in authorized V2X communication. For example, the road side unit (RSU) UE holds certificate that authorize it to send authority broadcast announcement on road. 
Upon successful provisioning of certificate, the UE also receives a set of trusted root certificates of CAs for authenticating other authorized V2X UEs during its operation on road. 

As depicted in Figure 6.x1.1.1.2, the protocol for UE security Credential provisioning using certificate consists of UE generating a self signed certificate for the service that wants to be authorized, confirmation by the V2X Control Function that UE can be authorized for this service by V2X Control function, and V2X CA delivering UE authorization cert, V2X CA root cert, and trusted root certs to the UE.  
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Figure 6.1.1.1.1.2
- UE Security Provisioning with Certificate

0.i, 0.ii and 0.iii are the same as 1a, 2a.i and 2a.ii in Section 6.1.1.1.1.

1. The Temporary ID Management Function shall exchange messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note : It is FFS how the control function verifies that the V2X UE and V2X CA do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X CA.

2. The Temporary ID Management Function sends the CA Request message to V2X CA, without UE ID or Service ID.
3. V2X CA generates a certificate, which is UE1-self-signed-cert signed by CA. 
4. V2X CA returns (UE1-self-signed-cert signed by CA, CA root Cert, trusted root certs) to the Temporary ID Management Function.
5. The Temporary ID Management Function correlates (UE ID, Service ID) with (UE1-self-signed-cert signed by CA, CA root Cert), and stores them in its database.
6. . The Temporary ID Management Function sends a response to UE1 that includes UE1-Cert signed by CA , CA  root cert, and a set of root certificates trusted by the V2X CA, as UE1’s trust anchor.
7. The Temporary ID Management Function sends a confirmation to V2X Control function indicating the UE1 was successfully provisioned with credentials for the requested service ID.
6.1.1.1.1.2.1               V2X Data Source Accountability based on Certificate
Editor’s Note: It is FFS how to ensure that the database is not used by the operator.
Upon receiving an illegitimate message, the receiver reports this message to the network. The network is able to identify the sender’s ID as follows:

(1) Extract the sender’s temporary certificate from the message.

(2) Look up the certificate in the database maintained by the Temporary ID Management Function, and identify the UE’s permanent ID correlating with it.
Editor’s Note: It is FFS how to ensure that the database is not misused by the operator.
(3) Revoke the UE’s certificates or take other actions.
_1524540308.vsd
UE1


UE2


V2X Control Function



1a. Service authorisation 


2a.i Key Request   (Service ID, UE V2X  security capabilities) 


4a. Process received data


2a.iii Key Response ( Service ID,  Selected V2X Security, PMK ID, PMK, algorithm) 


1b. Service authorisation 


3b. Send protected user plane


3a. Send protected user plane


2b.i Key Request ( service ID , UE V2X security capabilities) 


V2X KMF + CA or KMS


0a. Configure


0b. Configure


0c. Configure


0d. Configure


4b. Process received data


2b.iii Key Response ( Service ID,  Selected V2X Security, PMK ID, PMK, algorithm) 


2b.ii Check algorithms


2a.ii Check algorithms


2a.iv MIKEY messages (Security  Credential / Policy  Provisioning) 


2b.iv MIKEY messages (Security  Credential / Policy  Provisioning) 



_1530343294.vsd
UE1


V2X KMS


V2X Control Function


0.i Service authorization


Temporary ID Management Function


3. Generate SIGN-Key 


4. Response SIGN-Key (SSK, PVT)


0.ii Key Request (UE ID, Service ID, UE V2X security capabilities)


0.iii Check algorithms


1. Service ID Authorization Confirmation Req/Resp


5. Correlate (UE ID, Service ID) with the SIGN-Key, and store them in the database 


6b. Key Response (Service ID, Selected V2X Security Method, KMS-Pub, truested KMSes)


2. Request SIGN-Key


6a. Key Response (Service ID, Selected V2X Security Method, KMS-Pub, SSK, PVT, truested KMSes)


OR


7. V2X Credential Provisioning Confirmation



_1530343458.vsd
UE1


V2X CA


V2X Control Function


0.i Service authorization


Temporary ID Management Function


3. Generate UE1-self-signed-cert signed by CA 


4. Response CA (UE1-self-signed-cert signed by CA, CA root Cert, trusted root certs)


0.ii Key Request (UE ID, Service ID, UE V2X security capabilities, UE1-self-signed-cert)


0.iii Check algorithms


1. Service ID Authorization Confirmation Req/Resp


5. Correlate (UE ID, Service ID) with the CA, and store them in the database 


2. Request CA (UE1-self-signed-cert)


6. Key Response (UE1-self-signed-cert signed by CA, CA root Cert, trusted root certs)


7. V2X Credential Provisioning Confirmation



_1530343224.vsd
UE1


CA or KMS


V2X Control Function


1a. Service authorization


Temporary ID Management Function 


0d. Configure


0e. Configure


0c. Configure


2a.i Key Request (UE ID, Service ID, UE V2X security capabilities)


2a.ii Check algorithms


0a. Configure


2a.iii Service ID Authorization Confirmation Req/Resp,
Security Credential Generation


2b.iii Service ID Authorization Confirmation Req/Resp,
Security Credential Generation


2a.iv Key Response (Service ID, Selected V2X Security Method, Security Credential / Policy Provisioning)


2b.iv Key Response (Service ID, Selected V2X Security Method, 
Security Credential / Policy Provisioning)


UE2


0b. Configure


1b. Service authorization


2b.i Key Request (UE ID, Service ID, UE V2X security capabilities)


2b.ii Check algorithms


3a. Send protected user plane


3b. Send protected user plane


4a. Process received data


4b. Process received data



_1524537511.vsd
UE1


V2X Control Function



V2X KMS


1. Request SIGN-Key (UE-Identity, Service ID) 


3a. Response SIGN-Key (UE-Identity, KMS-Pub, SSK, PVT, trusted KMSes) 


3b. Response SIGN-Key (UE-Identity, KMS-Pub, trusted KMSes) 


OR 


2. Service ID authorization Confirmation Req/Resp


4. V2X Credential Provisioning Conf



_1524537139.vsd
UE1


V2X Control Function



V2X CA


1. Request CA (UE1-self-signed-cert) 


3. Response CA  (UE1-Self-Signed-Cert Signed by CA, CA root Cert, trusted root certs) 


2. Service ID authorization Confirmation Req/Resp


4. V2X Credential Provisioning Conf



