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1. Description
This document proposes a solution for a requirement in Key issue #7: Vehicle UE privacy, namely
It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of tracking the UE.

We propose that all UEs served by an eNB and using its LTE-Uu interface to send V2X messages re-attach at certain time intervals (order of a few minutes), all at substantially the same time. Upon re-attach, each UE changes all of its attach identifiers. The simultaneous re-attach procedures ensure that the network cannot tell which UE identifier used thus far corresponds to which of the new identifiers used in this wave of re-attach procedures, resulting in tracking protection for the vehicle UEs.

The signalling load on the MME is also addressed.

2. Proposed change

It is proposed to add the following section to TR33.885- v0.23.0.
6.X
Solution #X: Vehicle UE privacy from the MNO based on attach data
6.X.1
Security requirements addressed

This solution addresses the security requirements given in subclause 5.7:
It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of tracking the UE. 

Editor’s Note: The above requirement depends on the response by SA1 to S3-160789. It should be reviewed based upon that response.

6.X.2
Solution details
6.X.2.1
Simultaneous re-attach with new identities
This solution proposes the following measures. 

First of all, the UEs should attach using a method of hiding the real UE identity from MNO. Without such an approach, the MNO would be able to track the UE based on the identity used to attach.

Ideally to prevent tracking, all UEs should re-attach simultaneously. This has implication on load for the network and hence it is proposed that all UEs under an eNB should re-attach simultaneously. 
Editor’s note: The load on the eNB is FFS.
In addition, the UE should change its app-layer identifier and corresponding credential) when the UE re-attaches with its new identity.
6.X.2.2
MME Load spreading

Notably the signalling load on MME increases if all UEs try to re-attach at the same time. However, if all UEs attach simultaneously at each eNB, but at different times to those under a different/neighbouring eNB, then tracking mitigation is still achieved but the signalling load on the MME is spread over time. 

As an example, suppose it takes 5 seconds for an eNB to complete all re-attach procedures of the vehicle UEs it serves.  Then there are 60 possible time boundaries for each eNB to select from. Thus, the load of the MME is only 1/60th than what it could be if all UEs from all eNBs attach at the same time.
NOTE: The question of whether a UE can re-attach in time to send its next safety message is not easily answered, but it is assumed that the application layer can still deal with some packet loss, or the UE can use the PC5 interface in the meantime. 


Therefore, it is necessary for all UEs served by an eNB to determine the re-attach boundary time of when the next re-attach should occur.

6.X.2.3
Re-attach boundary time determination

The re-attach period is one parameter that the UEs need to know. This can be a system parameter, configured at authorization time, or given by the eNB upon initial attach.

Another parameter that the UEs need to know is when the next re-attach boundary time is for this eNB.

Some considerations on the re-attach timing are:

· To prevent a UE needing to re-attach too frequently, the UE may ignore a boundary if it recently re-attached less some specified time ago (e.g., less than 1 min).   

· It is presumed that UEs must be running their own clock. The UEs should still re-attach if the timer goes beyond the 5 minutes period (e.g., at time= 7 minutes). This may happen due to changing cells just before a boundary expired at the original cell for example. 

The re-attach boundary time should be different amongst the eNBs served by a given MME. This can be achieved statistically if each eNB self-selects at random a re-attach boundary time for its UEs. See Figure 6.X.2.4-1.

There are several options for UEs to obtain the re-attach boundary time for the eNB they are currently served by.

· Option 1: Boundary time can be inferred by UEs from a given timing source and some eNB specific identifying data: e.g., the boundary time can be a deterministic function of an eNB identifier (e.g. PCI) and the current (UTC) time. The time can be obtained normal operation from a SIB, or perhaps GNSS. 

· Option 2: the eNB can signal the boundary time in a SIB. 
· Option 3: the eNB can give each UE the boundary time upon first attach procedure, e.g. via RRC signalling.  
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Figure 6.X.2.4-1: Example of boundary re-attach time difference amongst neighbouring eNBs
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