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Abstract of the contribution: This contribution discusses the trust model in Next Generation Systems in relation to the security area on network slicing.
1 Introduction
There are features in the Next Generation systems that do not fit well with the trust model in current systems. For example, the LTE trust model considers the network functions in the core network to be static while in the Next Generation systems network functions are more dynamic in the sense that they may be decoupled from hardware and hence no longer network nodes in the traditional way; they can be virtualized and instantiated on demand. 

It is proposed to adopt a trust model where each network slice is considered as a secure trust zone. This model will then serve as a target. The idea is to use this reference model for deriving high level secure ty requirements that hopefully can help steering the study and deriving more detailed requirements in a bottom up like approach. 

When considering this trust model, the main questions are then how to be able to dynamically establish such trust and how to maintain it thereupon in a virtualized environment. Relevant technologies are being addressed in several other fora such as CSA, ETSI NFV, TCG, UEFI, NIST, etc. Yet it is unavoidable to look into and understand the state of the art, in order to, at least in this context, justify the proposed assumption and to be able to decide on what is in or out of 3GPP scope. 
2 Motivation

SA1 has defined several requirements in TR 22.864 [1] in relation to scalability and flexibility, two key features in Next Generation Systems that are needed in order to support new services and to cope with varying conditions.

The 3GPP system shall allow the operator to dynamically create network slice to form a complete, autonomous and fully operational network customised to cater for different diverse market scenarios.

The 3GPP system shall support dynamic utilization of resources (compute, network and storage resources) in more than one geographic area in order to serve the differing needs of the users in each geographic area, subject to operator policy.
The 3GPP system shall be able to provide an increase in signalling and user plane capacity within 5 minutes of the need to do so being detected.

These requirements indicate that in the Next Generation system, network functions and slices can be dynamically and efficiently instantiated and modified. In this context, virtualization is one of the most important and relevant technology enablers and is in line with the statement in SA2’s WID.

It is expected that network functions will run as software components on operators' telco-cloud systems rather than using dedicated hardware components. The architecture should therefore be as cloud-friendly as possible, to improve distribution of processing by separation of control from data forwarding.
From other requirements like the ones below, it is expected that the Next Generation core network can potentially allow 3rd parties to deploy their own network functions or even manage their own slice within the operator network.
The 3GPP System shall allow the operator to compose network slices, i.e. sets of network functions (e.g. potentially from different vendors), resources to run these network functions and policies and configurations, e.g. for hosting multiple enterprises or MVNOs etc. 
The 3GPP system shall allow the operator to authorize third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs, within the limits set by the network operator.
Therefore, for example, the process of creation of network slices and functions needs to be secure in order to prevent harmful code and malware to slip through and compromise the security of the overall running system. 

3 Analysis

It is proposed to build upon the trust model of LTE in order to identify where new mitigations or security mechanisms, if any, are required.

3.1 Trust model

Figure 1 depicts the trust model in LTE systems. It consists of a trusted core network, a set of trusted eNodeBs, though likely more exposed than core network nodes, and the exposed interfaces in between that are susceptible to attacks. Based on this model, security mechanisms have been defined in TS 33.401 [2] in order to protect the exposed interfaces.
In addition to the 3GPP-access, LTE systems support non-3GPP-acesses in two variants: trusted and untrusted. Similarly, mechanisms have been provided in TS 33.402 [3] in order to secure the communication with the non-3GPP trusted access or across the non-trusted access.
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Figure 1 Trust model in LTE

By analogy to LTE, a Network Slice is logically a self-contained instance of a core network configured specifically to provide a certain service. Therefore, it is reasonable to aim at defining a trust model where each single Network Slice is a trust zone. As a consequence, similar mechanisms to the ones in [2, 3] can be reused in order to protect the exposed interfaces. In the example of Figure 2, in order to establish trust in the network slice NS1, the exposed link between NF1 and NF2 must be secured. The question now is how to establish such trust dynamically for example upon the creation or the deployment of the network functions and how to maintain it.
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Figure 2 Trust model in NextGen

3.2 Trust establishment

In the context of virtualization, trust needs to be established on several layers:

The infrastructure layer: this is the hardware/physical resource layer on which the network slice is running. For trust in this layer to be assumed, it could be expected that the hardware platforms have support for secure boot mechanisms [4, 5]. In combination with some type of credentials (for example the vendor), the hardware platform is then established as the root of trust and therefrom, a trust chain can be established to all other software components in the layer above. 

The virtualization layer: this is the hypervisor layer which provides the abstraction of the physical resources towards the application layer. Attestation of all the software components in this layer can be then performed using possibly other credentials (for example the operator).

The network function layer: this is the network slice layer where the network functions are deployed. The trust chain anchored at the hardware can extend to this layer via mechanisms such as virtualized TPM [4]. Attestation of the software components of the network function can be then performed in a similar manner using possibly other credentials (for example the slice owner). Furthermore, the network functions need to be mutually authenticated for example using similar credentials specific to for example the slice owner.

It should be noted that it is FFS if aspects related to virtualization in those layers are in the scope of 3GPP and how SA3 should take the ongoing work of ETSI NFV ISG on those topics into account.   

3.3 Trust maintenance

Maintaining the trust towards a network slice requires security measures in place in order to, for example, prevent unauthorized access, impersonation of the network functions, impersonation of UE’s or even impersonation the access network, disclosure of sensitive information compromising the end-user privacy or the system security, etc.

The Access: Proper authorization mechanisms are required for any type of access, whether for the service by end-users or for maintenance by admins, so that unauthorized users are not granted access and authorized ones are not able to misuse their access rights. Therefore, only authenticated agents must be granted access for example based on subscription information or access rights. Furthermore, any data traffic reaching the slice must be replay and integrity protected in order to prevent impersonation and packet injection attacks.

The Data flows: The protection keys for the data flows must be cryptographically separated so that user plane traffic is protected by keys bound to the intended network slice. For example, this can be achieved by using slice specific information (unique identifiers) in the derivation of access keys like the KASME in LTE. The separation requirement applies as well to the backhaul and can be achieved for example by using dedicated IPsec tunnels or dedicated child security associations within the same tunnel.

The network slice: The 3GPP security requirements such as the ones in TS 33.117 [6] and TS 33.310 [7] would still be applicable. In the context of virtualization, the work in progress in ETSI NFV ISG such as in [8, 9, 10, 11, 12] should be taken into account to isolate the virtualized components. In general, a risk assessment should be conducted on case to case basis. Depending on how the network functions are deployed, the security measures could be based on an agreement with the service provider.
4 Conclusion

From the ongoing works in other fora, there is enough evidence from the state of art in security mechanisms that supports the proposed trust model of Figure 2. 

5 Proposal

It is proposed that SA3 approves the changes below for inclusion in TR 33.899 

6 References

[1]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[2]
3GPP TS 33.401: "System Architecture Evolution (SAE); Security architecture"
[3]
3GPP TS 33.402: "System Architecture Evolution (SAE); Security aspects of non-3GPP accesses"
[4]
Trusted Computing Group (TCG): http://www.trustedcomputinggroup.org/
[5]
Unified Extensible Firmware Interface (UEFI) forum: http://www.uefi.org/home/
[6]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"
[7]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"
[8]
ETSI GS NFV-SEC 001: "NFV Security; Problem Statement"
[9]
ETSI GS NFV-SEC 002: "NFV Security; Cataloguing security features in management software"
[10]
ETSI GS NFV-SEC 003: "NFV Security; Security and Trust Guidance"
[11]
NIST SP 800-125 A: "Security Recommendations for Hypervisor Deployment"
[12]
Cloud Security Alliance (CSA): https://cloudsecurityalliance.org/
7 pCR 
***
BEGIN CHANGES
***
8 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.799: "Study on Architecture for Next Generation System".
[3]
3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things". 
[4]
3GPP TR 22.862: "Feasibility Study on New Services and Markets Technology Enablers - Critical Communications". 

[5]
3GPP TR 33.849: "Study on subscriber privacy impact in 3GPP".
[6]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[7]
3GPP TR 22.891: "Study on New Services and Markets Technology Enablers".
[8]
3GPP TS 22.185: "Service requirements for V2X services".
[9]
NGMN Alliance [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org

[10]
NGMN 5G White Paper V1.0 [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org/fileadmin/ngmn/content/downloads/Technical/2015/NGMN_5G_White_Paper_V1_0.pdf
[11]
5G Ensure Project [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/
[12]
5G Ensure Deliverable D3.1 - 5G-PPP security enablers technical roadmap (early vision) [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/sites/default/files/Deliverables/5G-ENSURE_D3.1-5G-PPPSecurityEnablersTechnicalRoadmap_early_vision.pdf
[13]
3GPP TR 22.863: "Feasibility Study on New Services and Markets Technology Enablers - Enhanced Mobile Broadband". 
[i]
3GPP TS 33.401: "System Architecture Evolution (SAE); Security architecture"

[j]
3GPP TS 33.402: "System Architecture Evolution (SAE); Security aspects of non-3GPP accesses"

[k]
Trusted Computing Group (TCG): http://www.trustedcomputinggroup.org/
[l]
Unified Extensible Firmware Interface (UEFI) forum: http://www.uefi.org/home/
[m]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"

[n]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"

[o]
ETSI GS NFV-SEC 001: "NFV Security; Problem Statement"

[p]
ETSI GS NFV-SEC 002: "NFV Security; Cataloguing security features in management software"

[q]
ETSI GS NFV-SEC 003: "NFV Security; Security and Trust Guidance"

[r]
NIST SP 800-125 A: "Security Recommendations for Hypervisor Deployment"

[s]
Cloud Security Alliance (CSA): https://cloudsecurityalliance.org/
***
NEXT CHANGE
***
8.1.1 Security assumptions

5.8.2.1
High level assumptions 

In order to better capture the security assumptions for network slicing, the following aspects need to be taken into consideration:

-
Network function sharing; 

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements; 

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.


5.8.2.2
Trust model 

It is proposed to build on the trust model of LTE in order to identify where new mitigations or security mechanisms, if any, are required. 

The trust model in LTE systems consists of a trusted core network, a set of trusted eNodeBs and the exposed interfaces in between that are susceptible to attacks. Based on this model, security mechanisms have been defined in TS 33.401 [i] in order to protect the exposed interfaces. In addition to the 3GPP-access, LTE systems support non-3GPP-acesses in two variants: trusted and untrusted. Similarly, mechanisms have been provided in TS 33.402 [j] in order to secure the communication with the non-3GPP trusted access or across the non-trusted access.

By analogy to LTE, a network slice is in fact a self-contained instance of a core network configured specifically to provide a certain service. Therefore, it is reasonable to aim at defining a trust model where each single Network Slice is a trust zone (see Figure 5.8.2.2-1). As a consequence, similar mechanisms to the ones in [i, j] can be reused in order to protect the exposed interfaces. In the example of Figure 5.8.2.2-1, in order to establish trust in the network slice NS1, the exposed link between NF1 and NF2 must be secured. The question now is how to establish such trust dynamically for example upon the creation or the deployment of the network functions and how to maintain it. In the remainder of this clause, a high level justification is proposed in support of the proposed trust model.
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Figure 5.8.2.2-1: Trust model in Next Generation systems

5.8.2.3
Trust establishment

5.8.2.3.1
Analysis

In the context of virtualization, trust needs to be established on several layers:

· The infrastructure layer

· The virtualization layer

· The network function layer

5.8.2.3.2
The infrastructure layer

This is the hardware/physical resource layer on which the network slice is running. For trust in this layer to be assumed, it could be expected that the hardware platforms have support for secure boot mechanisms [k, l]. In combination with some type of credentials (for example the vendor), the hardware platform is then established as the root of trust and therefrom, a trust chain can be established to all other software components in the layer above. 

5.8.2.3.3
The virtualization layer

This is the hypervisor layer which provides the abstraction of the physical resources towards the application layer. Attestation of all the software components in this layer can be then performed using possibly other credentials (for example the operator).

5.8.2.3.4
The network function layer

This is the network slice layer where the network functions are deployed. The trust chain anchored at the hardware can extend to this layer via mechanisms such as virtualized TPM [l]. Attestation of the software components of the network function can be then performed in a similar manner using possibly other credentials (for example the slice owner). Furthermore, the network functions need to be mutually authenticated for example using similar credentials specific to for example the slice owner.
It should be noted that it is FFS if aspects related to virtualization in those layers are in the scope of 3GPP and how SA3 should take the ongoing work of ETSI NFV ISG on those topics into account
5.8.2.4
Trust maintenance

5.8.2.4.1
Analysis

Maintaining the trust towards a network slice requires security measures in place in order to, for example, prevent unauthorized access, impersonation of the network functions, impersonation of UE’s or even impersonation the access network, disclosure of sensitive information compromising the end-user privacy or the system security, etc.

5.8.2.4.2
The Accesses

Proper authorization mechanisms could be required for any type of access, whether for the service by end-users or for maintenance by admins, so that unauthorized users are not granted access and authorized ones are not able to misuse their access rights. Therefore, only authenticated agents must be granted access for example based on subscription information or access rights. Furthermore, any data traffic reaching the slice must be replay and integrity protected in order to prevent impersonation and packet injection attacks.

5.8.2.4.3
The Data flows

The protection keys for the data flows could be cryptographically separated so that user plane traffic is protected by keys bound to the intended network slice. For example, this can be achieved by using slice specific information (unique identifiers) in the derivation of access keys like the KASME in LTE. The separation requirement applies as well to the backhaul and can be achieved for example by using dedicated IPsec tunnels or dedicated child security associations within the same tunnel.

5.8.2.4.4
The network slices

The 3GPP security requirements such as the ones in TS 33.117 [m] and TS 33.310 [n] would still be applicable. In the context of virtualization, the work in progress such as in [o, q, p, r, s] could be taken into account to isolate the virtualized components. It is possible that a risk assessment could be always conducted on case to case basis. The deployment configuration of the network functions could then be based on an agreement with the service provider.
5.8.2.5 
High level security requirements
Based on the justification above it is proposed to adopt the following high level security requirements as the main tenants for security in network slicing.

· There shall be means to establish trust in the network slices.
· There shall be means to maintain trust in the network slices.
· There shall be means to secure the communication with the network slices.
***
END OF CHANGES
***
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