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Abstract of the contribution:This document describes several security issues for the PDN GW.
1. Introduction

Several security issues were identified for the PDN GW which are not fully addressed by  TS 33.117. 
2. Identified Issues

2.1 IP Packet Forwarding

Section 5.3.3.1.2 from TS 33.117  requires that IP Packet Forwarding between interfaces on a network product is turned off. The prescribed method is setting net.ipv4.conf.all.forwarding=0. This kernel setting prevents a system from acting as a router by turning off all forwarding between IP (whether virtual, physical or logical) interfaces, instead all traffic that is not destined for the system will be dropped. 

This setting may be problematic for a PDN-GW, in particular for PDN-GWs that perform NATting. Packet forwarding, namely, is commonly used to implement NATing. Therefore, depending on the implementation of the PDN GW this may prevent the PDG-GW from routing traffic between a packet data network and the UE. This requirement may therefore need modification for the PDN-GW.

We propose to place an Editor’s Note in TS SCAS_PGW section 5.3.3.1.2 that the effect of this particular setting on the P-GW is for further study.  This change is proposed in S3-161016.
2.2 IP over GTP-U Filtering
User plane traffic comes in over GTP-U. There are several reasons why IP over GTP-U traffic should not be unconditionally forwarded, namely,
- A UE should not be able to connect to an other UE via its internal IP address.

- A UE should not be able to connect to the PDN GW.

- A UE should not be able to connect to network elements in the core network.
We propose changes to TS 33.117, clause 5.2.6.2.3 to include GTP-U filtering in addition to GTP-C filtering.
2.3 SGi Filtering

The SGi interface may be used to connect untrusted packet data networks to the P-GW. Traffic originating from untrusted networks over SGi should not be unconditionally forwarded to network elements. As some networks might use publicly routable addresses it is necessary to block incoming connections. The simplest solution would be to install a firewall on the SGi interface.
In our opinion, this security requirement is sufficiently met by clause 5.2.6.2.1 in TS 33.117.

3. Proposal

We propose one pCR to TS 33.117 to change GTP-C filtering into GTP (generic) filtering and one pCR to TS 33.250 to include an Editor’s Note on the IP Packet Forwarding problem
