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Abstract of the contribution: In this contribution we propose a new key issue with respect to signalling overload in the network. We kindly ask SA3 to consider this key issue and discuss whether such a key issue may be part of the architecture
1. Introduction
[1] shows that signaling attacks in the LTE network can cause denial of service for an end user and degrade network performance. [2] The attack is executed with a number of UEs coordinating the creation and release of dedicated bearers; the resource consumption at various points in the network is overloaded and various elements in the network give up after some time.
In NextGen, with a service based and NFV based architecture, the consumption of specific services will lead to the creation of slices or connections to slices. It may be the case that the amount of signaling in the next generation network may therefore increase for specific services. We propose to include the following text into the high level security requirements.
[1] Practical Attacks Against Privacy and Availability in 4G/LTE Mobile Communication Systems

[2] Signaling oriented denial of service on LTE networks

2. Proposed Text

4.2        High level security requirements  

4.2.X       Protection of network services
4.2.X.Y
Availability protection for control plane

The control plane must be protected against denial of service attacks from UEs. Mechanisms should be specified which limit the effect which signaling attacks may cause to the network. Signaling caused by UEs should not be able to degrade the network performance for other end users and the network itself, this is especially the case for NextGen where the amount of signaling may increase. 
