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Abstract of the contribution: This contribution proposes the security requirements for Key issue #3.5: Unnecessary dependence of keys between security layers
1. Introduction

This contribution proposes to finalise Key Issue #3.5 by adding the missing security requirements.
2. Proposal
It is proposed that SA3 approve the pCR to TR 33.899.

3. pCR

5.3.3.5
Key issue #3.5: Unnecessary dependence of keys between security layers

5.3.3.5.1
Key issue details

In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. For example, if an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys (NAS layer and AS layer keys that were derived from the old KASME). It is preferable to avoid such a feature in NextGen as in particular it may be that MMEs (or the NextGen equivalent of an MME) are deployed in less secure locations. 

Looking at the LTE Key Hierarchy, the reason the above problem exists is that KASME is required to calculate fresh NH values. Hence in effect the KASME is the root key needed for the operation of two different layer of security contexts. As NAS and AS security contexts are not changed simultaneously, this means that even after an MME has run and an AKA and NAS security mode procedure to take a new NAS security context based on a new KASME into use, it cannot effectively delete the old NAS Security context as it must retain the previous KASME. This is contrary to good security practise where it is preferable to remove old security keys as soon as possible. 

In summary, it is preferable in NextGen that the security context at a higher layer (as soon as it is finished with) can be completely deleted without affecting the ability to use lower layer security context (e.g. the same keys should not need to be used in both security contexts). Such a definition of the security contexts should not result in breaking the authorisation model, i.e. it is still possible to know that the two security contexts are associated with the same UE. 

5.3.3.5.2
Security threats 

When security contexts at different layers share a common key, it means that it is impossible to completely replace (for example in LTE replacing the NAS security context in an MME after an AKA) the higher layer security context until the lower layer security context has become obsolete. It may also result in this key being passed to another entity which then be capable of decrypting data that it would otherwise not get access to.

5.3.3.5.3
Potential security requirements

The security contexts in NextGen should avoid having unnecessary dependencies between them when this prevents the handling of them independently (e.g. share a key that prevents one context being deleted) where possible.
