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Abstract of the contribution: A new key issue for area #1 Architectural aspects of Next Generation security. The requirements for several key issues suggest that 5G UEs will require public-private key pairs. If so, these should receive consistent treatment as part of the NextGen architecture, rather than being introduced on a piecemeal basis. 
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G. 

The requirements for several key issues suggest that 5G UEs will require asymmetric keys (i.e. the private part of a public-private keypair) or at least would benefit from having such keys. Other key issues suggest that UEs may be required to authenticate network components using public keys. Potentially, solutions along these lines could be introduced separately for each requirement, but that risks unnecessary device expense, and a reduction in device security. It would be better to treat UE public keys on a consistent basis as part of the NextGen architecture. 

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1].  Because this is an entire new key issue section, it is presented without change marks for ease of reading.
~ ~ ~ Start of first text proposal ~ ~ ~
5.1.3.a 
Key Issue #1.a: UEs with Asymmetric Keys
5.2.3.a.1 
Key issue details

Requirements across several key issues suggest that NextGen UEs will require asymmetric keys, or at least would strongly benefit from having such keys. In particular:

· Device Identifier Authentication (Key Issue #2.4), would be difficult to do with symmetric keys. A symmetric key solution would require either binding a given device to a specific operator (so that only said operator can then authenticate it), or else would require that a non-operator party (most likely the device manufacturer) has to keep a copy of the device symmetric key and run the equivalent of an AuC. 

· User authentication requirements are stated in 3GPP TR 22.861: "Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g., using biometric information)." Instead of operators storing large quantities of biometric data, it would be more secure for the user to authenticate locally to the device (using a fingerprint etc.) and then for the device to report this fact securely to the operator. However trusting such a report in part requires authenticating the device which originated the report, so again public key solutions are likely to be needed.  

· Non-AKA-based authentication (Key Issue #2.5) suggests that UEs will authenticate to non-3GPP access networks, or perhaps to NextGen factory networks, using public key methods like EAP-TLS. 

· Remote credential provisioning for IoT devices (Key Issue #12.2), includes the requirement from TR 22.861 that “The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials."  This may include i) Allowing limited temporary access to a mobile network for a device which does not yet have a 3GPP subscription. But doing that suggests that some form of secure device authentication is needed for subscription-less devices, or otherwise spoof devices may attempt to repeatedly join the network to request subscriptions and waste resources. ii) Ensuring that the destination point for the provisioning of subscription credentials is trustworthy enough to receive these credentials. This calls for authentication of the device or of a secure component embedded within the device (e.g. the existing GSMA eUICC solution relies on an elliptic curve keypair to authenticate the eUICC to multiple operators).
Further key issues suggest that NextGen UEs will need to verify asymmetric keys used by network components:

· AS security during RRC idle mode” (Key Issue #4.1) includes the following potential security requirement:  Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell. The main goal is to prevent denial of service attacks from false networks. It is very difficult to imagine that a UE without a security context yet established could do this by symmetric key means. But if the UE could recognize the public key signatures from genuine networks, this requirement could be met. 
· Key issue #7.1 “Subscriber identifier privacy” discusses the leakage of permanent subscriber identifiers, such as IMSI, on the radio interface. The ideal would, of course, be to ensure that permanent identifiers are never sent in clear over the radio interface, but are instead encrypted to legitimate network nodes. Again, it is very difficult to imagine doing this by symmetric key means before establishing a security context.  But if the UE could recognize the encryption public keys of genuine networks, this requirement could be met.

If there are several areas where public key authentication is needed, then the architectural implications should be considered early on, rather than being introduced on a piecemeal basis. For example: 

1. It will be very messy and complex if UEs  have to get multiple key pairs/and or certificates from different sources, by different mechanisms, using different crypto-technologies, and perhaps stored in different parts of the device, in order to support each use case separately. 
2. Some of the use cases could be architected using an operator-run database of public keys; but others appear to call for a public key certificate. This then raises the question of whether the device manufacturer has to arrange for a certificate in all cases (quite an overhead, especially for ultra-low-cost IoT devices), or whether it is better for an operator to generate one as and where it is needed, or whether a third party PKI becomes needed.  
. 

5.2.3.a.2 
Security threats

A UE with multiple asymmetric key pairs (or multiple components hosting keypairs) may present a larger attack surface than one containing a unified keypair (or a unified component for such keypairs). Security of the device may be reduced to that of the weakest key, weakest key-provisioning method or weakest component. 

If a UE has multiple different keys, an attacker may try to force the wrong key to be used (e.g. a signing key may be used for decryption, or may be used to sign a spoof protocol handshake).  Or on the verification side, an attacker may try to force the wrong public key to be used, to verify a spoofed signature or certificate.  
The cost of provisioning multiple key-pairs and/or certificates may force security compromises which would not be needed under a more unified solution (such as generating a single master device key within a single secure component). 
Public key technology may force operators to rely on so-called trusted third parties without having any real control over the security offered by such parties. 
Over-use of a single UE key-pair may harm user privacy (allowing a user’s actions to be linked and tracked across multiple domains and services). 

Public key cryptography may be vulnerable to advances in quantum computing over the lifetime of the NG system. 

5.2.3.a.3 
Potential security requirements

The UE shall support a component for generating, storing and using asymmetric keys which meets the security needs of all use cases calling for such keys.

It shall be possible to set up an original authenticated asymmetric key (one known to be tied to the UE), and use this to efficiently register additional key-pairs for specific purposes, while maintaining assurance about the security of additional keys. It shall also be possible to de-register such additional keys (e.g. obtain assurance that the UE is no longer using a key and has securely deleted it). 
It shall be possible for operators to use UE keypairs for various means without necessarily trusting third parties. It shall be possible for operators to deploy keypairs for network components (to be verified by UEs) without necessarily using trusted third parties. 
UEs and network components shall be able to support at least one form of quantum-safe public key cryptography. This might be done by upgrading/patching over the lifetime of the UE / NG network.  
~ ~ ~ End of first text proposal ~ ~ ~
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