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Abstract of the contribution: In some cases, the personal data may reveal e.g. the name of admin staff and the IMSI of the user. This kind of logging shall be introduced in the documents.
1. Introduction
It is required that the personal data shall not be revealed in the logging when personal data was accessed in some cases. An exception, however, may occur, e.g. the name of working staff e.g. amdin staffand the IMSI of which user has been accessed. In this case, an IMSI is necessary and is not enough for attacks. If this kind of logging appears, the reason and the time shall be included in the document as pre-conditions.

2. pCR

****** Start of Change*****

5.2.3.2.5
Logging access to personal data

Requirement Name: Logging access to personal data
Requirement Description:

In some cases access to personal data in clear text might be required. If such access is required, access to this data shall be logged, and the log shall contain who accessed what data without revealing personal data in clear text. When for practical purposes such logging is not available, a coarser grain logging is allowed.
In some cases, the logging may reveal a bit of personal data. The information shall not provide enough materials for an attacker launching an attack.
Editor's note: Clarify what is meant by 'personal data' and if/how a tester decides that all ' personal' data sources have been checked. 
Security Objective references: tba

Test case: 

Test Name: TC_LOGGING_ACCESS_TO_PERSONAL_DATA 
Purpose:

Verify that in cases where a network product presents personal data in clear text that access attempts to such data are logged and the log information includes the user identity that has accessed the data. The test case also verifies that the personal data itself is not included in clear text in the log.

Procedure and execution steps:

Pre-Conditions:

A document which provides a description of where personal data in clear text is accessible on the network product, how it can be accessed, and details of where such access attempts are logged and how to view these logs. In the case of personal data revealing, the reason and the scenario can be found in the document
Execution Steps

-
The tester verifies that for cases where personal data is accessible in clear text that attempts to access it are recorded in a log, that the log includes the user that has attempted to access the data and that the log does not include the actual personal data in clear-text. 

-
The tester repeats the check for each case where personal data is accessible. 

  Expected Results:

All access attempts to personal data (in clear text) are recorded in the described logs, with the user identity included and no personal data is visible in the log.
Expected format of evidence:

Sample copies of the log files.
****** End of Change*****

