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Abstract of the contribution: This pCR adds key issue about V2I broadcast communication security to TR 33.885.
1. Introduction

This pCR adds key issue about V2I broadcast communication security to TR 33.885. 
2. pCR
**************************************************** Start of change *****************************************************
5.X  Key Issue#X: V2I broadcast communication security over PC5 interface  
5.X.1  Issue details
As described in TS 22.185, Road side unit (RSU) is a stationary infrastructure entity supporting V2X applications that can exchange messages with other entities supporting V2X applications. RSU may combine V2X application logic with the functionality of an eNB (referred to as eNB-type RSU) or UE (referred to as UE-type RSU). 
Authority organizations may deploy UE-type RSUs to periodically broadcast V2I messages containing authority information such as curve speed limit and traffic light status. In order to notify more vehicles or pedestrains of emergency situations, UE-type RSU may relay event-driven V2V/P messages with its own identity and these messages can also be seen as V2I communication. Whereas those event-driven V2V/P messages relayed without any processing by UE-type RSU can be analysed according to subclause 5.5. 
Vehicles or pedestrains around the UE-type RSU need to make decisions or take actions based the authority V2I messages or relayed V2V/P messages with some additional processing. Attacks on V2I broadcast messages may mislead receiving UE regarding the current road condition and makes a wrong decision or action. The authenticity and integrity of V2I messages shall be validated by the 
receiving UE. Moreover, the UE-type RSU shall be validated that it has been authorized by the authority organizations to broadcast V2I messages. The concern of anonymity or privacy may not exists for RSU.
5.X.2  Security threats
Forged/modified/replayed V2I messages misleads the receiving UEs to make wrong decision or action.
V2I messages transimitted by un-authorized V2X UE(s) can mislead the receiving UE to make wrong decision or action.
5.X.3 Security Requirements
UE-type RSU should be authenticated as the validated UE permitted to send the V2I message.

UE-type RSU should be authorized to broadcast V2I messages over PC5 interface.

V2I broadcast messages should be integrity protected.
V2I broadcast messages should be protected from replays.
***************************************************** End of change ****************************************************
