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Abstract of the contribution
This contribution adds text to key issue 5.8.3.1. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.8.3
Key issues
5.8.3.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

Editor’s Note: Aspects related to independent and network slice specific security policies should be merged with Key Issue #8.2. 

Isolation between slices is a basic requirement of slicing network. TR 22.864 ( [6], clause.5.1.2.1) and TR 22.891([7], clause.5.2.3) have given some specific requirements about isolation. 
The network may host different network slices for different tenants. Each network slice may have a slice type to indicate the type of functions it is hosting within it. To take care of high traffic load conditions or administrative purposes, the network may increase the capacity of network slice or instantiate multiple instances of the same network slice type. In all scenarios, isolation between network slices are important. For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. One slice cannot have unauthorized access to functions in other slices. These can be utilized to launch attacks without isolation.  

Network slices need to be isolated from each other in robust way. One network slice supporting one group of UEs or supporting one set of functions, if got compromised, should not negatively impact the performance and security of another network slice. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement UEs may get assigned to different instances of the network slice according to the defined assignment rules. Security isolation between different tenant slices, between different network slice types and also between multiple instances of the same network slice type belonging to the same tenant are needed.


5.8.3.1.2
Security threats 

Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 

5.8.3.1.3
Potential security requirements.

-
It should be possible to define an identity for the network slice for the purposes of network slice selection.

- 
-
It should be possible to assign a UE to a network slice.  

- 
Security policies per network slice may be defined to support the specific needs different network slice tenants and network slice types which serve dedicated application functions such as MBMS, IoT etc.
- 
It should be possible to authenticate the UE and assign the UE to a chosen network slice, based on the UE identity, UE’s network selection parameter (E.g multi dimentional descriptor (MDD)) if it is included by the UE. 
-
It should be possible for the UE to authenticate the network or the network slice.

· Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice. 

Editor’s Note: It is FFS how to define robust platforms.

· The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 
· It should be possible to define a security policy based on the tenant id, to support tenant requirements.
· It should be possible to define a security policy based on type of the network slice to support different application specific network slices.
Editor’s Note: It is FFS whether security isolation between different network slice instances are needed.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

***********END OF CHANGES******************

