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Abstract of the contribution
This contribution adds text to address the Editor notes in 5.8. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.8
Security area #8: Network slicing security 

5.8.1
Introduction 

Editor’s Note: The text in this close needs to be reformulated in a more coherent manner.
Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use case(s).The features and requirements of slicing cause security problems and lead to security requirements. There are some key issues to address to assure the security of slicing network.

Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

The support for network slicing concept is studied in TR 23.799 [2] where several related features with potential security implications are considered such as the sharing of network functions and the isolation between the different slices. In particular in relation to isolation, several security requirements are proposed in TR 22.864 [6] where it is implied that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  

The key issues that need to be addressed by SA3 on this security area include but not limited:

-
Security isolation of network slices covering physical isolation and logical isolation between the slices;

-
Security mechanism of each slice;

-
Security on UEs’ access to slices;

-
Security on sensitive network elements;

-
Security on management of slicing;

-
Security on interacting with third party;

-
Security of inter slice communications

-
Virtualization security


5.8.2
Security assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 
In order to better capture the security assumptions for network slicing, the following aspects need to be taken into consideration:

-
Network function sharing; 

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements; 

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.
- 
Initial access by UE to the network by including a network slice selection parameter (E.g. multidimensional descriptor (MDD)), if UE has such a parameter provisioned. 

- 
UE authentication by network 

- 
network and/or network slice authentication by the UE

- 
Network selection of network slice and assignment to UE, based on the network selection parameter (E.g. MDD).
Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

***********END OF CHANGES******************

