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Introduction
The General Data Protection Regulation (GDPR) and e-Privacy Directive (ePD) as given by the European Union relate also to telecommunication industry and are therefore of relevance for V2X. 
US Regulation published a comprehensive research report (DOT HS 812 014) on vehicle-to-vehicle (V2V) communications technology in 2014 including privacy and security requirements.

This discussion paper provides information on the European and US regulator landscape regarding privacy to gain a better understanding on the definition of 3GPP privacy requirements. The content of this discussion paper may be used for a follow-up LS to SA1.
General Data Protection Regulation (GDPR) and e-Privacy Directive (ePD)

GDPR is the successor of the Data Protection Directive (DPD) 95/46/EC. GDPR was formally adopted by the European Parliament and Council and came into force in May 2016; companies will have 2 years to until the regulation will start to apply, i.e. 24 May 2018. 

The e-Privacy Directive (Directive 2002/58/EC on privacy and electronic communications) concerns the protection of privacy and personal data in the electronic communication. The Communication on a Digital Single Market Strategy for Europe (COM(2015) 192 final) of 6 May 2015 (DSM Communication) demanded to review theePD once the new EU rules on data protection (i.e. GDPR) are adopted. This is a currently ongoing process. A review and questionnaire by the EC (Directorate General for Communications Networks, Content and Technology) invited citizens, legal entities and public authorities and responses were to be submitted on 5 July. The intention is that the e-Privacy Directive particularises and complements the GDPR in future, thus the questionnaire is related to the interplay between the e-Privacy Directive and GDPR. Also industry associations such as Digital Europe participate in this questionnaire, Digital Europe (DE) represents the opinion of the ICT sector by technology companies and national trade associations. DE allows industry participation in the development and implementation of EU policies.
Current critic by Digital Europe is that objectives of the ePrivacy Directive (ePD) are better served by the Data Protection Directive (DPD) and its successor the General Data Protection Regulation (GDPR), than they are by the ePD. 
Nonetheless, companies would need to follow the GDPR latest in 2018 and, if not changed in future, the ePD needs to be followed on country-level as well. 
Selected citations from GDPR 
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf has the up to date version of the GDPR.

Article 5 lays down details on the principles relating to processing of personal data: 

· lawfulness, fairness and transparency
· purpose limitation
· data minimization

· accuracy

· storage limitation

· integrity and confidentiality

· accountability
Article 7 on “conditions for consent” demands the user to give consent in processing his personal data, while the MNO (controller) shall be able to demonstrate that the user (data subject) has given this consent. This consent can be withdrawn at any time. 
Selected citations from ePD

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML is the version of the ePrivacy Directive from 2002 (still referring to the DPD). Main objective is to minimising the processing of personal data and using anonymous or pseudonymous data where possible. As long as no update of the ePD is given, this reference stays relevant. Future versions are supposed to remove the overlap with the new GDPR.
Article 5

Confidentiality of the communications

1. Member States shall ensure the confidentiality of communications and the related traffic data by means of a public communications network and publicly available electronic communications services, through national legislation. In particular, they shall prohibit listening, tapping, storage or other kinds of interception or surveillance of communications and the related traffic data by persons other than users, without the consent of the users concerned, except when legally authorised to do so in accordance with Article 15(1). This paragraph shall not prevent technical storage which is necessary for the conveyance of a communication without prejudice to the principle of confidentiality.

2. Paragraph 1 shall not affect any legally authorised recording of communications and the related traffic data when carried out in the course of lawful business practice for the purpose of providing evidence of a commercial transaction or of any other business communication.

3. Member States shall ensure that the use of electronic communications networks to store information or to gain access to information stored in the terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user concerned is provided with clear and comprehensive information in accordance with Directive 95/46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of carrying out or facilitating the transmission of a communication over an electronic communications network, or as strictly necessary in order to provide an information society service explicitly requested by the subscriber or user.

Article 6

Traffic data

1. Traffic data relating to subscribers and users processed and stored by the provider of a public communications network or publicly available electronic communications service must be erased or made anonymous when it is no longer needed for the purpose of the transmission of a communication without prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).

2. Traffic data necessary for the purposes of subscriber billing and interconnection payments may be processed. Such processing is permissible only up to the end of the period during which the bill may lawfully be challenged or payment pursued.

3. For the purpose of marketing electronic communications services or for the provision of value added services, the provider of a publicly available electronic communications service may process the data referred to in paragraph 1 to the extent and for the duration necessary for such services or marketing, if the subscriber or user to whom the data relate has given his/her consent. Users or subscribers shall be given the possibility to withdraw their consent for the processing of traffic data at any time.

4. The service provider must inform the subscriber or user of the types of traffic data which are processed and of the duration of such processing for the purposes mentioned in paragraph 2 and, prior to obtaining consent, for the purposes mentioned in paragraph 3.

5. Processing of traffic data, in accordance with paragraphs 1, 2, 3 and 4, must be restricted to persons acting under the authority of providers of the public communications networks and publicly available electronic communications services handling billing or traffic management, customer enquiries, fraud detection, marketing electronic communications services or providing a value added service, and must be restricted to what is necessary for the purposes of such activities.

6. Paragraphs 1, 2, 3 and 5 shall apply without prejudice to the possibility for competent bodies to be informed of traffic data in conformity with applicable legislation with a view to settling disputes, in particular interconnection or billing disputes.

…

Article 9

Location data other than traffic data

1. Where location data other than traffic data, relating to users or subscribers of public communications networks or publicly available electronic communications services, can be processed, such data may only be processed when they are made anonymous, or with the consent of the users or subscribers to the extent and for the duration necessary for the provision of a value added service. The service provider must inform the users or subscribers, prior to obtaining their consent, of the type of location data other than traffic data which will be processed, of the purposes and duration of the processing and whether the data will be transmitted to a third party for the purpose of providing the value added service. Users or subscribers shall be given the possibility to withdraw their consent for the processing of location data other than traffic data at any time.

2. Where consent of the users or subscribers has been obtained for the processing of location data other than traffic data, the user or subscriber must continue to have the possibility, using a simple means and free of charge, of temporarily refusing the processing of such data for each connection to the network or for each transmission of a communication.

3. Processing of location data other than traffic data in accordance with paragraphs 1 and 2 must be restricted to persons acting under the authority of the provider of the public communications network or publicly available communications service or of the third party providing the value added service, and must be restricted to what is necessary for the purposes of providing the value added service.
US Regulation

US Department of Transportation (DOT), NHTSA agency (National Highway Traffic Safety Administration) issued in 2014 an Advance Notice of Proposed Rulemaking (ANPRM) and a comprehensive research report (DOT HS 812 014) on vehicle-to-vehicle (V2V) communications technology including the Department's research findings in several key areas including technical feasibility, privacy and security, and preliminary estimates on costs and safety benefits.

For the last 2 years ANPRM was seeking public input on these findings to support the Department’s regulatory work to eventually require V2V devices in new light vehicles.

NHTSA announced to provide a regulatory mandate "Federal Motor Vehicle Safety Standard", which is based on a V2V safety NPRM.

Citations related to security and privacy issues from the report “Vehicle-to-Vehicle Communications: Readiness of V2V Technology for Application” (DOT HS 812 014)

· V2V device certification issues: 

V2V devices are different from other technologies regulated by NHTSA under the Federal Motor Vehicle Safety Standards, insofar as part of ensuring their successful operation (and thus, the safety benefits associated with them) requires ensuring that they are able to communicate with all other V2V devices participating in the system. 

This means that auto manufacturers (and V2V device manufacturers), attempting to comply with a potential V2V mandate, could have a significant testing obligation to guarantee interoperability among their own devices and devices produced by other manufacturers. It is an open question whether individual companies could meet such an obligation themselves, or whether independent testing facilities might need to be developed to perform this function. 

Based on the current security design, it also is likely that the entity or entities providing the security management system would require that device manufacturers comply with interoperability certification requirements to ensure the reliability of message content.
· Standing up security and communications systems to support V2V: 

In order to function safely, a V2V system needs security and communications infrastructure to enable and ensure the trustworthiness of communication between vehicles. 

The source of each message needs to be trusted and message content needs to be protected from outside interference. In order to create the required environment of trust, a V2V system must include security infrastructure to credential each message, as well as a communications network to get security credentials and related information from vehicles to the entities providing system security (and vice versa). 

NHTSA currently anticipates that private entities will create, fund, and manage the security and communications components of a V2V system. While NHTSA has identified several potential types of entities, including some specific entities, which might be interested in participating in a V2V security system, private entities have not committed to doing so to date.
· Privacy: 

At the outset, readers should understand some very important points about the V2V system as currently contemplated by NHTSA. 

· The system will not collect or store any data identifying individuals or individual vehicles, nor will it enable the government to do so. 

· There is no data in the safety messages exchanged by vehicles or collected by the V2V system that could be used by law enforcement or private entities to personally identify a speeding or erratic driver. 

· The system—operated by private entities—will not enable tracking through space and time of vehicles linked to specific owners or drivers. 

· Third parties attempting to use the system to track a vehicle would find it extremely difficult to do so, particularly in light of far simpler and cheaper means available for that purpose. 

· The system will not collect financial information, personal communications, or other information linked to individuals. 

· The system will enroll V2V enabled vehicles automatically, without collecting any information that identifies specific vehicles or owners. 

· The system will not provide a “pipe” into the vehicle for extracting data. 

· The system will enable NHTSA and motor vehicle manufacturers to find lots or production runs of potentially defective V2V equipment without use of VIN numbers or other information that could identify specific drivers or vehicles. 
Drivers may be concerned about the possibility that the government or a private entity could use V2V communications to track their daily activities and whereabouts. However, as designed, NHTSA is confident that the V2V system both achieves the agency’s safety goals and protects consumer privacy appropriately.
The global association SAE International unifies experts from aerospace, automotive and commercial-vehicle industries and published recently two related technical standards.
SAEJ2735™ - Dedicated Short Range Communications (DSRC) Message Set Dictionary specifies a message set, and its data frames and data elements specifically for use by safety applications intended to utilize 5.9 GHz DSRC for V2V communication systems. 
SAE 2945™/1 - On-Board System Requirements for V2V Safety Communications specifies the parameters for a system to transmit and receive the SAE J2735-defined safety messages over a Dedicated Short Range Communications (DSRC) wireless communications link. 

According to http://www.prweb.com/releases/2016/04/prweb13308870.htm, it is expected that both standards will be cited in the National Highway Traffic Administration’s (NHTSA) upcoming Federal Motor Vehicle Safety Standard Number 150 (FMVSS 150) rulemaking which will require vehicle-to-vehicle (V2V) communication capability for light duty vehicles and create minimum performance requirements for V2V devices and messages.
