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Abstract of the contribution: This pCR proposes an extension to the existing identity management architecture in order to support inter-domain identity management for interconnect operation.
1. Introduction

There are interconnect use cases where a mission critical user may require service authorisation in domains that are different from the user’s home domain.
For instance, a mission critical user that is home to one domain may be a member of a PTT group located in a second domain, while also being a member of a video group service located in a third domain.  In these use cases, the identity of the user must be authorized at each foreign domain in order for that user to obtain the group services.
The following Stage 1 requirements from 22.179 apply to interconnect operation:

 [R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

NOTE 1:
This is an application layer authentication and not 3GPP network authentication.

 [R-6.18.2-004] An MCPTT Service shall provide mechanisms to allow an MCPTT User on the Primary MCPTT System to affiliate to an MCPTT Group from a Partner MCPTT System, subject to authorisation from the Primary MCPTT System and the Partner MCPTT System where the MCPTT Group is defined.

 [R-6.18.2-007] End to end security of an MCPTT Group communication (including in Partner MCPTT Systems) shall be based on parameters obtained from the MCPTT system where the MCPTT Group is defined.

To address the above interconnect use cases and Stage 1 requirements, some coordination between the Identity Management services in the different domains must occur.  This pCR proposes extending the current mission critical identity management architecture to support inter-domain interconnect user authentication and authorisation based on current industry standards using the token exchange mechanisms defined in RFC 7521 “Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants” and RFC 7523 “JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants”.
In general, the user from one domain seeking interconnect services from a second domain obtains an inter-domain ID token from their home (primary) identity management service.  This inter-domain ID token is specifically targeted for the second IdM system and is used only to identify the user at that second IdM system.  The second IdM validates the inter-domain ID token, and if valid, the second IdM service provides a local access token which is then used for user authorisation with the local services.
2. pCR to TR 33.880
************************ Start of change 1 *********************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xa]
RFC 7521: “Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants”

[xb]
RFC 7523: “JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants”
[xc]
RFC 7515: “JSON Web Signature (JWS)”

************************ End of change 1 *********************************
************************ Start of change 2 *********************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Primary MCPTT System: MCPTT system where the MCPTT User Profile of an MCPTT User is defined.

Partner MCPTT System: Allied MCPTT system that provides MCPTT Services to an MCPTT User based on the MCPTT User Profile that is defined in the Primary MCPTT System of that MCPTT User.
************************ End of change 2 *********************************

************************ Start of change 3 *********************************

7.7.x Inter-Domain Identity Management
7.7.x.1 General

When a mission critical user requires service authorisation and the service is in a domain different from the primary domain of the user, coordination between the identity management services of the two MC domains is required.  For example, a MC user from one domain may be a member of a group, where the group is home to a different domain.

7.7.x.2 Inter-domain identity management functional model

The inter-domain identity management functional model is shown in Figure 7.7.x.2-1.
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Figure 7.7.x.2-1: Functional Model for Inter-Domain MC Identity Management
In figure 7.7.x.2-1, the IdMS located in the primary domain (MC Domain A) is the home identity management server for the user.  The partner IdMS is located in a second domain (MC Domain B) and is home to the group where the primary user requires access.

The CSC-1 reference point between the UE IdM client and the partner IdM server endpoints shall be a direct connection and shall be protected with HTTPS (TLS).

As defined in clause 5.6, an access token is required for user service authorisation.  The same principle applies for inter-domain user service authorisation in that the user must present an access token issued from the partner IdMS in MC Domain B for authorisation to services in MC Domain B.
In order for the UE to obtain this local access token, a token exchange procedure with the primary IdM service shall be used to obtain a credential that identifies the user to the partner IdM service.  This credential shall be an ID token specific to the partner IdM service, signed by the primary IdM service per IETF RFC 7515 [xc].  Upon validation, the partner IdM service shall provide an access token to the UE specifically scoped for that user.  This access token shall provide the user with authorisation to the service(s) in the partner domain.

The token exchange profile for accessing the partner MC identity management services shall consist of [xa] and [xb] and shall be implemented as defined in annex YY.

Note: A specific and independent ID token is required for each partner identity management domain.

7.7.x.3 Inter-domain identity management for interconnect operation
Figure 7.7.x.3-1 shows the message sequence for inter-domain authentication and authorisation for interconnect operation.
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Figure 7.7.x.3-1: Inter-domain user authentication and authorisation
Steps 0-3: These steps are the same as described in steps 0-3 of figure C.1-1 (Annex C) and provide the initial network access, network security, HTTPS tunnel to IdM server, user authentication, IMS authentication, and SIP registration.

Step 4:
This step represents the culmination of steps C-1 through C-5 in figure 5.6.1-1 (clause 5.6.1) which authorises the user for services in the primary domain.  As part of this step the UE obtains the user’s profile, which specifies both local (primary domain) and non-local (partner domain) group services.

Step 5:
From the user’s profile, the UE identifies group service(s) that is home to a partner domain.  The user profile includes metadata of the group service(s) and information about the partner IdMS (i.e. the token endpoint host address and the “aud” parameter for use in the token exchange request).

Step 6a:
The UE IdM Client performs a HTTP POST (token exchange) request to the user’s primary IdM Server token endpoint.  This request consists of the access token obtained in step 3 and information about the partner IdMS (i.e. the “aud” parameter obtained from the user profile group metadata).
Step 6b:
The primary IdM Server token endpoint verifies the access token and returns an ID token specific to the partner IdM Server.
Step 7:
The UE establishes a secure HTTP tunnel with the partner IdM token endpoint using HTTPS.
Step 8a:
The UE IdM Client performs a HTTP POST token request to the partner IdM token endpoint to exchange the ID token for an access token. The format for this message is defined in [xb].

Step 8b:
The partner IdM Server token endpoint verifies the ID token and issues a 200 OK with an access token specific to the user and the user’s local MC services.
Step 9:
For each group membership, the GM client in the UE follows the “Retrieve group configurations at the group management client” flow as shown in clause 10.1.2 of 23.179, presenting an access token in the Get group configuration request over HTTP.  If the access token is valid, the GMS authorises the user for the specific group management service.  Completion of this step results in the GMS sending the user’s group policy information and group key information to the GM client.  This step is repeated for each additional group service that is home to this partner domain.

Note: Steps 5–9 are repeated for each partner domain.
************************ End of change 3 *********************************
************************ Start of change 4 *********************************
Annex YY (normative):

Token exchange profile for inter-domain identity management

Editor’s note: This annex will contain the token exchange profile for inter-domain identity management.
************************ End of change 4 *********************************
3. Conclusion

To satisfy the Stage 1 inter-domain user authentication and authorisation requirements defined in 22.179, we kindly ask SA3 to accept the above pCR.
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