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Abstract of the contribution: Propose a key issue to consider security for CN functions that are deployed in a place that is not well physical protected, e.g. close to AN, and provide a solution for this key issue.
1. Discussion
Virtualizatin makes it possible that the serving functions in core network deploye close to AN, in which place it may not be well physical protected. The security issue for those serving functions needs to be studied.
2. pCR
************************************************** Start of change *******************************************************
5.1.3.x
Key issue #1.x: Security for serving functions not in physical protected place
5.1.3.x.1
Key issue details

In 5G system, control functions in core network are virtualized, which makes the deployment of the control functions easy. It is possible that some core network functions, such as SM, even MM, may be deployed close to AN, in which place it may not be well physical protected.
Following two deployment modes are identified:
-
Mode A: all serving functions are deployed in a place that is physical protected.

Normally, this place is not close to AN. To this mode, a serving function (e.g. vSF-x in figure 5.1.3.x.1-1) can be deployed to handle UE-CN secure signalling (e.g. NAS in LTE). The deployment of the serving function needs to make sure that signalling is not circuitous (e.g. in figure 5.1.3.x.1-1, if vSF-x is very far from AN and vSF-y is close to AN, then the signalling between UE and vSF-y will consume more time).
-
Mode B: some serving functions are deployed in a place that is not well physical protected.
Normally, this place is close to AN. To this mode, if UE-CN secure signalling only terminated at one vSF (e.g. vSF-y in figure 5.1.3.x.1-2), which is far from AN, then UE-CN signalling between UE and other vSFs close to AN (e.g. vSF-x in figure 5.1.3.x.1-2) needs to be handled by the vSF first, after integrity and confidentiality processing, the signalling can be forwarded. This will make the signalling circuitous, so, it is better that UE-CN secure signalling also is able to be terminated at vSF, e.g. SM, which is not in physical protected place, to avoid signalling cirtuitous. Considering the secure tunnel between vSFs that across unsecured domain may be hacked, and the vSF itself maybe hacked too, it is a risk that subscriber sensitive information (e.g. IMSI) may be eavesdropped if it is sent in the secure tunnel. Hence, no subscriber sensitive information can be send to the vSF not in physical protected place, and the vSF need to use temporary ID to manage UE related information, and any temporary ID related to the UE shoud be changed frequently to avoid tracking.
NOTE:
There may be a vSF in the middle of UE-CN security signalling path, e.g. serving function for slice selection.
It is recommended that mode A is the only case for Next Generation, however, it is FFS whether both deployment modes need to be considered. If mode B needs to be considered too, then security requirement needs to be specified for mode B.
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Figure 5.1.3.x.1-1 Mode A
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Figure 5.1.3.x.1-2 Mode B
5.1.3.x.2
Security threats
There’s no special security threat can be identified for mode A.

If mode B needs to be considered, then if subscriber sensitive information (e.g. IMSI) is delivered to the vSF not in physical protected place, then exposure of the subscriber sensitive information to hacker may happen. As the vSF is easy to be accessed, storage of the vSF maybe hacked, so, UE related information is not secure, if the information can be tracked, e.g. by temporary ID, then user related information maybe deduced. If the vSF is able to handle UE-CN security signalling, and the keys for handling UE-CN secure signalling in the vSF can deduce keys for handling UE-CN secure signalling in other vSF, the signalling go and forth the other vSF will be eavesdropped easily (e.g. in figure 5.1.3.x.1-2, if keys for handling UE-CN security signalling in vSF-x can deduce keys for handling UE-CN secure signalling in vSF-y, then the UE-CN secure signalling between UE and vSF-y will be eavesdropped easily).
5.1.3.x.3
Potential security requirements

It should be considered whether a vSF can be deployed not in physical protected place. And if the answer is yes, then the following security requirements should be considered:

-
Subscriber sensitive information should not be delivered to the vSF.

-
Any UE related information should be assigned to pseudonymity in the vSF, and any temporary ID related to the UE shoud be changed frequently.
Further more, it should be considered whether the vSF handling UE-CN signalling. And if the answer is yes, then the following additional security requirements should be considered:
-
It should be possible that the vSF can handle UE-CN secure signalling (i.e. perform integrity and confidentiality process per UE) if needed.

-
The keys for handling UE-CN secure signalling in the vSF should not be able to deduce keys in any other vSF, which handles UE-CN secure signalling too.
**************************************************** End of first change ************************************************
**************************************************** Begin of second change*******************************************
5.1.4.y
Solution #1.y: Serving functions all deployed in physical protected place
5.1.4.y.1
Introduction

This solution addresses key issue #1.x.

5.1.4.y.2
Solution details  
Serving functions, not like AN functions, provides business services to users, and informations exchange between UE and serving functions, and between serving functions contains service specific information, which may be sensitive to user and MNO. Deploy all serving functions in physical protected place, even close to AN, makes the development of NextGen system easier to satisfy security requirement.
5.1.4.y.3
Evaluation 

FFS
**************************************************** End of change ************************************************
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