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Abstract of the contribution: Requirements linked to recording and discreet listening of private communications are not fulfilled by TS.33.179. This document discusses the issue and proposes two solutions to solve this.


Introduction
The MCPTT solution is requested to provide two features specific to mission critical operations: recording and discrete listening by an authorized MCX user. We define as recording the capability for an authorized user to continuously record the communications of a targeted user or organization for a certain amount of time. Discreet listening is the capability for an authorized user to punctually listen any communication already on going. The MCPTT solution has to support these features for both group and private communications, as it is stated in the TS 22.280: 
· [R-6.15.1-001] The MCX Service shall provide a mechanism for an authorized MCX User to receive MCX Service Group or Private Communication transmissions from any MCX User within their authority without noticeable impact on or knowledge of the MCX User. (Discreet Listening)
· [R-6.15.4-003] The MCX Service shall provide a mechanism for a Mission Critical Organization to record the transmissions of the Group Communications and Private Communications under the organization's authority. (Recording)
Although the security mechanisms defined in TS 33.179 allow the recording and the discreet listening of group communications it doesn’t fulfil the two requirements above for private calls.

Description of the issue
Indeed, Private call protection relies on the key PCK which is derived to protect the SRTP stream. PCK is generated by the initiating MCPTT UE and sent to the terminating MCPTT UE thanks to a MIKEY-SAKKE_I_MESSAGE as described in IETF RFC 6509. The PCK generation and distribution is made at each call set up. The PCK is distributed encrypted to the UID of the terminating user.
The only way for an authorized MCX user to record the media is to get the PCK. But as this PCK is generated by the initiating UE and sent encrypted to the UID of the terminating user, it is impossible for another authorized MCX to get this key that would allow him to listen or record the communication.

Proposed solutions for allowing discreet listening and recording of private communications
At least two solutions can be considered to solve this issue:
Solution 1:
The first solution is to provide the recorder with the SAKKE private keys of all the UEs so that it is able to decrypt all the messages containing the PCKs. 
This solution is not acceptable from security point of view as it would mean that the recorder is able to decrypt all the messages protected by MIKEY SAKKE and then to decrypt other data which is not of recorder’s interest. The recorder would also be a specific target for attacks as it would store all the SAKKE private keys of the system.
Solution 2:
The second solution is to include an additional SAKKE component encrypting the PCK to the recorder, as it is mentioned in TS 33.179, section 7.4.2, Note 2. A MIKEY general extension payload could be added to the MIKEY-SAKKE message, on the same model as the extension model to support ‘SAKKE-to-self’ described in TS 33.179, section E.5.
This extension would include the PCK encapsulated to an individual identity such as “recording for user A”.
The MIKEY-SAKKE message would then include both the PCK encrypted to the identity of the called user and the PCK encrypted to the identity of the recorder of the calling user.
This recorder would then need to store the SAKKE private keys associated to the identities “recording for user A”, “recording for user B”,…

Conclusion
TS 33.179 does not allow the recording/discreet listening of private communications. The proposed solution 2 would solve this issue. It is proposed that SA3 agree on this solution for Release 14.

