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Abstract of the contribution: This contribution analyses the Editor’s Note in 6.1.2.6 of TR 33.863 (the BEST-TR) and proposes to remove this Editor’s Note
1. Introduction

The best TR 33.863 section 6.1.2.6 contains an Editor’s note that reads:

Editor's note: It is FFS whether key derivation on the ME is also an appropriate option in the UMTS AKA case.
The point that is being raised by this Editor’s Note is that it may not be sufficiently secure to derive the BEST keys in the MEs in case of UMTS AKA in stead of EPS AKA. Compared to the key derivation solution in 6.1.2.4, in this solution, the BEST keys are derived in the ME from CK and IK. That means that the key derivation can be done on the ME without the UICC being involved and can be done by everyone who has access to CK and IK. In case of UMTS AKA, CK and IK are accessible to the serving network and therefore, in roaming situation, the serving network could derive the BEST keys as well.

The Editor’s Note can be removed since the solution only refers to EPS AKA where only  KASME is shared between the serving network and the UE and CK and IK are kept in the HSS and the ME itself. 

2. Proposal

**** CHANGE *****

6.1.2.6
Solution variant: key derivation on the ME (EPS AKA only)

In all of the solution descriptions above, new key derivation operations are required on the USIM. (From a concatenation of CK and IK, the USIM derives one or more of CK´/IK´, e2mKEYSET, e2mKEYSET_ID, according to the particular solution variant. An AMF bit is used to indicate whether these additional key derivations are required.)

In the case of EPS AKA, new key derivation is only required to produce e2mKEYSET and (in one variant) e2mKEYSET_ID. Rather than doing this on the USIM, an alternative is for the new key derivation options to be performed by the ME. In this case the USIM does nothing new – it just generates CK and IK as usual. Key derivation operations are illustrated in Figure 6.1.2.6-1. 
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Figure 6.1.2.6-1: Key derivation

Use of the AMF bit is no longer necessary if this variant is adopted.


**** END OF CHANGE *****
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