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Abstract of the contribution: This contribution analyses the Editor’s Note in 6.1.2.3 of TR 33.863 (the BEST-TR) and proposes to remove this Editor’s Note
1. Introduction

The best TR 33.863 section 6.1.2.3 contains an Editor’s note that reads:

Editor's note: it is FFS whether and how E2E CK/IK key could be retained or recreated by the HLR/HSS in order to be pulled by the HSE.

This Editor’s note raises the point that at some point in time the keys can should be pulled by the HSE. There are two reasons why an HSE would like to pull the keys:
· Because there is a first connection setup and the HSE would like to obtain the keys for the connection

· Because the UE comes back from an idle period and the HSE has for some reason flushed the keys.

For the first situation, it is proposed to let the HSS store the keys for a short period of time, for example a few minutes. E.g. long enough for the authentication run to complete and the HSE to pull the keys. For the second situation, a solution is provided in solution 6.1.2.5 where key management server is introduced. We therefore propose to add a note to say that the HSS can store the keys for some time and to remove the Editor’s note. 

2. Proposal

**** CHANGE *****

6.1.2.3
"UE to HPLMN" security solution with HSE pull procedure

Key Establishment Procedure:

[FIGURE OMITTED]
Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

-
in the case of UMTS AKA:

-
derives CK´/IK´ from a concatenation of CK and IK, see clause 6.1.2.4 (CK´/IK´ will be used for air interface security) and sets AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable air interface ciphering and integrity keys;
-
derives e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.4.
-
in the case of EPS AKA:

-
from CK and IK, as well as deriving KASME in the usual way, also derives e2mKEYSET, see clause 6.1.2.4;
-
sets an AMF bit to 1 to indicate to the SGSN/MME/UE whether E2E keys should be derived;
-
While building the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK´/IK´.
NOTE 1: The HSS keeps CK and IK in memory for a short period of time, e.g. a couple of minutes so that the HSE can pull the key set.
1. Distribution of AV to the SGSN/MME 

NOTE 2:
It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the MTC scenario.
2. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 [27] (resp. TS 33.401 [28]).

3. The USIM runs UMTS/EPS AKA, and if the AMF bit indicating that additional key derivation is to be done is set to 1, performs the following additional key derivations:

-
in the case of UMTS AKA:

-
CK´/IK´ (used for Air IF sec) from a concatenation of CK and IK, see clause 6.1.2.4;
-
e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.4.
-
in the case of EPS AKA:

-
e2mKEYSET from CK and IK, see clause 6.1.2.4.
4. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [27] (resp. TS 33.401 [28]).

5a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the SQN value (or RAND) from the AV and associated IMSI to the GGSN. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [29].

5b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message. The PCO IE should contain the SQN value (or RAND) and associated IMSI. The PCO IE within the Update PDP Context request message will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [29].

6. The GGSN/P-GW forwards the SQN value (or RAND) along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

7 & 8. The HSE fetches e2mKEYSET from the HSS/HLR by providing the SQN value (or RAND) and associated IMSI


9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.
**** END OF CHANGE *****

