3GPP TSG SA WG3 (Security) Meeting #83
S3-160826
9-13 May 2016 San Jose de los Cabos (Mexico)
revision of S3-130609
Source:
Nokia
Title:
Non-AKA-based authentication
Document for:



Approval 

Agenda Item:
8.9
Work Item / Release:
FS_NSA
Abstract of the contribution:

This contribution proposes a key issue " Non-AKA-based authentication" for the security area " Authentication and Authorization". 
No revision marks are used as all text is new. 'AA' is a placeholder for the correct number (to be inserted by the rapporteur).
5.AA.3.1
Key issue #AA.3: Non-AKA-based authentication
Editor's Note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.AA.3.1.1
Key issue details

While AKA-based authentication has been a cornerstone for the success of 3G and 4G security, there are requirements stated by SA1 that suggest that non-AKA-based methods need to be considered in 5G as well. They can be found in TR 22.862 " Feasibility Study on New Services and Markets Technology Enablers - Critical Communications ", clause 5.1.3, as follows: 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

However, it is not clear from these requirements what it actually means for 5G security to support these alternative authentication methods. E.g., it is not clear whether 3GPP AAA servers would support alternative authentication methods, or rather whether 3GPP serving networks would be required to interact with 3rd party AAA servers. 

What seems clear, however, is that it would not be appropriate to mandate the support for alternative authentication methods in all 3GPP AAA servers or in all 5G UEs. There are likely to be operators wishing to support only traditional 3GPP credentials, i.e. USIM-based credentials, and there are likely to be 5G UEs designed to support only enhanced Mobile Broadband using only traditional 3GPP credentials.

It is obvious that there is a relationship with the key issue "Authentication Framework". Such an authentication framework would be one way to make the use of alternative authentication methods transparent to the 3GPP 5G serving network.
Possible EAP methods to study are EAP-TLS and EAP-TTLS, cf. e.g. Hotspot 2.0 that mandates their support. As explained above, mandating support of particular EAP methods in 3GPP AAA servers or in 5G UEs seems not appropriate, but 3GPP could think about recommending a (quite limited) number of methods. Providing a security review of all available EAP methods by 3GPP seems out of the question. 

A review of non-3GPP access to the EPC, as defined in TS 33.402, with respect to its relevance for 5G is likely to be needed: 

· In trusted non-3GPP access to the EPC, the authenticator resides in the trusted access network; would the authenticator in 5G rather reside in the core network?

· It is ffs whether the analogy of the case of untrusted non-3GPP access to the EPC, using an ePDG, needs to be supported in 5G. 

It is further not clear where credentials are stored and processed on the terminal side when alternative authentication methods with different types of credentials are used. It is ffs whether 3GPP would have to define any requirements on credential storage and processing on the terminal side.

5.AA.3.1.2
Security threats 

· Weak alternative authentication methods could lead to security breaches. 
· Weak credential storage and processing on the terminal side could lead to security breaches.
· The reliance on third parties for security of the 5G network could make it difficult or impossible for 3GPP operators to vouch for the security of their networks. 
5.AA.3.1.3
Potential security requirements
· The 5G NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.
· Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the 5G NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

· If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied. 

