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Abstract of the contribution: This contribution highlights an unnecessary dependence between the NAS and AS security layers of LTE and proposes that should a dependence should be avoided in 5G  
Discusssion
In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. If an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys. It is preferable to avoid such a feature in 5G as in particular it may be that MMEs (or the 5G equivalent of an MME) are deployed in less secure locations.
Proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR.
Proposed pCR

Note to Editorr: This is a security context area 
5.x.3
Key issues

5.x.3.y
Key issue #x.y: Unnecessary dependence of keys between security layers
5.x.3.y.1
Key issue details
In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. If an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys (NAS layer and AS layer keys that were derived from the old KASME). It is preferable to avoid such a feature in 5G as in particular it may be that MMEs (or the 5G equivalent of an MME) are deployed in less secure locations. The keys in different security layers in 5G should be independent of each other such that the security context at a higher layer can be completely deleted without affecting the ability to use lower layer security context (e.g. the same keys should not need to be used in both security contexts). Preserving this independence should not result in breaking the authoristaion model, i.e. it is still possible to know that the two security contexts are associated with the same UE. 
5.x.3.y.2
Security threats 
When security contexts at different layers share a common key, it means that it is impossible to completely replace (for example in LTE replacing the NAS security context in an MME after an AKA) the higher layer security context until the lower layer security context has become obsolete. It may also result in this key being passed to another entity which then be capable of decrypting data that it would otherwise not get access to.
5.x.3.y.3
Potential security requirements

TBD
