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Abstract of the contribution: this proposal proposes adding a key issue for supporting the security credential management and allowing remote provisioning for IoT devices either directly or indirectly.
1 Introduction	
[bookmark: OLE_LINK134][bookmark: OLE_LINK135][bookmark: OLE_LINK136]In current 4G cellular networks, mutual authentication is carried out between a User Equipment (UE) and the cellular network. The current mutual authentication protocol employed by 4G is Authentication and Key Agreement (AKA). To perform AKA, the UE and the Core Network (CN) are required to have some pre-shared confidential information kept on both sides.  In current 3G/4G networks, at the network side, the credentials are kept in servers named Home Subscriber Server (HSS); while at the UE side, the credentials are kept in an isolated device named Universal Subscriber Identity Module (USIM) card. The USIM card is a computing device embedded in a USIM slot inside a UE. USIM and UE can exchange information via a special interface. 
Internet of Things (IoT) is one of the five catertories classified for 5G use cases in [1] (TR 22.891). IoT devices will span a wide range, from small devices (such as sensors, wearable devices) to big devices (such as smart home appliance).  Some of them may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus can not access the 3GPP network.  In [1] (TR 22.891), it is pointed out that IoT device manufacturers may not know where their devices will eventually be deployed and activated. Thus, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific information. Therefore, remote provisioning is recommended as a way to complete the IoT device configuration. 

This contribution also proposes to discuss some considerations on the security credential management, including description, threat analysis and security requirement analysis.	Comment by Wang Haiguang: From S3-160645

2 Discussion
In [1] (TR 22.891), it is pointed out that some IoT devices may not be pre-provisioned with PLMN specific information when they are manufactured. Thus, remote provisioning can be used to complete device configuration.
[bookmark: OLE_LINK162][bookmark: OLE_LINK163]
Excerpts from SA1 TR22.891:

Section 5.21.1 Description  

---
IoT device manufacturers may not know where their devices will eventually be deployed and activated. Consequently, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific information. The manufacturer will need to know the device is intended for use with 3GPP technology and as such will include a mechanism (e.g., certificate) to securely establish an association with a 3GPP network when the device is activated by an end user.

Remote provisioning may be used to complete device configuration.

Potential Service Requirements:

The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish access to a 3GPP network.
The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish access to a 3GPP network.
---

Excerpts from SA1 TR22.861:

[bookmark: _Toc443472784]5.1.3.2	Internet of Things security

---
[PR.5.1.3.2-001] The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.
---
In summary, we need to consider in SA3 that how to remotely provision IoT devices that have not pre-provisioned with PLMN specific and IoT service specific information in a secure way. . In practice, some IoT devices may be installed with factory certifactes or temporary credentials when they are manufactured.  For these devices, they can connect to the network directly for remote provisioning. For other devices without factory certifactes or temporary credentials, they may not be able to connect to the network directly for remote provisioning. For these devices, they should be allowed to be remotely provisioned indirectly. 
3 Conclusion
Secure remote provisioning for IoT devices direcrtly or indirectly  shall be supported in the next generation network.

It is proposed to include this key issue into the Security Aspects of the Next Generation System TR33.899.
4 Reference
[1] 3GPP TR 22.891: "Feasibility Study on New Services and Markets Technology Enablers; Stage 1".
[2] 3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things: Stage 1".
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[bookmark: OLE_LINK187][bookmark: OLE_LINK186][bookmark: _Toc419387430][bookmark: _Toc434312258]***************************BEGIN OF CHANGES **********************
[bookmark: _Toc450799788][bookmark: _Toc450800123][bookmark: _Toc446332739][bookmark: _Toc416332517][bookmark: _Toc353538994]5.12	Security area #12: Credential provisioning 
[bookmark: _Toc450799789][bookmark: _Toc450800124]5.12.1	Introduction 
[bookmark: _Toc450799790][bookmark: _Toc450800125]Editor's Note: This clause gives background information on the security area. 
5.12.2	Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.12.3 Key Issues 

[bookmark: _Toc416332518][bookmark: _Toc446332740][bookmark: OLE_LINK188][bookmark: OLE_LINK189][bookmark: OLE_LINK190]5.12.3.y Key Issue #x.y:  Credential Management and Remote Credential Provisioning

[bookmark: _Toc416332519][bookmark: _Toc446332741]5.12.3.y.1 Key issue details

The next generation system will combine multiple network access and new paradigm services, such as Internet of Things (IoT), cloud-based services, industrial control, autonomous driving, mission critical communications, etc. Different network access and services have their own characteristics therefore the requirements of security mechanisms are diversity. Some network access and services may need the security credential to archive authentication process and guarantee the communication security, such as IoT devices are desirable to periodically update the subscription security credentials (TR 22.891). Therefore, in the next generation system side, it needs to management security credentials for multiple network access and new paradigm services, including credential creation, update, deletion, revocation etc.	Comment by Wang Haiguang: From 645
Internet of Things (IoT) is one of the five catertories classified for 5G use cases in [1] (TR 22.891). IoT devices will span a wide range, from small devices (such as sensors, wearable devices) to big devices (such as smart home appliance). Some of them may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus can not access the 3GPP network. Thus, the 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned with its 3GPP subscription credentials, when the device directly or indirectly connects to the 3GPP network. 

[bookmark: _Toc416332520][bookmark: _Toc446332742]5.12.3.y.2 Security threats 
Malicious users may overhear the credentials of legal IoT devices during their remote provisioning procedure if there is no secure mechanism to protect the confidentiality and integrity. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.  
Hackers may invade the system of IoT devices. The credentials may be obtained by the hackers if the credentional storage environment is not safe enough. 
The attacker may launch Man-in-the-middle attack during the authentication process which using security credential between the multiple network/new paradigm services access and the next generation system, if there is no security mechanism to protect this authentication process.	Comment by Wang Haiguang: From 645
The device may compromised by the attacker to launch some attacks, e.g. DDoS, if the overdue credential cannot be detected by the operator’s network in time.
[bookmark: _Toc416332521][bookmark: _Toc446332743]
5.12.3.y.3 Potential security requirements
The next generation system should support the security credential management.  	Comment by Wang Haiguang: From 645
The next generation system shall support a secure mechanism to remotely provision an IoT device directly or indirectly, with its 3GPP subscription credentials.
The next generation system shall support a secure mechanism that enables an IoT device hat has not been pre-provisioned with a 3GPP subscription to establish access to a 3GPP network directly or indirectly. 
Credential storage in IoT devices shall meet certain minimum security requirements (for example, achieve UICC similar security level). 
*************************END OF CHANGES	**************************

[bookmark: _GoBack]
