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Abstract of the contribution:
This contribution proposes a Key Issues “Authentication Framework”. 'AUTHE' is a placeholder for the correct number (to be inserted by the rapporteur). 
Here is how the revised documents were taken into account: 
For S3-160558:
First change about high level requirements is merged into S3-160802 
Key issue “Backward compatibility to LTE in broadband access” is merged into S3-160802
Key issue “Anti passive attacks if the pre-shared root key K is stolen” is merged into S3-160811
Key issue “Fast authentication for extreme real-time communication such as vehicular network and industrial control in an ad-hoc environment” was removed due to the comments from the plenary that there is no NexGen use case from SA1 to support the requirement.
The rest 2 key issues are remained in this revision.
[bookmark: _GoBack]Two editor’s notes about “Efficient in energy consuming and reduced signalling for resource constraint environment” to clarify that security threats and potential security requirements are to be addressed are added based on the comments from the plenary.
Discussion
NexGen network has to satisfy different service requirements, due to different scenarios, such as broadband access, IoT services, mission critical services and vehicular network.
Different service requirements may lead to different security considerations, for example, authentication consideration. In fact, in the ongoing work in SA1, SA2 and RAN, some security considerations have been issued, which are directly or indirectly relating to authentication. 
For SA1 part:
[bookmark: OLE_LINK73][bookmark: OLE_LINK74]The security requirements which quoted from MIoT are: 
· The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices.( ref. section 5.3.3.1)
[bookmark: OLE_LINK87][bookmark: OLE_LINK88]The security requirements which quoted from CirC are: 
· [bookmark: OLE_LINK84][bookmark: OLE_LINK85]The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation. (ref. section 5.1.3)
For RAN part:
In RAN’s 71meeting, some security requirements had been proposed and RAN sent LS (see SP-160213) to ask SA3to review these proposed security and help RAN to identify additional security-related requirements in its Study on Scenarios and Requirements for Next Generation Access Technologies. 
· [bookmark: OLE_LINK8][bookmark: OLE_LINK9]security overhead reduction for small data transmissions
For SA2:
In TR23.799, 19 key issues have been proposed, one of them is:
· [bookmark: OLE_LINK136][bookmark: OLE_LINK137]Authentication framework (Ref. section 5.9.1)

It is necessary to take all the input for consideration when specifying the authentication requirements and solutions in NexGen network. Aspects to be concerned includes the service requirements, architectural requirements, credential evolvement, newly aroused security threats, etc.

Proposed pCR
[bookmark: OLE_LINK201][bookmark: OLE_LINK202][bookmark: OLE_LINK177]
***	BEGIN OF FIRST CHANGE	***

5	Key issues and Solutions 



Editor's Note: This clause will document security assumptions related to each security area. 


· 
· 
· 
· 
· 







5.AUTHE.3.x Key Issue: Efficient in energy consuming and reduced signalling for resource constraint environment
5.AUTHE.3.x.1 Key issue details
The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is a room for improvement in the operational aspects that can be designed into a NexGen system whereas they are not easily retrofitted into an existing system.
Especially for the energy consumption sensitive devices, the objective is to keep operation for years, the authentication scheme should be designed to save computation cost and signalling overhead as efficient as possible.
5.AUTHE.3.x.2 Security threats
TBA
Editor’s note: Security threats need to be clarified.
5.AUTHE.3.x.3 Potential security requirements
Editor’s note: potential security requirements should be derived from security threats.
The lightweight but secure enough authentication scheme for energy consuming sensitive devices is required in NexGen network.
5.AUTHE.3.y Key Issue: Reduced signalling overload for massive UE active scenarios
5.AUTHE.3.y.1 Key issue details
There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment and owned by same entity need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 
Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.
5.AUTHE.3.y.2 Security threats
The attacker can intentionally utilize the accesses of the amount of IoT devices to launch signalling storm. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.
5.AUTHE.3.y.3 Potential security requirements
Editor’s note: The potential security requirements are to be further addressed.

















[bookmark: OLE_LINK203]
[bookmark: OLE_LINK204][bookmark: OLE_LINK205]	***	END OF FIRST CHANGE	***

***	BEGIN OF THIRD CHANGE	***








***	END OF THIRD CHANGE	***
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