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*** Change start

5.1
Key Issue #X: Credential provisioning for V2X services
5.1.1
Key issue details

This key issue is about the provisioning aspect of V2X service layer credentials, whether in scope of 3GPP and if so, how it is realized.
3GPP TS 21.185 [x] specifies in [R-5.1-002] the following requirement: A UE supporting V2X application shall be able to be pre-configured by the 3GPP network with parameters to be used for the transmission and reception of messages when not served by E-UTRAN supporting V2X communication.

Thus, at least for this use case, it needs to be detailed what is meant by “pre-configuration by the 3GPP network” and which 3GPP network entity would provide it. Or, if the pre-configuration is kept outside of 3GPP scope. The understanding of pre-configuration within this key issue is that the V2X enabled UE is provided with credentials to be used for the V2X service.

In order to access the V2X application server, the V2X enabled UE needs to authenticate and be authorized for V2X services via the LTE network. If the V2X application server is owned by the MNO, a V2X enabled UE could rely on the LTE credentials getting authorized to V2X service application. If the V2X application server is operated by a third party, V2X system entities need to be provided with credentials in advance.

Several options are seen: A V2X enabled UE could rely on the LTE credentials and receive specific V2X credentials after being authenticated to the LTE network or use application layer security only, i.e. LTE is only used to transport the V2X service authentication and authorization request to the V2X application server after the V2X enabled UE has been authenticated by the LTE system. LTE V2X could also use subscriber credentials in UICCs, in which case the provisioning is part of MNO business and not specified by 3GPP. Also embedded UICCs could be considered, which would allow remote provisioning of credentials as discussed by GSMA.
This key issue should also explore the ETSI ITS [z] specified way forward of using PKI. If this approach would be taken in 3GPP as well, certificates need to be provided and a certificate management needs to be in place. This would allow to separate authentication for access to LTE network from authentication for using V2X services. 
It should be noted that regulatory requirements may request pre-provisioning V2X UEs with credentials for V2X services.
5.1.2
Security threats
If a V2X enabled UE is allowed to access the V2X service without authentication, the system could be exposed to Deny of Service attacks. 
A compromised credential provisioning system could provide manipulated data to the V2X enabled UE.

5.1.3
Security requirements

Any credential provisioning server should be authenticated by the V2X enabled UE, before allowing the provisioning. 

Subscriber credentials exchanged between an authorized V2X application server in the network and the V2X enabled UE shall be confidentiality protected, integrity protected and protected from replays.
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ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; ITS communications security architecture and security management".
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