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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
The present document contains a study of the security aspects of V2X services and an evaluation of possible technical solutions needed to support such services. The Stage 1 requirements for these services are defined in TS 22.185 [2]. Potential stage 2 solutions for V2X Services are being studied in TR 23.785[3].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.185: "Service requirements for V2X services".

[3]
3GPP TR 23.785: "Study on architecture enhancements for LTE support of V2X services".
[4]
3GPP TR 22.885: "Study on LTE support for Vehicle to Everything (V2X) services".

[5]
Angermeier, Daniel, Alexander Kiening and Frederic Stumpf. “PAL - Privacy Augmented LTE: A Privacy-Preserving Scheme for Vehicular LTE Communication”. The Tenth ACM International Workshop on VehiculAr Inter-NETworking, Systems, and Applications (ACM VANET), 2013. 
[6]
ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; ITS communications security architecture and security management".
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

LTE-V system entity: A cellular network entity or V2X communication entity. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
Editor’s note: secure environment should be defined in the context of V2X. 
The following terms defined in TR 22.885 [4] are used in the present document:

Road Side Unit

V2I Service

V2N Service

V2P Service

V2V Service

V2X Service
Editor’s note: It should be checked whether these terms are actually used in this document later 

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DSRC

Dedicated Short Range Communication

LTE-V
LTE V2X 

RSU

Road Side Unit
V2I

Vehicle-to-Infrastructure

V2N

Vehicle-to-Network
V2P

Vehicle-to-Pedestrian
V2V

Vehicle-to-Vehicle

V2X

Vehicle-to-Everything
WAVE
Wireless Access in Vehicular Environments
4
Overview of V2X Services
Editor’s note: This clause will contain some brief background on V2X services. It may also contain SA2 agreed architecture for V2X. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Introduction

V2X Service contains three types of vehicular communication services (V2V (vehicle to vehicle), V2I/N (vehicle to infrastructure/network), and V2P (vehicle to pedestrian)) for both safety and non-safety aspects. The overall architecture for V2X services is given in TR 23.785 [3]. The present document covers security aspect for LTE support for vehicular communication services. Security issues along with identified threats and security requirements are described in clause 5 of the present document, while the proposed security solutions to support V2X services are described in clause 6 of the present document (which refers back to clause 5 as necessary).

4.2
Architecture
5
Security Analysis of V2X
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 

5.1
Key Issue #1: V2X Communication Security
5.1.1
Key issue details

Many application services make it vital to protect V2X messages from attacks which may lead to catastrophically wrong decisions/actions in safety critical conditions. Furthermore, attack actions on V2X messages may mislead the transport entities to make inefficient decisions, causing safety or efficiency problems on road and in the transportation management. 
5.1.2
Security threats 

The communication between LTE-V system entities exchanging content in the V2X context  may be forged, replayed, or eavesdropped.

A LTE-V system entity is a V2X communication entity or V2X cellular network entity, i.e LTE capable modules within vehicles, road side units, modules carried by pedestrians or MNO network elements that are used for V2X communication. If not known to the network, an attacker could use an LTE-V system entity to e.g. upload wrong information for re-distribution to other system elements.  
5.1.3
Potential Security requirements
The LTE-V system entities (cellular network entities or V2X communication entities) should be able to authenticate and verify that the sender of the received data communications was authorized to send the data. 

The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
NOTE: Transmission of data includes but not limited to multicast, broadcast, unicast, or geocast. 
5.2
Key Issue #2: Authorization for LTE-V2X Radio Resources

5.2.1
Key issue details

In LTE-V2X communication, before a UE starts broadcasting its V2X, it needs to request radio resources from  the E-UTRAN. If not authenticated, malicious LTE-V2X UEs can attempt to request radio resources, which would lead to an exhaustion of network radio resources. 
5.2.2
Security threats 

If many malicious UEs may attempt to request radio resources at the same time from the MNO network, it would lead to an exhaustion of network radio resources. Legal vehicle UEs can not get available radio resourcers for LTE-V2X communications.

5.2.3
Potential Security requirements
The MNO network shall authenticate vehicle UEs when it attached to the LTE-V2X network.

The MNO network shall check the authorization information of vehicle UEs before allocating radio resources to it.
5.3
Key Issue #3: V2X Entities Secure Environment
5.3.1
Key issue details

In order to enable LTE-V2X services, the V2X entities(vehicle UE, UE-type RSU, eNB-type RSU, pedestrian UE) might  require storing security credentials and other vital information which need to be protected from malicious modification. In addition, functions to processV2X messages need to be executed in the V2X entities. Especially, vehicle UE and pedestrian UE generate V2X messages according to conditions information such as speed, location, heading, acceleration and other dynamic characteristics provided by measuring instruments (e.g. speed sensor and GPS). V2X messages processing and generating also should be protected in a secure environment to guarantee the integrity and authenticity of V2X messages.
5.3.2
Security threats 

The possile attacks to the V2X entities(vehicle UE, RSU, pedestrian UE) may include: 

· In the vehicle UE or pedestrian UE, the attacker may manipulate the conditions information from measuring instruments, thus generating false V2X messages or false warnings which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents.

· The attacker may manipulate the data processing in V2X entities. As a reslut, false V2X messages or false warnings are sent out ,which may mislead surrounding V2X entities to take wrong actions and possibly cause accidents. 

· The attacker may modify the security materials or vital configuration data in eNB-type RSU, rendering security protectiong or other funcions unavailable. 
5.3.3
Potential Security requirements
.

The secure environment should support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

The secure environment should support the execution of sensitive functions, e.g. protection of user data and the basic steps within protocols which use long term secrets.

Sensitive data used within the secure environment should not be exposed to external entities.

The secure environment should optionally check the integrity of the V2X entity’s boot process.

The secure environment should maintain the integrity of its own system and software.

The secure environment should be protected from illegitimate access (i.e. to the data that it stores and to the functions that it executes).

Editor’s Note: It needs to clarify how to assure different type of secure environment.  
Editor's Note: These requirements are based on the traditional nodes in scope of 3GPP e.g. eNB and HeNB etc., and may need to be relaxed or enhanced, depending on the specific service requirements for the different types of “X” in V2X.
For V2X services relying on access networks within the scope of TS 33.401 and 3GPP  TS 33.402, the 3GPP authentication and key Agreement and associated subscriber credentials and identities used to access the network shall reside on UICC within the V2X enabled UE, with the exception from 3GPP TS 33.402 regarding terminals that do not support 3GPP access capabilities.
5.4
Key Issue #4: Local MBMS Entity (LME) – security of Mv interface 

5.4.1
Key issue details

In 3GPP TR 23.785[3], one solution proposal for LTE-V2X architecture is that user plane related MBMS functions (i.e. user plane functions of BM-SC and MBMS-GW) should be moved closer to RAN to allow the V2X messages to be distributed to target eNBs without traversing core network nodes. In this proposal the control plane remains at the main MBMS nodes, i.e. BM-SC, MBMS-GW and MME in the core network.

For localizing the MBMS function the Local MBMS Entity (LME) has been introduced to enable the local delivery of user data. It interfaces with the V2X application server. It is still open, whether the newly introduced interface Mv is used to connect LME to BM-SC or MBMS-GW. 

Due to the exposed location of the LME the interface Mv should be protected. 
5.4.2
Security threats 

Messages sent from or to the LME may be modified, forged, or replayed.

LME may be masqueraded by an attacker.

5.4.3
Potential Security requirements

The Mv interface should be integrity protected and replay protected.

Mutual authentication between the LME and core network entities should be in place.

Note: confidentiality protection may not needed due to the nature of broadcast.

5.5 
Key Issue #5: V2V/P authority broadcast communication security by UE for public information announcement over PC5 Interface

5.5.1
Key issue details

V2X messages transmission/reception for V2V/P services over PC5 interface pre-dominantly requires broadcast transmission. Threats and security requirements on V2V/P message broadcast differ from other V2X services and use cases. 

A UE is defined as any UE that is provisioned by organizations to provide information distribution on V2V/P services. Examples of an UE are normal vehicles, road side units (RSUs) deployed by transportation department, emergency vehicles, law enforcement vehicles, and road construction vehicles or utility vehicles. UEs are expected to proceed with a registration procedure to receive authorization for the V2V/P service.

 A UE may send periodic broadcast V2V/P messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2V/P message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. For examples, the data in authority V2V/P broadcast could describe authority-relevant information, such as law enforcement vehicle approaching, mandatory road closure, etc. The data could also be information on normal entities. And, the RSU UE could send periodical broadcast V2V/P messages to report pedestrian information at a certain intersection or a specific area. 

V2V/P use cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decisions or take actions based on the locally generated sensing information and data from the received V2V/P broadcast messages. V2V/P broadcast messages could provide information complimentary to receiving UE’s local sensing data. The expected receivers of V2V/P broadcast messages are any V2V/P service enabled UEs in the sender’s transmission range.

Attacks on V2V/P broadcast message of this type may mislead receiver UE regarding the current road condition and makes a wrong decision or action. The authenticity of the received information is expected to be validated. In addition, the integrity of V2V/P broadcast shall be validated to defend against forgery. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2V/P service and is intended for public consumption.

Editor’s Note : Privacy issues are FFS.

5.5.2
Security threats 

Security threats to the use cases that leverage V2V/P broadcast messages include

· Maliciously forged or modified V2V/P broadcast input that mislead the receiving UE to make wrong decision/action

· Maliciously deleted/delayed V2V/P broadcast input that cause the receiving UE to fail to take action in time in response to the road condition

· Maliciously replayed V2V/P broadcast input that cause the receiving UE to react to non-existing road condition improperly

· Unintended exposure of V2V/P broadcast input to entities un-authorized for V2V/P services 

Vulnerabilities exposed by V2V/P broadcast communication that can be leveraged by attackers are the following: message deletion, modification, forgery, replay, delay, rushing, re-ordering, and medium jamming.

Forged or modified V2V/P broadcast information on road condition is expected to take priority in local processing and decision making by the receiving UE. Depending on the situation, the received announcement could come from one or a few UEs, and may be complimentary to the local sensing, or may be the only source of information. The risk of data forgery and modification is high and is the realistic issue to be addressed by V2V/P security communication solution. 

Deleted or delayed V2V/P broadcast information on road condition could lead the receiving UEs to fail to take action given the current road condition, if the UE is completely blocked from receiving such warning from all V2V/P UEs in its proximity (transmission range). Given potential low redundancy of V2V/P broadcast information on road, the risk of deletion or delay is realistic. The security solution is expected to at least increase the availability of V2V/P broadcast information. 

Replayed V2V/P broadcast information on road condition in the past leads to the same consequences as by the information forgery. The risk is significant to be addressed by the security solution.

Given the V2V/P broadcast data is intended for public distribution and consumption, the threat of disclosing V2V/P data to unauthorized UEs leads to very low risk. 

Threats on allowing unauthorized UEs to access V2V/P service or use invalid identity are related as well. In particular, the provisioning of “authority V2V/P service” shall be protected such that the receiving UE can validate the sender’s authenticity when processing and validating the received information. 

5.5.3
Potential Security requirements

V2V/P UE shall be authorized to participate in V2V/P service for broadcast announcement

V2V/P broadcast receiver UE shall be authenticated and authorized to participate in V2V/Pservice

Sender of V2V/P broadcast message shall be authenticated as the validated UE permitted to send the message.

V2V/P broadcast message shall be validated to ensure the content has not been maliciously modified by any party other than the sender. 

Freshness of V2V/P broadcast message shall be ensured so that receiving UE accepts only freshly generated messages by the authority UE, preventing against replay attacks.

5.6
Key Issue #6: Identity/Credentials Security for V2V/P Services

5.6.1
Key issue details

V2X V2V/P UEs are expected to manage their Identity and credentials properly. Furthermore, V2V/P UEs are expected to use the assigned identities to participate in the V2V/P communication and applications. The V2V/P UE may have one or more identities relevant to the subscribed V2V/P services. Compromise of credential or identity gives attackers tools to impersonate legitimate V2V/P UEs, forge communication, influence vehicle or pedestrian’s decision, causing information leakage, and even loss of property or human lives. Hence, it is important to properly register every V2V/P UE with validated identity, and protect it throughout the lifecycle of identity usage and management.

5.6.2
Security Threats

The system of managing and using identities for V2V/P service by UEs could be vulnerable. The adversary can launch attacks on identities from network and from the endpoint system. 

On the endpoint system, credential provisioning server or UE, the identity could be stolen and used by adversary to impersonate the UE to participate in authentication, authorization, or message validation. Furthermore, the stolen identity of the registration authority allows adversary to create forged identities (Sybils), and convince UEs to access any identity of adversary’s choice as the registration authority.

On the identity creation and credential provisioning procedure, the failure in binding unique identity to the UE’s secret cryptographic key could lead to “mis-binding” attack that cause the victim system to access information from adversary using another UE’s true identity.

On the communication medium, the protocol for V2V/PUE authentication or authorization method could be compromised by the network attacker if the protocol design fails to bind communicating parties with identities, keys, and fresh protocol instance. The man-in-the-middle attack is possible that leads the attacker to impersonate victim UE and participate in V2V/P communication maliciously.

5.6.3
Potential Security requirements

The following are requirements for managing and using UE V2V/P identities for the purpose of V2V/P broadcast, or authenticated and protected unicast:

V2V/P Credential Provisioning server (e.g., V2X Certification authority, V2X Key Management Server) shall securely provision credentials for each V2V/P UE, and bind the credentials with the UE’s identity 

V2V/P Credential Provisioning server shall protect its secret root key (e.g., public/private keys from hardware-based tampering

V2V/P Credential Provisioning server shall make the knowledge of trust anchor available to all participating V2V/P UEs

V2V/P Control Function (defined in TR 23.785[3]) shall authenticate each V2V/P UE with its identity and credential before authorizing UE for V2V/P service

V2V/P Control Function shall manage trust anchors to authenticate all participating V2V/P UEs that needs authentication and authorization for specific V2V/P services
5.7 
Key Issue #7: Vehicle UE privacy
5.7.1
Key issue details

The LTE-V2X system is expected to provide transport of V2X communications (V2V, V2I/N, etc.) in order to allow vehicle/road safety applications and other services such as traveller information dissemination. The effectiveness of many of the safety services depends on a high participation rate from the side of the UEs. 

All UEs participating can send very frequent data packets that contain information about their location, speed, direction, etc., as well as information identifying (on a short term basis) the source of this data, in order to allow theV2X application to work (e.g. path prediction).  This data is sent in the clear in order to be readily received by any other UE nearby. Moreover, the data will contain some identifying information such as signing certificate.

Privacy or anonymity in the V2X communication environment is a requirement deemed very important for user adoption of the V2X system. The fear of “automatic speeding tickets” as well as the tracking of a user whereabouts over time is legitimate and thus UE and user privacy measures must be designed into the V2X system from the beginning.

It is also worth noting that in certain environments where the vehicle density is high (e.g. urban), achieving UE privacy may be more feasible than in less travelled areas (e.g. rural roads). 
SA1 TS 22.185[2] provides a generic security requirement related to privacy: 

The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

Editor’s Note: This may need to be revisited depending on outcome of SA1 discussion related to this requirement.
To distinguish between direct communication between vehicles or system entities (PC5), communication from the system entities to the LTE network (LTE-Uu), and LTE downlink by eMBMS may be helpful in finding solutions that also satisfy privacy for each of the interfaces.

Note: The “do not track” requirement is under discussion by SA2/SA3 how this should be interpreted. Since the MNO naturally needs to work with e.g. IP addresses as UE’s long-term transport layer identity, the system architecture needs to make sure that unlinkability between V2X data and MNO transport used data is achieved.

5.7.2
Security threats 

The UE supporting V2X applications transmits application layer information (e.g. about its identity, location, dynamics, and attributes). The direct relationship between identity and specific data makes it possible for the adversary to reveal UE’s personal details.

The location information in the V2X messages may be used by adversaries to perform location tracking on a longer term. The location tracking on a shorter term may not be an attack because it is used to perform path-prediction in proximity to provide basic service to the driver, e.g. warnings, etc. 
The threats can be detailed as following:

PC5 mode threat: A vehicle UE using the PC5 link to send its periodic V2X messages includes some identifiable information in the application layer data. Thus other UEs nearby could collect this data and correlate it to the location of that UE over time.

Network attachment threat: A vehicle UE that is attached to the network for V2X purposes (e.g. Uu mode) and that remains in connected is providing the network with the ability to track the UE. This threat is particularly relevant to the case when the UE is attaching to the network for V2X service due to regulatory requirements without the users consent.

Uu mode threat: V2X data that is sent across the network may provide the V2X application with additional data, e.g. an IP address, that enables the application to link together more V2X data than is necessary and provide some tracking of the UE. 

A UE using the Uu link to send its periodic V2X messages may need to re-attach as it moves along a road and comes into the coverage of another eNB. The network can keep a record of all attach identities and correlate them over time to the location and speed of the UE as contained in the application-layer V2X messages, thus tracking the UE at a very granular level. 

For both the PC5 and Uu based V2X communication modes, there is a threat that the UE, user or vehicle permanent identity may be inferred based on the data transmitted by that vehicle UE over time and space. 
5.7.3
Security requirements

UE pseudonymity should be provided to conceal personal data from attackers. 

Identifiers in the V2X messages should be protected
The content of the data transmitted  by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify the sender UE beyond a short time period necessary for the V2X application. 
It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of  tracking the UE. 

Editor’s Note: The above requirement depends on the response by SA1 to S3-160789. It should be reviewed based upon that response.

The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.
5.8
Key Issue #8: V2X data source accountability

5.8.1
Key issue details

The MNO is going to transfer data that are generated by third parties, e.g. vehicle data are transferred via the V2X application to E-UTRA(N) and may be broadcasted again via LTE to other V2X service users. 

The MNO is not responsible for the correctness of generated vehicle data. Though one would hope, that in the first place, the vehicle data provided to the LTE network is not manipulated or forged, this may not be always the case. In case an illegitimate message is transferred it is in the interest of the MNO to be able to identify the sender of this message.

Accountability should therefore be enforced at the V2X level.

Editor’s Note: Contradiction with existing privacy requirement that it should not allow the MNO to identify the sender of the message needs to be addressed.

5.8.2
Security threats

An illegitimate V2X application may attempt to access the LTE network.  

V2X system entities connected to the LTE network via V2X application to the V2X AS are compromised, and send manipulated or forged information to the network.

The MNO is made liable for messages that are generated outside of his authority and system.

5.8.3
Potential Security requirements

The MNO should be able to identify the sender of a message in case an illegitimate message is transferred.

Editor’s note: Requirement may be revisited depending on SA1 LS response to S3-160789.

LTE system should provide accounting function on data received from a resource external to LTE.

Note: Privacy needs to be considered at the same time.

5.9
Key Issue #9: authentication and authorization

5.9.1
Key issue details

V2X messages for V2V/P Services can be exchanged directly or via the E-UTRAN. Different scenarios are envisioned in 3GPP TR 23.785 [3]:

-
UE is non-roaming or roaming 

-
UE is "served by E-UTRAN" or "not served by E-UTRAN".

-
V2X messages are transferred between two UEs directly

-
V2X messages are transferred via an RSU.

According to 3GPP TS 22.185 [2] RSU in LTE context is a logical entity that combines V2X application logic with the functionality of an eNB (referred to as eNB-type RSU) or UE (referred to as UE-type RSU).

In case of eNB-type RSU, V2X messages can be transmitted by the V2X AS unicast via SGi/Rx over LTE-Uu or broadcast via VC-1 (eMBMS).

In all those cases V2X enabled UEs need to be authenticated and authorized for the V2X service.

5.9.2
Security threats 

A UE that is not enabled for V2X may try to access the V2X service.

A UE that is enabled for V2X but not authorized to use any V2X service may try to access a particular V2X service.

5.9.3
Potential Security requirements

UEs with a V2X application should be authenticated and authorized to access V2X Services.

UEs with a V2X application should be authenticated and authorized to allow the exchange of V2X messages with other V2X enabled UEs and when communicating with the network. 

Authentication of V2X enabled UEs to access V2X services should support the same security mechanisms as defined in TS 33.401.

Editor’s Note: This requirement depends on the use case (direct and non-direct communication) for V2X and is FFS.

UEs should be authorized to send messages to other UEs.

UEs should be authorized to transfer messages via an RSU.

5.10
Key Issue #10: Local V2X application server
5.10.1
Key issue details

In existing architecture proposals the V2X application server may be located close to the access network for latency improvements. This may bring the V2X application server in an exposed location.
Moving from one V2X application server to another means to also shift the security context from one server to another.

5.10.2
Security threats 

Messages sent between Local V2X application servers may be modified, forged, or replayed.

Local V2X application server may be impersonated by an attacker.

Messages sent between Local V2X application servers may be wiretapped. 

5.10.3
Potential Security requirements

The interface between Local V2X application servers should be confidentiality protected and integrity protected and replay protected.

Mutual authentication between Local V2X application servers should be in place.

5.11
Key Issue #11: Choice of cryptoalgorithm

5.11.1
Key issue details

3GPP TS 22.185 [2] specifies requirements on message size, frequency, range, and speed that shall be met by the V2X system. If security parameters are added to the payload, these requirements should still be met.

5.11.2
Security threats 

Radio resources may not be able to cope with the traffic load added by security. 

Many V2X use cases need to serve time requirements. If encryption and decryption takes too long time, the required range of response time or the maximum payload may not be met. 

5.11.3
Potential Security requirements

LTE V2X system should support cryptographic algorithm to meet the required response times.

Editor’s Note: Clarification of this requirement is needed under consideration of requirements in TR for BEST.

LTE V2X system should be designed so as to meet the requirements in consideration of the increase of the payload needed for security.

5.12
Key Issue #12: Credential provisioning for V2X services

5.12.1
Key issue details

This key issue is about the provisioning aspect of V2X service layer credentials, whether in scope of 3GPP and if so, how it is realized.

3GPP TS 21.185 [2] specifies in [R-5.1-002] the following requirement: A UE supporting V2X application shall be able to be pre-configured by the 3GPP network with parameters to be used for the transmission and reception of messages when not served by E-UTRAN supporting V2X communication.

Thus, at least for this use case, it needs to be detailed what is meant by “pre-configuration by the 3GPP network” and which 3GPP network entity would provide it; or, if the pre-configuration is kept outside of 3GPP scope. The understanding of pre-configuration within this key issue is that the V2X enabled UE is provided with credentials to be used for the V2X service.

In order to access the V2X application server, the V2X enabled UE needs to authenticate and be authorized for V2X services via the LTE network. If the V2X application server is owned by the MNO, a V2X enabled UE could rely on the LTE credentials getting authorized to V2X service application. If the V2X application server is operated by a third party, V2X system entities need to be provided with credentials in advance.

Several options are seen: A V2X enabled UE could rely on the LTE credentials and receive specific V2X credentials after being authenticated to the LTE network or use application layer security only, i.e. LTE is only used to transport the V2X service authentication and authorization request to the V2X application server after the V2X enabled UE has been authenticated by the LTE system. LTE V2X could also use subscriber credentials in UICCs, in which case the provisioning is part of MNO business and not specified by 3GPP. Also embedded UICCs could be considered, which would allow remote provisioning of credentials as discussed by GSMA.

This key issue should also explore the ETSI ITS [6] specified way forward of using PKI. If this approach would be taken in 3GPP as well, certificates need to be provided and a certificate management needs to be in place. This would allow separate authentication for access to LTE network from authentication for using V2X services. 

It should be noted that regulatory requirements may request pre-provisioning V2X UEs with credentials for V2X services.

5.12.2
Security threats

If a V2X enabled UE is allowed to access the V2X service without authentication, the system could be exposed to Denial of Service attacks. 

A compromised credential provisioning system could provide manipulated data to the V2X enabled UE.

5.12.3
Potential Security requirements

Any credential provisioning server should be authenticated by the V2X enabled UE, before allowing the provisioning. 

Subscriber credentials exchanged between an authorized V2X application server in the network and the V2X enabled UE shall be confidentiality protected, integrity protected and protected from replays.
6
Proposed Solutions
Editor’s note: Each solution should list the security requirements that it addresses and also any stage 2 solution that is part of.  
6.1
Security for one to many V2X Direct Communication

6.1.1
Overview of one to many V2X Direct Communication

The One-to-many V2X direct communication consists of the following procedures based on TR 23.785[3]: 
1. One-to-many V2X Direct communication transmission over PC5 interface for broadcast messages 

2. One-to-many V2X Direct communication reception over PC5 interface for broadcast messages

Security for one-to-many V2X direct communication consists of bearer level security mechanism which is similar to that of ProSe (specified in TS 33.303, subclause 6.2.3).

6.1.1.1
Security flows

6.1.1.1.1
Overview

The protection of one-to-many V2X communication proceeds as shown in the figure below. 
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Figure 6.1.1.1.1 – Overview of Authorisation for V2X communication
0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the V2X  Key Management Function (KMF) or Certification Authority (CA) to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the V2X Key Management Function. 

NOTE: The V2X Key Management Function or Certification Authority (CA) is shown as a separate logical entity to allow the network operator to provision the radio level parameters and a 3rd party, e.g. V2X service Provider, to have control over provisioning the keys. If such a separation is not needed then the V2X Key Management Function or Certification Authority may be deployed as part of the V2X Control Function

1a or 1b: The UE fetches the one-to-many communication parameters from the V2X Control Function. As part of this procedure the UE gets a list of services offered by the operators and affiliated service provider and is informed whether bearer layer security is needed for this service.  In either case, In addition the UE may be provided with the address of the V2X Key Management Function or V2X CA that it uses for obtaining keys for a specified service.  

2a.i or 2b.i: The UE sends the Key Request message to the V2X Key Management Function including a Service ID (for broadcast services) for which it wants to fetch keys and UE V2X security capabilities (including the set of V2X security methods the UE supports). 

2a.ii or 2b.ii: The V2X Key Management Function checks whether the security methods is supported by the UE according to the UE V2X security capabilities, i.e. whether one the required security methods  is included in the set of V2X security methods the UE supports.

2a.iii or 2b.iii: The V2X Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful for a Service ID, this message contains Service ID and the selected V2X security method identifier that the UE should use for security credential / policy provisioning. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm. This message may also contain a PMK and associated PMK ID if the V2X Key Management Function decides to use a new PMK.

2a.iv or 2b.iv: The UE and V2X Key Management Function, with the aid of the V2X certification authority or Identity based Key Management services, execute the selected the security method to complete security credential / policy provisioning using MIKEY.  Section 6.x.1.1.1.1 and 6.x.1.1.1.2 describe the detailed protocol message exchanges for provisioning UEs with security policy and credentials for identity and certification based authentication & encryption respectively.

3a or 3b: The UE uses the provisioned security credential / policy to send / receive protected messages to / from another UE. 

6.1.1.1.1.1
UE Security Credential Provisioning with Identity based Cryptography

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  

Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as “signer” and “verifier”.  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.

Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload.  The receiving UE uses its identity and the public key of the KMS to decrypt SAKKE payload.

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12].  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp - identity credential expiration time).

Editor’s Note:  Assignment of a temporary identity to the UE is FFS.

UE may be configured with multiple sets of identity based credentials (with different expiration times) for purpose of key refreshment when UE is out of coverage.  Lifetime of identity based credentials will be governed by security policy.
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Figure 6.1.1.1.1.1
- UE Security Credential Provisioning with Identity based Cryptography

1. UE sends a request to V2X KMS to receive Identity based credentials for a specified service ID.
2. V2X KMS exchanges messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note: it is FFS how the control function verifies that the V2X UE and V2X KMS do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X KMS.

3a. If UE is to act as a Signer and Verifier, Key Management Function sends a response, including identity based key materials as follows:


SSK :  Signing Secret Key



PVT : Public Verification Token



KMS_Pub : KMS Public Key



KMS_ID : KMS ID



Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

3b. If UE is to act as only Verifier, Key Management Function sends a response, including identity based key materials as follows:


KMS_Pub : KMS Public Key



KMS_ID : KMS Identity corresponding to the KMS public key


Trusted_KMS_List : Trusted KMS ID & KMS Pub pairs

4. V2X KMS sends a confirmation to the V2X Control function indicating that UE1 was successfully provisioned with the credentials for the requested service ID.

6.1.1.1.1.2
UE Security Credential Provisioning with Certificate

The UEs may be provisioned with the required certificate in advance. V2X certificate represents the certificate holder UE’s authority to participate in authorized V2X communication. For example, the road side unit (RSU) UE holds certificate that authorize it to send authority broadcast announcement on road. The issuing CA may be a third party provisioning V2X service, hosted by the KMF. 

Upon successful provisioning of certificate, the UE also receives a set of trusted root certificates of CAs for authenticating other authorized V2X UEs during its operation on road. 

As depicted in Figure 6.x1.1.1.2, the protocol for UE security Credential provisioning using certificate consists of UE generating a self signed certificate for the service that wants to be authorized, confirmation by the V2X Control Function that UE can be authorized for this service by V2X Control function, and V2X CA delivering UE authorization cert, V2X CA root cert, and trusted root certs to the UE.  
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Figure 6.1.1.1.1.2
- UE Security Provisioning with Certificate

1. UE1 sends a request to V2X CA to receive certificate based credentials for the specified service. The Request includes a self-signed cert issued by the UE.  The Cert data (described in the subsequent section) includes the service ID that the UE wants to be authorized,

2. V2X CA shall exchange messages with the V2X control function to get confirmation that the UE is qualified to be authorized for this service.
Editor’s Note : It is FFS how the control function verifies that the V2X UE and V2X CA do not run provisioning process without being authorized by the control function.

Editor’s Note: It is FFS how the operator controls and verifies the life time of credentials issued by the V2X CA.

3. V2X CA sends a response to UE1 that includes UE1-Cert signed by CA , CA  root cert, and a set of root certificates trusted by the V2X CA, as UE1’s trust anchor.

4. V2X CA sends a confirmation to V2X Control function indicating the UE1 was successfully provisioned with credentials for the requested service ID.
6.1.1.1.2
Secure One to Many V2x Communication 

Editor’s Note:  Privacy issues of Secure one to many communication is FFS.

6.1.1.1.2.1
Broadcast Messages Protected by Identity based Authentication  

UEs with V2X authorization with identity based authentication may send signed broadcast messages. The receiver UE of signed broadcast message, with properly provisioned with identity based credentials, can verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.
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Figure 6.1.1.1.2.1
- Broadcast Messages Protected by Identity based Authentication
1. UE1 Creates a message and signs it with is SSK, installed during the authorization phase with KMS.  

2. Upon receipt of the message, UE2 verifies the signature of the message using the KMS Public Key and received PVT.  UE2 uses the received KMS-ID to retrieve KMS public key from its installed <KMS-ID, KMS-Public Key> pairs.

3. If signature is verified, the message is sent to the application to be processed.

Editor’s Note: Further details of message format and processing procedure are FFS

Editor’s Note:  Adding replay protection to messages is FFS

6.1.1.1.2.2
Broadcast Messages Protected by Certificate based authentication 

UEs with no V2X certificate may send broadcast messages without protection. 

UEs with V2X authorization certificate may send broadcast messages protected by signature on the message payload. The receiver UE of signed broadcast message, with properly provisioned trust anchors, can validate signer’s certificate, verify the signature, and accept the message content as integrity and origin authenticity protected. This type of protection is suitable for UEs for RSU and authority vehicles.

Editor’s Note: Further details of message format and processing procedure are to be available in the future.

Editor’s Note:  Adding replay protection to messages is FFS
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Figure 6.1.1.1.2.2
- Broadcast Messages exchange protected by Certificate based Authentication

1. UE1 sends a signed message (signed by its private key) to UE2.  UE1 also includes its Cert signed the V2X CA. 

2. Upon receipt of the message, UE2 verifies the signature of the message using the UE1’s cert (signed by V2X CA)

3. If signature is verified, the message is sent to the application to be processed.

6.1.1.1.2.2.1  Certificate Format 
DataBlob {


Issuer ID: V2X-CA’s unique identifier


Issuer: V2X-CA’s public key


Subject ID: V2X-UE’s unique identifier


Subject: V2X-UE’s public key


Algorithm ID

    Service ID


Not Before


Not After


Issuer URI


Policy

}

Signature {


sign(Issuer, DataBlob)

} 

Editor’s Note : the exact format and data elements of certificate is FFS.

6.1.1.1.2.2.2  Certificate Refreshment 
UEs shall connect to V2X Control Function and Certification authority to refresh the certificate before its time expiration.
Editor’s Note: the exact protocols of certificate refreshment is  FFS.

6.2
Solution #2: V2X Communication Security

6.2.1
Security requirements addressed

This solution addresses the security requirements given in subclause 5.1:

6.2.2
Solution details

We note that to date, there is no stage 2 relevant solution that has been identified in the TR23.785[3].

The security requirements applicable to V2X communications from the above section are all satisfiable by employing application-layer security as defined in other SDOs.   
6.2.3
Justification for the solution

We note that the data transmission (V2X communications) involve the vehicle UEs sending periodic broadcast messages, and can occur either on the PC5 interface or on the Uu interface. The analysis and solutions below apply to both of these modes of transmission. It is assumed that when the V2X messages go through the eNB, they are rebroadcasted with their original protection, such that each receiver UE can employ the same mechanism to evaluate the security of the received messages. Thus, in effect, the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Observation 1: the V2X communication is point to multipoint in a dynamically changing set of vehicle UEs.

Existing LTE security

We note that the security provided by the LTE system provides credentials for point to point use, between one UE and the home network (HSS), and therefore is not applicable to this point to many points, ad-hoc, broadcast type of communications. Hence, we make the following observation:

Observation 2: the LTE UE AS or NAS security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.

Existing ProSe communications security

Regarding ProSe security for one-to-many or broadcast group communication, we find that it is not applicable either. A logical way to envision groups is based on location or communication/broadcast range. But these groups are obviously constantly in flux as vehicles drive around. If the group membership is extended to large regions, then provisioning one single group key weakens security. The drawbacks of the existing ProSe group communications security can be summarized as follows:

( 
Groups of vehicle UEs cannot easily be defined dynamically, especially when out of coverage.  The vehicle UEs in communication range (or in proximity) cannot be assumed to be provisioned with key material to enable symmetric key based message authentication codes. 

(
 In ProSe communication, any member can derive any other member’s ProSe Traffic Key, making it impossible to guarantee proper identification of the sender for traceability that the V2X application needs. 

This analysis leads to the next observation:

Observation 3:  The ProSe group communication (one to many or broadcast) security is not appropriate to end-to-end integrity-protect the periodic broadcast V2X messages sent by vehicle UEs.

Is there a need to design V2X communication security at the 3GPP layer?

We also note that other SDOs have defined mechanisms above the network/transport layer to meet the requirement for both integrity of data and anonymity of the sender (i.e., pseudonymity).  Both the US and EU standards refer to the IEEE 1609.2 standard, which is an open standard that has been worked on for the past decade by a panel of security experts, and subject to open review by any interested parties.
6.3
Solution for attach identifier obfuscation for vehicle UE privacy 

6.3.1
Security requirements addressed 

This solution corresponds to the Key Issue #7 "Vehicle UE privacy ".

6.3.2
Solution details
The solution is based on reference [5]. UE identities used for the V2X communication are managed separately (e.g. by an organizationally distinct 3rd party Server such as a Vehicle OEM) from the existing 3GPP identities, and are referred to as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized below.
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Figure 6.3.2-1: Provisioning of PMSIs

As an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. 

Editor’s Note: The roaming aspects of this solution need to be considered

Editor’s Note: Privacy of IMEI and its impact on the network need to be considered
Editor’s Note: More details of the provisioning of the long term key are needed

Editor’s Note LI aspects are FFS

Editor’s Note: How the MNO provides charging is FFS.

The following characteristics of the entities shown are assumed:

( The Vehicle-UE can establish a secure end to end link to the 3rd party Server (e.g., Pseudonym CA or Vehicle OEM). The Vehicle UE also shares traditional LTE credentials with its MNO.

( The Pseudonym CA (PCA) manages mapping between IMSI/IMEI and Pseudonymous IDs “PMSI”. It shares a long-term key with each of its V-UE.

( The MNO employs a function that generates (PMSI, Key) pairs for attachment. Distributes periodic key to all of its v-UEs.

Referring to Figure 6.3.2-1, the cited solution proposes that the MNO provisions each of its vehicle UEs with a shared (same for all UEs) key, KPERIOD, for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 

The following steps take place.

1. vUE establishes secure link with its MNO, e.g. V2X Control Function, requests a temporary (e.g. monthly) key KPERIOD.
2. vUE gets MNO’s temp key KPERIOD. All vUEs get the same temporary shared key.

3. For each Pseudonym CA (PCA), MNO generates many (PMSI, KPMSI) pairs, encrypts each one with KPERIOD. MNO sends this megapool to the PCA. 

NOTE: (this step can be done in advance of 1,2).

4. vUE establishes a secure link to its PCA, gets PCA KvUE. vUE and PCA establish and end-to-end secure link based on this key. vUE sends IMSI to PCA. The MNO link (WAN) may be used as transport.

5. PCA selects a subpool of (PMSI, KPMSI) pairs for this IMSI, stores mapping. PCA sends subpool to vUE.

6. vUE decrypts each received (PMSI, KPMSI) pair with KPERIOD
At this point the vUE has several (PMSI, KPMSI) pairs that it can use to attach with. The MNO will know that this PMSI was authorized, but not the IMSI of the UE.

7
Conclusion

Editor’s note: Conclusion and recommendation of TR.  
Annex A (Informative): Overview of IEEE 1609.2 Security Standards for WAVE 

A.1
DSRC/WAVE

DSRC stands for Dedicated Short Range Communication, which refers to radio technologies or spectrum providing services for Intelligent Transportation System (ITS). DSRC has been associated with the term WAVE which stands for Wireless Access in Vehicular Communication comprising the IEEE 1609 family of standards and thus the notation DSRC/WAVE. WAVE is the name of a radio communication system intended to provide interoperable services to transportation.

A.2
WAVE standards 

The WAVE standard specifies a dual data plane protocol stack sharing a common stack at the lower link and physical layers. One stack over the standard internet protocol IPv6 and the other over the WAVE Short Message Protocol (WSMP), a protocol designed for optimized operations in wireless vehicular environment. In particular, the WSMP protocol allows application to directly control physical characteristics such as the channel number and transmitter power. Figure A.2-1 shows the protocols and their associated standards.
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Figure A.2-1: WAVE protocol stack and associated standards

A.3
WAVE security

The IEEE 1609.2 standards specify the security services for application and management messages for WAVE devices. The specified mechanisms are intended to protect against attacks such as eavesdropping, replay, spoofing or alteration. They are also designed to respect privacy and not leak personal, identifying or linkable data to unauthorized parties.

The services and the components within the WAVE security entity shown in Figure A.2-1 are illustrated in Figure A.3-1. The figure shows as well the Service Access Points (SAP) for communication within and with the other entities of the WAVE protocol stack.
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Figure A.3-1: Details of the WAVE security services

The WAVE security services consist of:

· Security processing services: provide processing services to enable secure communications comprising secure data and secure WAVE Service Advertisements (WSA).

· Security management services: provide certificate management services through the Certificate Management Entity (CME) and the Provider Service Security Management Entity (PSSME).

Security processing services: The security processing services include operations such as

· Signing and/or encryption of Protocol Data Units (PDUs) for transmission and verification and/or decryption on reception

· Signing of WSAs for transmission and verification on reception

· Ensuring access to cryptomaterial such as private and public keys and certificates, generating certificate requests and processing responses, and validating Certificate Revocation Lists (CRLs)

The cryptographic mechanisms supported by this standard are the Elliptic Curve Digital Signature Algorithm (ECDSA) and the Elliptic Curve Integrated Encryption Scheme (ECIES).

Security management services: The CME manages the information that enables the security processing services entity to determine the validity of the certificates and the received data. This includes revocation and other status information of all the stored certificates and the certificates that can be used as trust anchors.

The PSSME provides the necessary support for higher layer entities that request to be advertised as secure provider services. In particular, the PSSME communicates certificates and private keys to the security processing services in order to sign WSAs.
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