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*** Change start

5.X
Key Issue #X: authentication and authorization
5.X.1
Key issue details

V2X messages for V2V/P Services can be exchanged directly or via the E-UTRAN. Different scenarios are envisioned in 3GPP TR 23.785 [y]:

-
UE is non-roaming or roaming 

-
UE is "served by E-UTRAN" or "not served by E-UTRAN".

-
V2X messages are transferred between two UEs directly

-
V2X messages are transferred via an RSU.

According to 3GPP TS 22.185 [x] RSU in LTE context is a logical entity that combines V2X application logic with the functionality of an eNB (referred to as eNB-type RSU) or UE (referred to as UE-type RSU).

In case of eNB-type RSU, V2X messages can be transmitted by the V2X AS unicast via SGi/Rx over LTE-Uu or broadcast via VC-1 (eMBMS).
In all those cases V2X enabled UEs need to be authenticated and authorized for the V2X service.

5.X.2
Security threats 

A UE that is not enabled for V2X may try to access the V2X service.

A UE that is enabled for V2X but not authorized to use any V2X service may try to access a particular V2X service.

5.X.3
Security requirements

UEs with a V2X application should be authenticated and authorized to access V2X Services.

UEs with a V2X application should be authenticated and authorized to allow the exchange of V2X messages with other V2X enabled UEs and when communicating with the network. 
Authentication of V2X enabled UEs to access V2X services should support the same security mechanisms as defined in TS 33.401.

Ed.note: This requirement depends on the use case (direct and non-direct communication) for V2X and is FFS.

UEs should be authorized to send messages to other UEs.

UEs should be authorized to transfer messages via an RSU.
*** Change end
