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Abstract of the contribution:

Introduction

TR 33.885 contains currently a key issue on V2X Communication Security but addresses several issues. We agree with the issues, but propose to split the key issue under the headline "communication security" in to two issues addressing communication security and privacy separately. Text for communication security is enhanced. Text related to privacy is shifted under new headline “Privacy” (see separate contribution) and extended.
--

Update S3-160784:

Update of paragraph 5.1.2 – HW+VF 
Include first paragraph from 5.1.3.in 577 (TNO – keep authentication, say “the” instead of said data )
From 544 inclusion of intro text 5.1.1
pCR

*** Change start

5.1
Key Issue #1: V2X Communication Security

5.1.1
Key issue details

Many application services make it vital to protect V2X messages from attacks which may lead to catastrophically wrong decisions/actions in safety critical conditions. Furthermore, attack actions on V2X messages may mislead the transport entities to make inefficient decisions, causing safety or efficiency problems on road and in the transportation management. 
5.1.2
Security threats 

The communication between LTE-V system entities exchanging content in the V2X context may be forged, replayed, or eavesdropped.
 A LTE-V system entity is a V2X communication entity or V2X cellular network entity, i.e  LTE capable modules within vehicles, road side units, modules carried by pedistrians or  MNO network elements that are used for V2X communication. If not known to the network, an attacker could use an LTE-V system entity to e.g. upload wrong information for re-distribution to other system elements. 


 
5.1.3
Security requirements
The LTE-V system entities (cellular network entities or V2X communication entities) should be able to authenticate and verify that the sender of the received data communications was authorized to send the data. 


The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be integrity protected.  
The transmission of data between different entities (V2X communication entities or cellular network entities) in the LTE-V system should be protected from replays.
NOTE: Transmission of data includes but not limited to multicast, broadcast, unicast, or geocast. 



*** Change end

