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Abstract of the contribution: This contribution proposes to add the “RAN  security” as one of the key “Security Areas” for 5G.
Introduction
During the latest NDSS conference, Ravishankar Borgaonkar and Altaf Shaik presented in their article [1] several flaws in the LTE specifications and baseband chipsets which can be exploited  with a low-cost devices to conduct several types of  attacks (e.g. Leaking information about user locations, Denial of Services).
In particular, [1] demonstrates how the lack of the integrity protection for some RRC signalling messages can be abused to create a Denial of Service towards customers.
Not only, in the current LTE implementation, there is also a problem related to RNTI (Radio Network Temporary Identifier) usage and creation. As demonstrated in “Enhancing Security And Privacy In 3GPP E-UTRAN Radio Interface” [2], this information can be used to retrieve the user location and to perform potential target device tracking when it is nor often refreshed and it is not randomly generated.

In the definition of the new RAT it is desirable that the same vulnerabilities shall not be present. 
In particular the new RAN should ensure:
· The integrity protection of all unicast Radio signalling messages  when a security context is established . This aims to prevent  Denial of Service for customers or Man In the Middle attacks conducted by an attacker which can change the content of the radio signalling messages or can send forged messages. 
· DoS and Downgrade Attacks prevention mechanisms in place in case of non-integrity protected messages. This aims to prevent  Denial of Service for customers or Downgrade attacks conducted by an attacker which can change the content of the not integrity protected radio signalling messages or can send forged messages which are not integrity protected. 
· Protection of the sensitive data sent in the Radio signalling messages (e.g. RRC). Sensitive data like Permanent user identities are always sent in plain text in the Radio signalling messages over the air, i.e. during the Paging Procedure to locate the UE. This allows a passive or semi-passive attack to retrieve the permanent user identities and perform other  attacks like user tracking. Consequently, a protection mechanism for these  identities is required. 
· Unlinkability of temporary identities with real user identities at any time during the network operation. Sensitive data like Temporary  user identities are always sent in plain text in the Radio signalling messages broadcasted over the air, i.e. during the Paging Procedure to locate the UE. This allows a passive or semi-passive attack to locate and track a user. Consequently, a protection mechanism for these  identities sent in broadcast is required to guarantee the unlinkability with a real user. 
· Uniqueness and the computational unpredictability of all used Radio Identities. The network might use these Radio Identities (Temporary or permanent) to identify information related to a particular subscriber on the radio interface  (e.g. RNTI using the terminology in the LTE networks). If these ones are not unique and unpredictable can be abused  to track an user. 
· [bookmark: _GoBack]Renewal of Radio Identities when a radio procedure or a state transition occurs . Possible radio identities renewals can occur e.g., each time the UE goes from idle to connected and during a handover procedure. In this way, it is more  difficult for an attacker to get information about a single UE presence on the cell. 
· Unnecessary disclosure of the sensitive data in the radio signalling messages. The network should send the sensitive data (e.g. radio identities) only when necessary. For example in the LTE specifications, the RNTI are also sent in the handover messages and this data is necessary for the procedure. If an attacker intercepts the signalling messages exchanged during this procedure, he/she can retrieve this RNTI and can use it, e.g., to track an user. 

Based on the above discussion it is proposed to address these specific aspects related to these threats in the dedicate security area “RAN security” within TR 33.899. 
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Concrete proposal
It is proposed to include the following changes in the TR 33.899.

***	BEGIN OF CHANGES	***
[bookmark: _Toc446332733]4	Security Areas and High Level Security Requirements 
[bookmark: _Toc446332734]4.1	Security Areas  
Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
[bookmark: _Toc446332735]RAN security: This area deals with the security for Next Generation radio interface and radio access network.

4.2	High Level Security Requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 
[bookmark: _Toc446332736]5	Key issues and Solutions 
[bookmark: _Toc446332737]5.x	Security Area #x: <  RAN security> 
Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
[bookmark: _Toc446332738]5.x.1	Introduction
The security area “RAN security” focuses on the key issues related to the signalling protocols such as the disclosure of unnecessary or unprotected transmission of sensitive data in the signalling messages or the lack of authentication and integrity mechanisms in the core. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users. Besides, in this security area the physical layer security of the radio air interface is also studied.   
In particular this security area deals with concerns such as:
· The insecure/unprotected transmission of sensitive data in the signalling messages  
· The unnecessary disclosure of sensitive data in the signalling messages.
· The possibility for an attacker  to link temporary identities with real user identities at any time during the network operation
· The use of predictable radio identities.
· The lack of integrity protection of all unicast Radio signalling messages when a security context is established, including messages between RAN nodes and between RAN nodes and Core Network.
· The persistence of radio identities (not refreshed) when a radio procedure or a state transition occurs .
· The overload of signalling messages.

***	END OF CHANGES	***



5


