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Abstract of the contribution: This contribution proposes to add a new security area on subscriber privacy along with a new key issue on subscriber identifier privacy in TR 33.899.
1 Introduction 
In order to avoid redundant discussions on a same topic and to save time, it was decided that the following contributions related to subscriber privacy will be merged. 

-
S3-160457(CATR, China mobile, ZTE)

-
S3-160497 (Ericsson)

-
S3-160498 (Ericsson, Telecom Italia)

-
S3-160499 (Ericsson, Telecom Italia)
-
S3-160501 (Ericsson)
-
S3-160563 (Huawei, HiSilicon, Deutsche Telekom AG)

-
S3-160568 (Qualcomm)
The contributing companies have discussed offline and agreed on this single pCR contribution. To keep the document length to minimum, only the merged pCR has been included below. The delegates are requested to refer to the corresponding original contributions for details regarding rationale or backgrounds. 
Word-comments have been placed in appropriate places to point to the original contributions.
2 Proposal
It is proposed that the changes presented in clause 3 be applied to the TR 33.899.
3 pCR 
***
BEGIN CHANGES
***
2
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***
NEXT CHANGE
***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.849 [x], TS 33.102 [y], TS 33.401 [z] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1], TR 33.849 [x], TS 33.102 [y], or TS 33.401 [z].
NOTE:
'Confidentiality' has been defined in TR 21.905 [1] and TS 33.102 [y]. 'Identity' has been defined in TS 33.849 [x].

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Device Identifier: The identifier that uniquely characterises a device used to access the 3GPP system (e.g. IMEI and MAC address).
Subscriber Identifier
: The identifier that uniquely characterises a subscriber accessing the 3GPP system.

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy: The right to the protection to any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.
Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
***
NEXT CHANGE
***
4.1
Security areas  

Editor's Note: This clause further clarifies the scope of the study by listing the security areas that SA3 is working on. Examples of potential security areas could be “security for network slicing” or “security for Next Generation radio”. 
Subscriber privacy
deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
***
NEXT CHANGE
***
5
Key issues and solutions 
5.x
Security area #x: Subscriber privacy 

5.x.1
Introduction
The subscriber privacy is very important area for <Next Generation system> as can be seen by the growing attention towards it, both inside and outside the 3GPP world. The 3GPP technical reports, mentioned below, have put emphasis to properly address the subscriber privacy. Outside 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [g] has identified security and privacy as an enabler and essential value proposition of 5G system and has presented that built in privacy should be included as a design principle [h]. Similarly, a 5G PPP project called 5G-Ensure [i] has also identified privacy as one of the topmost priorities for the 5G system stating that the privacy has an important social impact [j]. 

The TR 33.849 [c] is a study on subscriber privacy impacts in 3GPP that presents privacy key issues and risk mitigation approaches. The study says that the privacy needs to be addressed as a separate topic in its own. The TR 22.864 
[d] also considers subscriber privacy as very important. It says that the privacy of personally identifiable information needs to be protected, for example from a less trusted access or a rouge NW element. The study contains several potential security requirements related to subscriber privacy, e.g. protecting the user identifying information from active and passive attacks, protecting user location information from active and passive attacks, and not allowing UE location or application usage information to be related to an individual user identity. Similarly, the TR 22.891 [e] contains privacy requirements such as possibility for the UE to hide its long-term identifier by using temporary identifier even for initial attach and protecting the subscriber privacy during system information collection. The subscriber privacy requirements in the realm of V2X are identified in the TS 22.185 [f], e.g. ensuring that a UE cannot be tracked or identified beyond short time-period by any other UE and by the operator or a third party. 
5.x.2
Security assumptions
The TR 33.849 [x] and the IETF RFC 6973 [y] can be taken as guides for this security area. The subscriber privacy can potentially be compromised in various ways such as attack on 3GPP protocol interfaces, malware infection on 3GPP nodes, and illegitimate use of resources by an insider (i.e. inside attack). Figure 5.x.1-1 (copied from TR 33.849 [x]) shows various sub-processes (e.g. collect, transmit, use, share, etc.) during a communication process that may impact subscriber privacy. All these sub-processes need to be considered while defining privacy related key-issues and potential solutions.
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Figure 5.x.1-1: Conceptual view of privacy in 3GPP system (copied from TR 33.849 [x])

For the <Next Generation system>, along with the requirements on privacy, there are also requirements on minimizing signaling overhead (e.g. in the TR 22.864 
[d]). Therefore, it is important for the solutions, which will be designed to fulfill the subscriber privacy requirements, to be simple and to minimize signaling overhead. 
5.x.3
Key issues

5.x.3.1
Key issue #x.1: Subscriber identifier privacy
5.x.3.1.1
Key issue details
In a 3GPP system, many types of subscriber identifiers are used during a communication process. The identifiers may be tied to either a subscription or a device. Some of the identifiers may be permanent or long term (e.g. in case of current LTE 
system: IMSI, MSISDN, IMEI, and MAC address) while others may be temporary or short term (e.g. in case of current LTE 
system: GUTI, TMSI, C-RNTI, and IP address). 

If the subscriber identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as unlawful exposure of subscriber’s identity, unauthorised detection of subscriber’s presence in certain location,  unintentional tracking of subscriber’s movement, unauthorised knowledge of subscriber’s activity patterns, etc. Such incidents might ultimately have more serious consequences such as damage to the victim’s reputation, compromise of the victim’s safety, damage to the operator’s reputation, and financial loss to both the victim and the operator. 
Therefore, besides protecting the subscriber’s data itself, protecting all identifiers used in a <Next Generation system>, that are relevant to privacy, is one of the most important key issues towards achieving the subscriber privacy. The scope of protection for ensuring subscriber privacy should cover all the subscriber identifiers that are:

-
permanent;

-
temporary;

-
used by the RAN (control plane and user plane);

-
used by the CN (control plane and user plane);

-
tied to the subscription; or

-
tied to the device and closely related to the subscription.

Editor’s Note: It is FFS to determine if protecting identifiers related to application layer or external parties is under the scope.

5.x.3.1.2
Security and privacy threats 
If the identifiers are not properly protected, there are following potential threats to the subscriber privacy.

a) The subscriber’s identity might be disclosed or made inferable.
b) The subscriber’s location might be trackable.
c) The subscriber’s communication or activity data might be disclosed or made inferable.
d) The identifiers across different services might be correlated.

e) The subscriber might spoof its identifiers.
Editor’s Note: This list is not exhaustive and may be revised.
5.x.3.1.3
Potential privacy requirements
Permanent
 subscriber identifier should not be available to the network entities where the permanent subscriber identifier is not necessary for services and network operations
. The subscriber privacy should be protected against exposure to unauthorized parties in RAN and CN. 
The following are the potential privacy requirements aimed at achieving the same:
 
-
The subscriber identifier protection shall be at least as strong as provided by existing UMTS 
and LTE
 system.

-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.
Editor’s Note: It is FFS to determine if secure or trusted storage of permanent identifiers is within the scope of this clause.
-
From one or more temporary identifiers, it shall not be feasible to identify the corresponding permanent identifier.
-
It shall be possible to anonymize permanent subscriber identifiers when appropriate, for example required by regulations, receiving node not needing to identify the subscriber, etc.
-
Temporary subscriber identifiers shall be sufficiently unpredictable, where sufficient unpredictability means at least choosing from uniformly distributed random identifiers while taking into consideration the identifiers currently in use.
-
Temporary subscriber identifiers shall be refreshed regularly, where regular refresh could be triggered by configurable timers or appropriate protocol events.
Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscriber identifiers.
-
Core Network traffic, which carry subscriber identifiers, shall be protected.
Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.
· 

Editor’s Note: This list is not exhaustive and may be revised.
***
END OF CHANGES
***
�According to suggestion by Dragan. Trying to aligned with 803.


suggested by �ALEC


�suggested by �ALEC


�4G(LTE


�4G(LTE


�Moved to beginning. Suggested by Alex.


suggested by Todor�


�New text to clarify that protection is from unauthorized parties.


�New sentence to make a context.
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�4G(LTE


�Moved up.





