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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.5.2.1 of TS 33.117.

Introduction 

This contribution proposes to add the test case related to the requirement 5.2.5.2.1 of TS 33.117

Proposed pCR

***
BEGIN OF FIRST CHANGE ***

5.2.5.2.1
Webserver logging

Requirement Name: Webserver logging

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)
-
Attempted login name (if the associated account does not exist)
-
URL

-
Status code of web server response

Security Objective references: tba.
Test case: 
Test Name: TC_WEBSERVER_LOGGING
Purpose:

Verify that all accesses to the webserver are logged with the requisite information. 
Procedure and execution steps:

Pre-Condition:

Network Product documentation which contains information on log file location and procedure to access it.
Tester has the necessary privileges to access the log files.
Execution Steps
Execute the following steps:

1.
The tester tries to login to the webserver using the correct and incorrect login credentials.
2.
The tester verifies whether the login attempts were logged correctly with all of the required information.
Expected Results:

All webserver events are logged with all of the requisite information.
Expected format of evidence:

Testing report contains copies of the log file showing the captured information.
***
END OF FIRST CHANGE
***
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