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[bookmark: _Toc445478467]***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc444523190][bookmark: _Toc444523187]6.9	Solution #9: Alternative algorithm negotiation considering optional data plane integrity protection and authenticated encryption 
[bookmark: _Toc444523188]6.9.1	General 
To start ciphering and integrity protection, first the UE and the SGSN need to agree on the algorithms being used. The UE is able to inform the SGSN about its support of each ciphering algorithm using the MS capability element in the Attach Request. To indicate the use of an integrity algorithm for the user plane data, the MS capability element in the Attach Request needs to be extended to include the integrity algorithm available in the UE. To indicate the use of a combind integrity and confidentiality algorithm, i.e. Authenticated Encryption, the MS capability element in the Attach Request needs to be extended to include the authenticated encryption algorithm available in the UE also. The order in which these algorithms are indicated by the UE has no meaning. 

The SGSN indicates the algorithms to be used in the Authentication and ciphering request message. Each kind of algorithm in SGSN has its own ordered list, i.e. one list for integrity algorithms, one list for ciphering algorithms and one list for authenticated algorithms. 
6.9.2	Algorithm selection considering 
 In choosing the algorithms used in the session, SGSN has to consider whether the UE supports authenticated encryption algorithms or not, and whether the UE requires the integrity protection of user data or not.  Thus there are four cases when deciding the usage of algorithms. 
(a) Case 1
When UE does not support the integrity protection of user data andauthenticated encryption algorithms,  the SGSN chooses the ciphering algorithm and integrity algorithm. The SGSN and UE apply the chosen ciphering algorithm and integrity algorithm to the signalling data.   The SGSN and UE use the chosen ciphering algorithm to user data.  The chosen integrity algorithm is also used to protect the messages exchanged during the procedure of algorithm negotiation.

(b) Case 2
When UE supports the integrity protection of user data but does not support the authenticated encryption algorithms, the SGSN chooses the ciphering algorithm and integrity algorithm.  The SGSN and UE use the chosen ciphering algorithm and integrity algorithm to protect user data and signalling data. In addition the chosen integrity algorithm is used to protect the messages exchanged during the procedure of algorithm negotiation.

(c) Case 3
When UE does not support the integrity protection of user data, but supports the authenticated encryption algorithms, the SGSN chooses the ciphering algorithm, integrity algorithm and authenticated encryption algorithm.   The SGSN and UE apply the authenticated encryption algorithm to the signalling data. The SGSN and UE use the ciphering algorithm to user data. The chosen integrity algorithm is used to protect the messages exchanged during the procedure of algorithm negotiation.
Note: This use case is not recommented unless additional means to verify the integrity of decrypted use data message are provided.

(d)  Case 4
When UE supports the integrity protection of user data and the authenticated encryption algorithms, the SGSN chooses the authenticated encryption algorithm, encryption and integrity algorithm.  The SGSN and UE use the authenticated encryption algorithm to protect user data and signalling data.  The SGSN and UE apply the encryption and integrity algorithm to the messages exchanged during the procedure of algorithm negotiation.

6.9.3	Protection of algorithm negotiation 
The CIoT UE sends its MS network capability to the eSGSN e.g. in the Attach Request message. The eSGSN then echoes the chosen algorithms and MS network capability back to the CIoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message. If the CIoT UE notices that the MS network capability sent to the network are different from the received ones, it assumes that a Man-in-the-middle attack has taken place and drops the connection.
The eSGSN also selects the algorithms, and indicates the selected algorithms to the Cellular IoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message. The CIoT UE is then able to detect potential bidding-down attacks which potentially could lead to an attacker to turn off the encryption.
The integrity protection of messages exchanged during the procedure of algorithm negotiation is supported in the GMM layer. The integrity of the GMM Authentication and Ciphering Request message and GMM Authentication and Ciphering Response message is assured by using the chosen integrity algorithm. 
The algorithm negotiation procedure is described as bellow. 


Figure 6.1.3-1: Procedure of algorithm negotiation
1)	Cellular IoT UE sends attach request to eSGSN, which contains user identify and MS network capability. The MS network capability shall contain one set of encryption algorithms and one set of integrity algorithms. Furthermore, the security capability of Cellular IoT shall be included in the MS network capability. 
2)	SGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 
3)	SGSN determines that the request UE is a cellular IoT UE based on the MS network capability parameters. If present the eSGSN continues according to the provisions in the present Annex, otherwise the eSGSN continues according to the provisions in Annex D of the present specification.Then the e SGSN selects the algorithms based on the mechanism of algorithm negotiation and then derives cipher key (Kc128) and the integrity key (Ki128).
4)	eSGSN sends Authentication and ciphering request including the chosen algorithms and MS network capability to MS. The message shall include also the MS radio access capability that was sent unprotected in step 1). The Authentication and ciphering request is integrity protected by the message authentication code MAC-GMM.  
5)	If the MAC-GMM is not present, the MS shall terminate the connection. MS runs UMTS AKA with the USIM and derives the Kc128 and the Ki128 from the CK/IK. The MS verifies the message authentication code MAC-GMM, and if the check of the MAC-GMM is successful then MS checks that the echoed MS network capability and the echoed MS radio access capability are the same as the one it sent. If the verification of MAC-GMM fails the MS terminates the procedure.
6)  MS sends Authentication and Ciphering response to the eSGSN. MS calculates the MAC-GMM using the integrity key Ki128 and the network selected integrity algorithm.MAC-GMM is carried at GMM layer.
7)	The CIoT UE activates protection in the LLC layer for the subsequent messages by using the selected algorithms.
8)	 The eSGSN receives the Authentication and ciphering Response message and verifies the MAC-GMM, and checks the RES. The eSGSN activates protection in the LLC layer for the subsequent messages by  using the selected algorithms
9)	The eSGSN and HSS complete the user location update process. The eSGSN obtains the user subscription profile. The eSGSN sends the Attach Accept message to the MS without comparing the requirement of user plane integrity in the MS security capability with subscribed security service in the user profile, if the operator’s strategy is granted ( e.g. integrity protection of user data is free of charge). The same method is applied to the case that the MS does not need the integrity protection of user data.  In other cases, the eSGSN shall compare the requirement of user plane integrity in the MS security capability with subscribed security service in the user profile, if the both is consistent, the eSGSN sends the Attach Accept message to the MS, otherwise ,the eSGSN sends the Attach Reject message to the MS. The Attach Accept message and Attach Reject message are integrity protected with MAC-LLC, which are carried at LLC layer.
10)	The MS verifies the MAC-LLC, and the procedure of algorithm negotiation is completed.
NOTE: The SGSN makes the final decision on the security services provided. The MS may have a local security policy mandating the use of user plane integrity. If the SGSN decides to not enable user plane integrity the MS may decide to reject the connection. This is similar to a situation where a local security policy on the MS mandates the use of ciphering, but the SGSN does not enable ciphering.

***	END OF FIRST CHANGE	***
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