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++++++++++++++++++++ Beginn first Change +++++++++++++++++++
7.2.2
SCAS instantiation evaluation

7.2.2.1
Overview

SCAS instantiation evaluation is to check whether a SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product. 

The accredited evaluator (vendor or third-party evaluator) for security compliance testing is responsible for SCAS instantiation evaluation before it is used to evaluate network product. The evaluator confirms at least that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.
7.2.2.2
Content

7.2.2.2.1
Scope of the evaluation

7.2.2.2.1.1
Overview

A given network product from a vendor might be packaged in different ways for each commercial transaction to address the tailored request from operators. 

SECAM evaluations are conducted for a particular packaging of the network product. One objective in SECAM is to ensure maximum reusability of evaluation results of the evaluation of a particular package while still provide a clear and comprehensive description of the boundaries of what was evaluated. In practice to maximize the reuse, the vendor is likely to have the most commonly sold package of its network product evaluated.

A clear definition of the boundaries of what was evaluated ensures this reusability but also prevent a false perception of what was security tested as additional components are facing well-defined interfaces. 
Consequently in the scope of evaluation of  the SCAS instantiation document the vendor provide a clear description of the network product that will be tested, i.e. a description of the version of the network product in the scope of SCAS.







In particular, the network product description does not contain security requirements or functions, but a logical and physical perimeter for the evaluation.  
In particular, The definition of the network product describes its content in terms of high level description of the components and external interfaces. This description of the network product provides: 

-
All components 
mandated by network product class definition in SCAS and  implemented by the network product.
 
 
-    

-
All external communication interfaces of the network product. External communication interfaces of the network product are interfaces that allow communications between functions inside and outside the network product. 







Finally, whether a component is part or not of the network product 
as well as the granularity of the definition of a component is disambiguated by the test cases of the SCAS. For example an SCAS may include the following requirement:

"Requirement: The product shall include a security audit function, accessible only by a user having the role admin X, logged through SSH on the server.

Test case: 

-
the tester shall connect as the admin user through SSH and verify that he can access the audit

-
the tester shall verify that a user without admin rights cannot access the audit using the same connection

-
the tester shall verify that no other means exist to access the audit except a SSH session".

In this case it is clear what, from where to test and how to test (physical port of the network product where the SSH server is listening).
NOTE 1:
SECAM provides no provision to assess whether the evaluation results for a different package of the network product than the one that was evaluated are still valid. However as the boundaries of what was evaluated are made clear by the scope of evaluation clause in the SCAS instantiation, the operator can make their security acceptance decision with a clear understanding of what was evaluated for this new package.
NOTE 2:
The Basic Vulnerability Testing will be conducted on the external communication interfaces of the network product. 



7.2.2.2.1.2
Adapting the SCAS instantiation to special circumstances

A network product may need to adapt the SCAS instantiation to its own circumstances. 

E.g. this could happen when the network product only partially implements a network product class, for which a SCAS exists. In such cases where there is no fully fitting SCAS for a SECAM evaluation the derivation in the instantiated SCAS might need some special adaptation. The possibility for adaptation is also useful to avoid that SCAS creation and Network Product Class scoping get too complex and have to cover a multitude of parallel versions with very small differences.

A SCAS instantiation might also need to be adapted when a gap is discovered in an existing SCAS, e.g. due to a newly published vulnerability, and the network product evaluation cannot wait until 3GPP has closed this gap.   
7.2.2.2.1.3
Exclusion of components

The SCAS instantiation does not exclude a component from testing on the grounds that it was already evaluated under another scheme, different from SECAM, unless this SCAS allows it explicitly to refer to the certificate obtained under this different scheme for a given set of tests. 

No component can be excluded from evaluation on the grounds that it was not developed by vendor itself and that it is an outsourced or a 3rd party component.
7.2.2.2.2
Mapping of SCAS security requirements to the network product and assets in the network product


The SCAS instantiation will provide:

-
A concrete mapping of the SCAS "theoretical" assets to "real" assets on the network product.

-
A concrete mapping of the SCAS security requirements to the high-level components supporting these functions.
The evaluator confirms at least that:

-
all assets from SCAS are present in the SCAS instantiation,

EXAMPLE 1:
The SCAS instantiation does not decide, against the SCAS, that some assets need no protection because of physical deployment site protection.

-
if SCAS instantiation introduces new assets they are considered assets to be protected in a manner consistent with SCAS,
EXAMPLE 2:
If the SCAS instantiation uses two admin roles instead of a single one in the generic SCAS, both have their credentials protected consistently.

-
the SCAS instantiation does not waive threats identified in the SCAS.
EXAMPLE 3:
The SCAS instantiation does not claim that a threat from the SCAS is not applicable under the assumption that more organizational control is performed during administrators' recruitment.

7.2.2.2.3
Operational guidance documents and configuration of the network product for evaluation

Operational guidance documents are part of the documentation created by the vendor and are part of the SCAS instantiation documentation (see clause 7.2.2 for details on SCAS instantiation evaluation). This documentation contains the information on how to initialize, configure and operate the network product so that SECAM security requirements are met. To achieve security, it is necessary to align the network product and the content of the "operational guidance documents".

E.g. this documentation could be a user manual indicating to the administrator:

-
By default, the network product is provisioned with root password "XXXX" 

-
The network product will NOT be able to operate as long as this password in not changed using procedure Y

-
The minimum password length is 12 characters for secure operation, at least 12 characters password SHALL be chosen

These documents will be used by:

- 
vendor or operator staff during initial setup of the network product.

- 
vendor or operator staff during operation of the network product.

- 
vendor or operator staff during maintenance or upgrade of the network product.

- 
evaluators during SECAM compliance and vulnerability evaluations to install a representative test bed.

SECAM tested configuration should reflect the setting that an administrator would choose based on these documents. To install a representative test bed, the evaluators will follow this documentation. During evaluation of a network product, no security-related initialization, configuration or operation activities other than those contained in the "operational guidance documents" will be followed; those in the documents will be followed in full. 

NOTE 1: 
As part of SCAS instantiation documents the evaluators will evaluate these "Operational Guidance documents" and verify that these documents do not make unrealistic assumptions on the environment that waive a security requirement or a threat from SECAM and would make the test bed not representative.
NOTE 2: 
In the scope of SCEAM it is implicitly mandatory for the vendor to consider the security requirements defined in SECAM for creating the operational guidance documents. If relevant initialization, configuration and operation instructions were missing from the operational guidance documents then the network product will inevitably fail the test cases for the respective security requirements.

++++++++++++++++++++++ End of Changes ++++++++++++++++++++

�Moved in the first bullet


�Which are elements?perhaps components?


�My understanding is that the network product calss definition in SCAS says what makes an MME an MME.


�The original text was not so clear to me. I have tried to re-word it


�


�I can’t understand the  meaning of this sentence and how is related to the previous text and the subsequent bullet


�Then delete?


�I believe we are not doing evaluation for subsets of network products


�Doesn't seem to help – just saying that if you want easier testing, smaller TOE isn't always better. 


TIIT:I agree….


�What is this requirement?the previous NOTE?If yes, I think that these two notes can be merged.


�I suggest to remove this heading and to move all the description here provided into the previous sub-clause.


�I think that if we talk about SCAS instance, we have to refer to the network product.


�this seems to contracdit the first bullet. So if the element is not a component we have to clarify what an element is. 


�Doesn't seem to help – just saying that if you want easier testing, smaller TOE isn't always better. 


TIIT:I agree….


�What is this requirement?the previous NOTE?If yes, I think that these two notes can be merged.


�You are right, it refers to the same. But, I prefer to have all external interfaces tested by BVT, even if it is on that is not part of the network product class description (especially if it is not part of the network product class description!).





