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*************************START OF CHANGE****************

7.3.4
Group creation procedure

Group creation procedure is described in clause 10.6.3 of 3GPP TS 23.179 [2]. To create the security context for the group, the GMS follows the procedures in clause 7.3.1, creating a new GMK and GMK-ID for the temporary group. 

An encapsulated GMK and GUK-ID is sent to group members by the GMS within a notification message (step 4 within clause 10.6.3 of 3GPP TS 23.179 [2]). The procedure is equivalent to that described in clause 7.3.2.

7.3.5
Dynamic group keying

7.3.5.1
General

In the GMK distribution procedures described in this clause, the GMS is provisioned with the same information as any MCPTT UE by the KMS as described in clause 7.2; the only distinguishing feature is that the GMS's identity is authorized to create groups.

NOTE:
This authorization could be conveyed within the identity itself. For example, via a specific string within the URI such as 'group'. For example, the identity user.001.group@mcptt.example.org may be authorized to create a group, whereas user.001@mcptt.example.org may not.

Additionally, the only information the GMS requires to create the group are the MCPTT IDs of the group members. These two features combined allow groups to be created and keyed at any time, by any authorized entity.

Such flexibility is required to support a number of group procedures within 3GPP TS 23.179 [2].

The dynamic group keying mechanisms specified in the clause 7.3.5 of the present document may not support off-network scenarios.

7.3.5.2
Group regrouping procedures (within a single MCPTT system)

Group Regroup procedures are described in clause 10.6.2.1 of 3GPP TS 23.179 [2]. To create the security context for the temporary group, the GMS follows the procedures in clause 7.3.1, creating a new GMK and GMK-ID for the temporary group.

An encapsulated GMK and GUK-ID is sent to group members by the GMS within a notification message (step 5 within clause 10.6.2.1 of 3GPP TS 23.179 [2]). The procedure is equivalent to that described in clause 7.3.2.

7.3.5.3
Group regrouping procedures (involving multiple MCPTT systems)

Group Regroup procedures involving multiple MCPTT systems are described in clause 10.6.2.2 of 3GPP TS 23.179 [2]. figure 7.3.5.3-1.
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Figure 7.3.5.3-1: Group Regroup security procedures (multiple MCPTT systems)

0)
Prior to beginning the procedure, the MCPTT UEs and group management servers are provisioned by a KMS as described in clause 7.2.

1)
To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group. The primary GMS notifies the affiliated users within its own MCPTT system (Step 8 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). Within this message, the primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in clause 7.3.1. The GMK is encrypted to the identity of the MCPTT user and is signed using the identity of the primary GMS.

2)
The MCPTT UEs acknowledge the notification.

3)
The primary GMS then notifies the partner GMS of the group regroup operation (Step 9 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). Within this message, the primary GMS includes a Group Key Transport payload following the procedures in clause 7.3.1, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS's URI.

4)
The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MCPTT system (Step 11 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS).

5)
The partner MCPTT UEs acknowledge the notification.

6)
The partner GMS acknowledges the notification to the primary GMS.

Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once for obtaining a GMK for the protection of media and once for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure. 
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