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Abstract of the contribution: CT1 has highlighted that floor control key management solution proposed by SA3 causes an unacceptable dependency between group management and private calls. This document discusses how to resolve this issue.
1
Introduction

CT1 have highlighted an issue with SA3's solution for floor control. See C1-161818 and C1-161819 for details. Essentially, the issue is that SA3's floor control solution links group communications and private calls in a way not required by SA1 or anticipated by SA6. At this stage, unless SA3 fixes its specification to remove the link, there will be no mechanism for protecting private call floor control in Rel-13. Practically, this would mean that private call floor control could not be used in Rel-13.

To avoid this undesirable outcome, this discussion document discusses the issue and proposes a way forward for SA3 which would allow floor control security to be fixed in Rel-13. Additionally, the fix does not significantly impact other working groups.
2
Background

CESG and Home Office submitted S6-160212 to SA6#10 to clarify and discuss the issue. The following analysis is extracted from that document:
Background to Floor Control Security

The Security Requirement 

In the flows in Section 10.9 of TS 23.179, floor control signalling (RTCP) initially passes through the MCPTT UE's home floor control server. 


[image: image1.emf]Floor 

participant 1 

(primary)

Floor control 

server 2 

(partner)

Floor control 

server 1 

(primary)

Floor 

participant 2 

(partner)

Primary MCPTT System Partner MCPTT System

Floor Control Signalling

Floor Control Signalling

Floor Control Signalling


Figure 1: Simplified floor control signalling architecture for multiple MCPTT Systems 

From the point-of-view of the security architecture for MCPTT, this approach requires a relatively straight-forward hub-and-spoke architecture of security associations. As all floor control signalling from an individual UE passes through the UE's primary floor control server, each MCPTT UE only needs a security association (e.g. shared key) with its primary floor control server (MCPTT Server) and floor control servers also require security associations with each other. This situation is shown in Figure 2.
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Figure 2: Hub-and-spoke security associations 

For info, the hub-and-spoke security architecture shown in Figure 2 has been applied by SA3 for the protection of application-level signalling within MCPTT. Each MCPTT UE establishes a shared key with its MCPTT Server, and each pair of MCPTT Servers share a key for the protection of application layer signalling passing between them.

However, while the 'hub-and-spoke' architecture meets the requirement for the protection of application layer signalling, it does not satisfy the requirement for floor control signalling.

The reason for this is within Section 10.12 of TS 33.179. This section describes that floor control signalling may be routed directly to a partner's floor control server, rather than via the primary MCPTT system. For clarity, Figure 10.12-1 is repeated below:
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Figure 3: Media related signalling communication

A consequence of direct routing on the security architecture is that every MCPTT UE may need to establish a security association (e.g. shared key) with any floor control server in any partner system. This requires a complex (partitioned) mesh security architecture, as shown in Figure 3 below:
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Figure 4: (Partitioned) Mesh of security associations

This vastly increases the number of security associations required, and it should be noted that each of these security associations needs to be managed to ensure it current, secure and able to support a call with minimal setup time. 

As a consequence of the mesh security requirement discussed above, a highly flexible key management mechanism was required with messages to distribute the key material needed to be defined. At the last meeting, after some discussion, SA3 agreed reuse the GMK key distribution mechanism. This ultimately linked group communications and private calls, which caused issues for other working groups.
To resolve the issue CESG/UK Home Office could see two options:

Option 1 -
Define a separate key distribution mechanism to support floor control, or

Option 2 -
Simplify the architecture so that such a mechanism was no longer required.

At this late stage, Option 1 is not feasible. Hence the best solution was to simplify SA6's architecture so that all floor control signalling always went via the primary floor control server, rather than going direct to another MCPTT system. This approach was agreed by SA6 in S6-160269 and referenced in LS S6-160324 to SA3. S6-160269 changed Clause 10.12 of TS 23.179 so that direct routing of floor control signalling to partner systems was no longer supported.
3
Approach to resolve the issue in SA3
Thanks to the modification made by SA6 in S6-160269, floor control signalling is now always routed via the primary MCPTT server.
3.1
On Network
When on-network, we propose that all floor control signalling is encrypted hop-by-hop. The MCPTT UE encrypts all floor control signalling up to the primary MCPTT server. Additionally to this, MCPTT servers encrypt floor control signalling between one another. This approach is possible now as floor control signalling is now initially routed through the primary MCPTT server. This approach was not possible until SA6 made the change to their architecture at their last meeting.
Note that this approach to security is identical to that defined for protecting sensitive application plane signalling. Additionally, as SA3 have already defined a key distribution mechanism for the protection of sensitive application signalling, it would be possible to reuse the distributed key to derive a key for the protection of floor control signalling.

Hence to secure floor control signalling under this altered architecture, there are two options:

Option 1 -
Define a new key distribution mechanism to establish a floor control key between the MCPTT Server and MCPTT UE.

Option 2 -
Derive a floor control key from the shared Client-Server Key.

Option 1 has the advantage that the security processes for protecting different types of application signalling are separate. However, it would require both SA3 and CT1 to define a new message or new components of a message to distribute this key. Hence this approach should be avoided at this stage.
For Option 2, every interface that is required for the solution is already defined. The Client-Server Key is established when the UE initially connects to the MCPTT Server, and hence will exist before floor control signalling is required. Its distribution is already defined by CT1, and hence this change has no significant impact on other specifications. In terms of the TS 33.179, the change can be viewed as:
  'The GMKCSK is used to derive the SRTCP master key for protection of floor control signalling between the MCPTT client and MCPTT Server.'
Cryptographic separation can be achieved by ensuring keys derived from CSK for application signalling integrity protection, confidentiality protection and floor control signalling are derived using separate KDF/PRFs. Figure 5 shows the proposed approach:
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Figure 5: Proposed use of CSK

Hence it is felt that Option 2 is a simple and effective resolution to the issue: between the MCPTT server and the MCPTT client the Client-Server Key (CSK) as defined in Clause 9.1 of TS 33.179 is used to derive the SRTCP key for floor control protection. 
Similarly, between MCPTT servers the SIP Protection Key (SPK), as defined in Clause 9.2 is used to derive the SRTCP key for floor control protection. The change is to TS 33.179 is:

'The GMKSPK is used to derive the SRTCP master key for protection of floor control signalling between MCPTT Servers.'

The security of floor control signalling is shown in Figure 6 below:
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Figure 6: Protection of floor control signalling
As a consequence, SRTCP keys are derived from CSK or SPK when clients are operating on-network. 

3.2
Off network

Off-network operation stays the same as there is currently no link in this scenario between group comms and private calls. The GMK (resp. PCK) is used to generate the SRTCP keys to protect floor control signalling for group comms (resp. private calls).

4
Conclusion

· For transmission of floor control signalling between the MCPTT client and MCPTT Server, SRTCP Master Key is derived from the CSK rather than GMK.

· For transmission of floor control signalling between MCPTT Servers, SRTCP Master Key is derived from the SPK rather than GMK.

· The protection of floor control signalling off-network does not change.

4.1
Proposed Changes to 33.179
The proposed changes to TS 33.179 are shown in S3-160631. The changes are:

· Remove mention of floor control from Clause 7 where it is applied to on-network use. This includes removing SRTCP-specific purpose tags, and sending a GMK for the purpose of floor control.

· Modify Clause 9.1 and 9.2 to mention floor control.

· Add Clause 9.4 describing how the SRTCP Master Key is derived from CSK (or SPK).

CESG hopes that SA3 will accept this fix as we feel this solves the issue, and results in a significant simplification and improvement in the MCPTT security architecture. Failure to correct the specification may result in floor control signalling not being protected in Rel-13.
4.2
Impact on SA6

None

4.3
Impact on CT1

In (draft) TS 24.379:

- Modification of clause 7.2.1 and 7.2.2 to ensure the CSK is always provided to the MCPTT Server within the SIP REGISTER. At present the CSK is only provided in a SIP REGISTER if application plane security is used.

- Additional clarification statements around use of PCK and CSK.
In (draft) TS 24.381:
- Modification of three statements which refer to 'one or two' MIKEY messages, to refer 'one' MIKEY message. This is because there is now no need to provide a separate GMK for floor control signalling.
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