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Abstract of the contribution: Adding secure environment requirements inTR 33.885.
1. Introduction

Adding secure environment requirements in clause 5.3.3.
2. pCR
************************************************** Start of change *******************************************************
5.3.3
Security requirements

The secure environment should support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

The secure environment should support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

Sensitive data used within the secure environment should not be exposed to external entities.

The secure environment should support the execution of sensitive parts of the boot process.

The secure environment's integrity should be assured.

Only authorised access should be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.

**************************************************** End of change ************************************************
