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################################ START OF FIRST CHANGE################################# 

5.1
General

The generic steps for MCPTT authentication is shown in figure 5.1-1.


[image: image1.emf]UE SIP Core

MCPTT

Domain

LTE & EPC

ID Management 

server

LTE Attach procedure

B-1. SIP Registration and Authentication

B-2. Third Party Registration 

C. MCPTT User Service Authorisation

A. MCPTT User Authentication


Figure 5.1-1: MCPTT Authentication

At UE power-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [14]. The MCPTT UE then performs the following authentication procedures to successfully complete the MCPTT service registration and identity binding between signalling layer identities and the MCPTT user identities.

-
A: MCPTT user authentication.

-
B: SIP Registration and Authentication.

-
C: MCPTT Service Authorization.

These procedures are described in more detail in subsequent clauses.

Steps A and B may be performed in either order or in parallel. For scenarios where this order has an impact on the identity bindings between signalling layer identities and the MCPTT user identities, a re-registration (Step B) to the SIP Core may be performed to update the registered signalling layer identity. 

If an MCPTT UE completes SIP registration in Step B prior to performing MCPTT user authentication in Step A and MCPTT user service authorization in Step C, the MCPTT UE shall be able to enter a 'limited service' state. In this limited state, where the MCPTT user is not authorized with the MCPTT service, the MCPTT UE shall be able to use limited MCPTT services (e.g. an anonymous MCPTT emergency call). The MCPTT Server is informed of the registration of the MCPTT UE with the SIP core though Step B-2.

Additionally, an HTTP-1 authentication mechanism is used.

NOTE:
Mechanisms for confidentiality and integrity protection (not defined in this clause) may be combined only with certain authentication procedures.

#################################### END OF FIRST CHANGE###############################
################################ START OF SECOND CHANGE##############################
5.6.1
General

This clause expands on the MCPTT User Service Authorization step shown in figure 5.1-1 step C.

MCPTT User Service Authorization is the MCPTT function that validates whether or not a MCPTT user has the authority to access certain MCPTT services. In order to gain access to MCPTT services, the MCPTT client in the UE presents an access token (acquired during user authentication as described in subclause 5.5) to each service of interest (i.e. MCPTT Key Management, MCPTT user services, etc.). If the access token is valid, then the user is granted the use of that service. Figure 5.6.1-1 shows the flow for user authorization, which covers key management authorization, MCPTT user service authorization, configuration management authorization, and group management authorization.

NOTE:
All HTTP traffic between the UE and KMS, and all HTTP trafficbetween the UE and HTTP proxy is protected using HTTPS over HTTP-1. All HTTP traffic between UE and KMS over HTTP-3 is protected using NDS/IP over HTTP-3.

For key management authorization, the KM client in the UE presents an access token to the KMS over HTTP. The KMS validates the access token and if successful, provides user specific key material back to the UE KM client based on the MCPTT ID of the user. This includes identity based key information used for media and signalling protection.

For user service authorization, the MCPTT client in the UE presents an access token to the MCPTT server over SIP. The MCPTT server validates the access token and if successful, authorizes the user for full MCPTT services and sends an acknowledgement back to the MCPTT client. The MCPTT server then maps and maintains the IMPU to MCPTT ID association. The MCPTT ID to IMPU association shall only be known to the application layer. The SIP message used to convey the access token from the MCPTT client to the MCPTT server may be either a SIP REGISTER or SIP PUBLISH message.

The UE can now perform configuration management authorization and download the user profile. Following the flow described in subclause 10.1.4.2 of 3GPP TS 23.179 [2] "MCPTT user obtains the user profile (UE initiated)", the Configuration Management (CM) client in the UE sends an access token in the user profile query to the Configuration Management server over HTTP. The CM server receives the request and validates the access token, and if valid, the CM server uses the MCPTT ID to obtain the user profile from the MCPTT user database. The CM server then sends the user profile back to the CM client over HTTP.

Upon receiving the user's profile, the Group Management (GM) client in the UE can now perform group management authorization. The GM client obtains the user's group membership information from the user's profile, and following the flow shown in clause 10.1.5.2 of 3GPP TS 23.179 [2] "Retrieve group configurations at the group management client", the Group Management (GM) client in the UE sends an access token in the Get group configuration request to the host GM server of the group membership over HTTP. The GM server validates the access token, and if valid, completes the flow. As part of group management authorization, group key information is provided as per subclause 7.3.2 of the present document.
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Figure 5.6.1-1: MCPTT user authorization

The user authorization procedure in Step C of Figure 5.1-1 is further detailed into 5 sub steps that comprise the MCPTT user service authorization process:

Step C-1:
If not already done, establish a secure HTTP tunnel using HTTPS between the MCPTT UE and MCPTT proxy server. Subsequent HTTP messaging makes use of this tunnel.

Step C-2:
The KMS client in the UE presents an access token to the KMS over HTTP. The KMS authorizes the user for key management services and replies to the client with identity specific key information.

Step C-3:
The MCPTT client in the UE presents an access token to the MCPTT server over SIP as defined in clause 5.6.2 of the present document.

Step C-4:
The CM client in the UE follows the "MCPTT user obtains the user profile (UE initiated)" flow from clause 10.1.4.2 of 3GPP TS 23.179 [2], presenting an access token in the Get MCPTT user profile request over HTTP. If the token is valid, then the CM server authorizes the user for configuration management services. Completion of this step results in the CM server providing the user's profile to the CM client.

Step C-5:
The GM client in the UE follows the "Retrieve group configurations at the group management client" flow as shown in clause 10.1.2 of 3GPP TS 23.179 [2], presenting an access token in the Get group configuration request over HTTP. If the token is valid, the CM server authorizes the user for group management services. Completion of this step results in the GMS sending the user's group policy information and group key information to the GM client.

#################################### END OF SECOND CHANGE#############################
################################ START OF THIRD CHANGE################################
7.3.1
General

To create the group's security association, a Group Master Key (GMK) and associated identifier (GMK-ID) is distributed to MCPTT UEs by a Group Management Server (GMS). The GMK is distributed encrypted specifically to a user and signed using an identity representing the Group Management Server. Prior to group key distribution, each MCPTT UE within the group shall be provisioned by the MCPTT Key Management Server (KMS) with time-limited key material associated with the MCPTT User as described in clause 7.2. The Group Management Server shall also be provisioned by the MCPTT KMS with an identity which is authorized to create groups.

The GMK is distributed within a Group Key Transport payload. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload. The GMK is distributed with a 32-bit Group User Key Identifier (GUK-ID). The GUK-ID is generated from the GMK-ID and a User Salt derived from the user's MCPTT ID.

The GMK is encrypted to the user identity (UID) associated to the MCPTT UE. The UID used to encrypt the data will be derived from the user's MCPTT ID and a timestamp as described in clause 7.2. The user's MCPTT ID is added to the recipient field (IDRr) of the message.

The Group Key Transport payload is signed using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS's URI (e.g. gp.manager@.mcptt.example.org) and a timestamp. The GMS's URI is added to the initiator field (IDRi) of the message.

The GMK is provided together with an activation time, which is the time from which the key should be used for transmission of group communications, replacing previous keys assigned to that group; the group identity for confirmation of the association of the GMK to the group; and an optional text payload which may be used to provide user-readable text. These associated parameters are encrypted by the GMK and carried in the MIKE-SAKKE I_message in the group key transport payload.

The security processes are summarized in figure 7.3.1-1.
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Figure 7.3.1-1: Generation of a group key transport message

At the MCPTT UE, the GMS's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the Group Key Transport message. If valid, the UE extracts and decrypts the encapsulated GMK using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts GUK-ID and xors the GUK-ID and User Salt together to extract the GMK-ID. If the GMK consists of zero bytes, the GMK and GMK-ID shall be treated as revoked and shall not be used. The extraction procedure is described in figure 7.3.1-2.
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Figure 7.3.1-2: Processing of a group key transport message

Following successful extraction of the GMK, the MCPTT UE decrypts and verifies the MCPTT group ID carried in the encapsulated associated parameters payload. The MCPTT UE stores the GMK together with the group identity, activation time and optional text field. If the decryption process for the encapsulated associated parameters fails, the GMK is rejected.

The Group Key Transport payload includes the encrypted GMK and the Group User Key Identifier (GUK-ID). The GMK is unique within the MCPTT system. On creating the GMK, the Group Manger generates a 32-bit GMK Identifier (GMK-ID). The 4 most significant bits of the GMK-ID is the 'purpose tag' which defines the purpose of the GMK. The rest of the GMK-ID is 28-bit randomly-generated value.

For each user, the GMS creates a 28-bit User Salt by hashing the user's MCPTT ID through a KDF using the GMK as the key as defined in clause F.1.3. The User Salt is xor'd with the least-significant bits of the GMK-ID to create the 32‑bit GUK-ID. The process for generating the GUK-ID is summarized in figure 7.3.1-3.
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Figure 7.3.1-3: Generating the GUK-ID

The GUK-ID is placed in the CSB ID field within the header of the I_MESSAGE.

NOTE:
Knowledge of the GUK-ID, GMK-ID and User Salt does not reveal the MCPTT ID to receivers without the GMK for the group.

#################################### END OF THIRD CHANGE###############################
################################ START OF FOURTH CHANGE#############################
9.1.3.4
Procedure

The following steps describe how the MCPTT client obtains the user specific key material and securely transfers the CSK to a server within the MCPTT domain.

Prior to beginning of this procedure, the MCPTT Client would have obtained user-specific key material from the KMS.

1)
The MCPTT client randomly generates the CSK. The MCPTT Client computes MCPTT Domain UID from the MCPTT Domain Security Identifier (MDSI) and uses it to encrypt the CSK based on SAKKE based encryption IETF RFC 6509 [11].

2)
The MCPTT client generates MIKEY-SAKKE I_MESSAGE. The message shall encapsulate the encrypted CSK. and shall be signed using the key associated with the MCPTT User's UID generated from the MCPTT ID.

3)
The MCPTT client includes the I_MESSAGE in the SIP payload and sends the SIP message addressed to the PSI of the server.

The following steps describe how the server retrieves the encryption key from the SIP message:

1)
The server receives the SIP message with the I_MESSAGE embedded in the SIP payload.

2)
The server checks the signature on the I_MESSAGE message using MCPTT Client's UID.

3)
If the signature is valid, the MCPTT server extracts and decrypts the encapsulated CSK using the private key associated with the MCPTT Domain's UID.

4)
Once the CSK has been extracted, MCPTT specific information including access token protected in the SIP message as defined in clause 9.3.4, may be decrypted.

Figure 9.1.3-.4-1 shows the functional diagram for the MCPTT client and a server within the MCPTT domain. MCPTT Server is shown in this example.
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Figure 9.1.3.4-1: Functional diagram for Identity based distribution of CSK 
#################################### END OF FOURTH CHANGE############################
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