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Abstract of the contribution: This contribution proposes a solution for the key issue of the UE privacy.
1 Introduction
The privacy requirements of stage 1 are:

· The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

· Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
A key issue on UE privacy is described in section 5.X of the TR. The security requirements are as follows:
· The transmission of data by a vehicle UE should not lead to the ability of another V2X entity (UE, network, application server) to identify the sender UE beyond a short time period necessary for the V2X application. 
· It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of tracking the UE. 

· The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.
Privacy aspects are treated separately for the PC5 based LTE V2X communication and for the Uu based LTE V2X communications.    

2 Discussion

We note that the above security requirements are already met by PC5 based V2X system. Additional considerations apply to LTE-Uu based V2X.

Regarding privacy support for V2X communication via LTE-Uu, we focus on the requirement that 


“It shall be possible to prevent the LTE network from using the data gained by a UE attaching to it for V2X service for purposes of tracking the UE”. 

To this end, it becomes apparent that 

Observation: An identifier different from IMSI/TMSI should be used when UE attaches to the network for V2X communication via LTE-Uu.
A potential solution that satisfies this requirement is outlined in the work by the COmmunication Network VEhicle Road Global Extension (CONVERGE) research group on a “Proposal for a Car2X systems network”. Their paper is available at reference given in the pCR and slides at http://www.converge-online.de/doc/download/Privacy_Augmented_LTE.pdf. 

The CONVERGE solution introduces UE identities that are managed separately (e.g. by an organizationally distinct 3rd party Server) from the existing 3GPP identities, and refers to them as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized next. 
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Figure 1: Provisioning of PMSIs 

Even though not shown in the cited work, it is envisioned that as an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. 
The following characteristics of the entities shown are assumed:

· The Vehicle-UE can establish a secure end to end link to the 3rd party Server (e.g., Pseudonym CA or Vehicle OEM). The Vehicle UE also shares traditional LTE credentials with its MNO.

· The Pseudonym CA (PCA) manages mapping between IMSI/IMEI and Pseudonymous IDs “PMSI”. It shares a long-term key with each of its V-UE.
· The MNO employs a function that generates (PMSI, Key) pairs for attachment. Distributes periodic key to all of its v-UEs.
Referring to Figure 1, the cited solution proposes that the MNO provisions each of its vehicle UEs with a shared (same for all UEs) key, KPERIOD, for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 

The following steps take place.

1. vUE establishes secure link with its MNO, e.g. V2X Control Function, requests a temporary (e.g. monthly ) key KPERIOD.
2. vUE gets MNO’s temp key KPERIOD. All vUEs get the same temporary shared key.
3. For each Pseudonym CA, MNO generates many (PMSI, KPMSI) pairs, encrypts each one with KPERIOD. MNO sends this megapool to the PCA. 
NOTE: (this step can be done in advance of 1,2).
4. vUE establishes a secure link to its PCA, gets PCA KvUE. vUE and PCA establish and end-to-end secure link based on this key. vUE sends IMSI to PCA. The MNO link (WAN) may be used as transport.
5. PCA selects a subpool of (PMSI, KPMSI) pairs for this IMSI, stores mapping. PCA sends subpool to vUE.
6. vUE decrypts each received (PMSI, KPMSI) pair with KPERIOD
At this point the vUE has several (PMSI, KPMSI) pairs that it can use to attach with. The MNO will know that this PMSI was authorized, but not the IMSI of the UE.
3 Proposal
It is proposed to modify the following section and add a new section to the TR33.885:
*** FIRST CHANGE ****
2
References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.185: "Service requirements for V2X services".

[3]
3GPP TR 23.785: "Study on architecture enhancements for LTE support of V2X services".
[4]
3GPP TR 22.885: "Study on LTE support for Vehicle to Everything (V2X) services".
[XX]
Angermeier, Daniel, Alexander Kiening and Frederic Stumpf. “PAL - Privacy Augmented LTE: A Privacy-Preserving Scheme for Vehicular LTE Communication”. The Tenth ACM International Workshop on VehiculAr Inter-NETworking, Systems, and Applications (ACM VANET), 2013. 
*** NEXT CHANGE ****
6.Y
Solution for attach identifier obfuscation for vehicle UE privacy 
6.Y.1
Security requirements addressed 

This solution corresponds to the Key Issue #x "Vehicle UE privacy ".

6.Y.2
Solution details
The solution is based on reference [XX]. UE identities used for the V2X communication are managed separately (e.g. by an organizationally distinct 3rd party Server such as a Vehicle OEM) from the existing 3GPP identities, and are referred to as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized below.
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Figure 6.Y.2-1: Provisioning of PMSIs

As an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. 

The following characteristics of the entities shown are assumed:

· The Vehicle-UE can establish a secure end to end link to the 3rd party Server (e.g., Pseudonym CA or Vehicle OEM). The Vehicle UE also shares traditional LTE credentials with its MNO.

· The Pseudonym CA (PCA) manages mapping between IMSI/IMEI and Pseudonymous IDs “PMSI”. It shares a long-term key with each of its V-UE.
· The MNO employs a function that generates (PMSI, Key) pairs for attachment. Distributes periodic key to all of its v-UEs.
Referring to Figure 6.Y.2-1, the cited solution proposes that the MNO provisions each of its vehicle UEs with a shared (same for all UEs) key, KPERIOD, for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 

The following steps take place.

7. vUE establishes secure link with its MNO, e.g. V2X Control Function, requests a temporary (e.g. monthly) key KPERIOD.
8. vUE gets MNO’s temp key KPERIOD. All vUEs get the same temporary shared key.
9. For each Pseudonym CA (PCA), MNO generates many (PMSI, KPMSI) pairs, encrypts each one with KPERIOD. MNO sends this megapool to the PCA. 

NOTE: (this step can be done in advance of 1,2).

10. vUE establishes a secure link to its PCA, gets PCA KvUE. vUE and PCA establish and end-to-end secure link based on this key. vUE sends IMSI to PCA. The MNO link (WAN) may be used as transport.

11. PCA selects a subpool of (PMSI, KPMSI) pairs for this IMSI, stores mapping. PCA sends subpool to vUE.

12. vUE decrypts each received (PMSI, KPMSI) pair with KPERIOD
At this point the vUE has several (PMSI, KPMSI) pairs that it can use to attach with. The MNO will know that this PMSI was authorized, but not the IMSI of the UE.
*** END OF CHANGES ****
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